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Executive Summary

A protocol for communication between a CPE and ADtmfiguration Server (ACS) that
encompasses secure aatofiguration as well as other CPE management functions
within a common framework.
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Introduction

Notei Sectionsl and?2 of this document are introductory and do not define requirements of this
protocd.

TR-069describes the CPE WAN Management Protocol, intended for communication
between a CPE and Aufdonfiguration Server (ACS). The CPE WAN Management
Protocol defines a mechanism that encompasses secweoatitpuration of a CPE, and
also incorporates other CPE management functions into a common framework.

This document specifies the generic requirements of the management protocol methods
which can be applied to any T#69 CPE. Other documents specify thanaged
objects, or data models, for specific types of devices or services.

Functional Components

The CPE WAN Management Protocol is intended to support a variety of functionalities
to manage a collection of CPE, including the following primary capabilitie

Auto-configuration and dynamic service provisioning

Software/firmware image management

)l

)l

1 Software module management

{ Status and performance monitoring
)l

Diagnostics

Auto-Configuration and Dynamic Service Provisioning

The CPE WAN Management Protocol allowsADS to provision a CPE or collection of
CPE based on a variety of criteria.

The provisioning mechanism allows CPE provisioning at the time of initial connection to
the broadband access network, and the ability-firaeision or reconfigure at any
subsegent time. This includes support for asynchronous Atated reprovisioning

of a CPE.

The identification mechanisms included in the protocol allow CPE provisioning based
either on the requirements of each specific CPE, or on collective criteriastien@PE
vendor, model, software version, or other criteria.

The protocol also provides optional tools to manage the-€fieEific components of

optional applications or services for which an additional level of security is required to
control, such as tls® involving payments. The mechanism for control of such
applications and services is the Software Module Management mechanism as defined in
A.4.1.10(ChangeDUState RPCA,4.2.3(DUStateChangeCongte RPC), and described

in Appendix Il / TR157 Amendment §9].

The provisioning mechanism allows straightforward future extension to allow
provisioning of services and capabilities not yet included in this version of the
specification.
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1.1.2 Software/Firmware Image Management

The CPE WAN Management Protocol provides tools to manage downloading of CPE
software/firmware image files. The protocol provides mechanisms for version
identification, file download initiation (ACS initiatedbwnloads and optional CPE
initiated downloads), and notification of the ACS of the success or failure of a file
download.

1.1.3 Software Module Management

The CPE WAN Management Protocol enables an ACS to manage modular software and
execution environments onGPE. Capabilities provided include the ability to install,
update, and uninstall software modules as well as notification to the ACS of success or
failure of each action. The protocol also provides support to start and stop applications
on the CPE, enébdand disable execution environments, and inventory the software
modules available on the device.

1.1.4 Status and Performance Monitoring

The CPE WAN Management Protocol provides support for a CPE to make available

information that the ACS may use to monitceth CPEG6s st atus and perfor
It also defines a set of mechanisms that allow the CPE to actively notify the ACS of

changes to its state.

1.1.5 Diagnostics

The CPE WAN Management Protocol provides support for a CPE to make available
information thathe ACS may use to diagnose and resolve connectivity or service issues
as well as the ability to execute defined diagnostic tests.

1.2 Positioning in the End-to-End Architecture

The ACS is a server that resides in the network and manages devices in or at the
subscriber premises. The CPE WAN Management Protocol may be used to manage both
DSL B-NTs and other types of CPE, including statdne routers and LAMNide client

devices. It is agnostic to the specific access medium utilized by the service provider,
although it does depend on-l®yer connectivity having been established by the device.

Notei in the case of aBIT, TR046[2] describes the overall framework forNBT aute
configuration, and TR62[3] and TR044[4] define the ATM layer and IP layer auto
configuration procedures. Other types of broadband CPE should make use of the protocols
appropriate to their network arctdctures in order to obtain IP connectivity.

Notei where the CPE WAN Management Protocol is used to manage beMiTa @& other

Internet Gateway Device), and a LAlMle client device operating behind that\B (or other

Internet Gateway Device\nnex F defines a mechanism to allow the ACS to associate the two so
that they may be managed together.

Notei CPEImplementationsightexist where the CPE WAN Management Protcooktains
more than on€WMP Endpoint.Proxy management via the Virtual CWMP Device Mechanism is
one such case.
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Figure 17 Positioning in the End-to-End Architecture

OSS/BSS

Policy
Scope of CPE WAN Management
Protocol (CWMP):
Q % ACS Southbound Interface

’
Call E%
Center \% ﬁ

Auto-Configuration
Server (ACS)

Managed LAN
Device

Managed LAN
Device

Managed Interne
Gateway Device

Managed LAN AEN\

ACS Northbound Interface Device

Security Goals

The CPE WAN Management Protocol is designed to provide a high degree of security.
The security model is also designed to be scalable. It is intended to allow basic security
to accommodate less robust CPE implementations, while allowing greater security for
those that can support more advanced security mechanisms. In general terms, the
security goals of the CPE WAN Management Protocol are as follows:

1 Prevent tampering with the management functions of a CPE or ACS, or the
transactions that take place between a CPE and ACS.

1 Provide confidentiality for the transactions that take place beta€ePE and ACS.
1 Allow appropriate authentication for each type of transaction.
1 Prevent theft of service.

Architectural Goals

The protocol is intended to provide flexibility in the connectivity model. The protocol is
intended to provide the following:

1 Allow both CPE and ACS initiated connection establishment, avoiding the need for a
persistent connection to be maintained between each CPE and an ACS.

1 The functional interactions between the ACS and CPE should be independent of
which end initiated the establiment of the connection. In particular, even where
ACS initiated connectivity is not supported, all ACS initiated transactions should be
able to take place over a connection initiated by the CPE.

1 Allow one or more ACSs to serve a population of CPE, whiealy be associated with
one or more service providers.

The protocol is intended to support discovery and association of ACS and CPE:
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1 Provide mechanisms for a CPE to discover the appropriate ACS for a given service
provider.

1 Provide mechanisms to allow arCA to securely identify a CPE and associate it with
a user/customer. Processes to support such association should support models that
incorporate user interaction as well as those that are fully automatic.

The protocol is intended to allow an ACS accessantrol and monitor various
Parametey associated with a CPE. The mechanisms provided to accesBahasetey
are designed with the following premises:

1 Different CPE may have differing capability levels, implementing different subsets of
optional furctionality. Additionally, an ACS may manage a range of different device
types delivering a range of different services. As a result, anmA@$oe able to
discover the capabilities of a particular CPE.

An ACS mustbe able to control and monitor the ant configuration of a CPE.

Other control entities besides an ACS may be able to control Baraenetes of a
CPEOGs <conf i gur aside auteconfigaration).,As & resalt, theA N
protocolmustallow an ACS to account for external changes to adCPE
configuration. The ACS should also be able to control which configuration
Parametey can be controlled via means other than by the ACS.

1 The protocol should allow vendgpecificParametes to be defined and accessed.

The protocol is intended to minindamplementation complexity, while providing
flexibility in trading off complexity vs. functionality. The protocol incorporates a
number of optional components that come into play only if specific functionality is
required. The protocol also incorporagassting standards where appropriate, allowing
leverage of ofthe-shelf implementations.

The protocol is intended to be agnostic to the underlying access network.

The protocol is also designed to be extensible. It includes mechanisms to support future
extensions to the standard, as well as explicit mechanisms for vepecific extensions.

Assumptions

Some assumptions made in defining the CPE WAN Management Protocol are listed
below:

T All CPE regardless of type (bridgeouter, or other) obtain an IPdréss in order to
communicate with an ACS.

1 A CWMP Endpointan interact with a single ACS at a time. At any tim€VéMP
Endpointis aware of exactly one ACS with which it can connect. (Note: a collection
of ACSs behind a load balancer is considerea@esiACS for the purposes of this
document.)

1 In the case of a bridge, the CPE must establidhy@r connectivity specifally for management communication.

The mechanism used to establish this connectivity would depend on the specific network architecture. For
example, a DSL bridge may connect using IPoE with DHCP for address allocation, or may connect using PPPoOE.
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Terminology

The following terminology is used throughout the series of documents defining the CPE
WAN Management Protocol.

ACS Auto-Configuration Server. This is a component in the broadband
network responsibléor auteconfiguration of theCPEfor advanced
services.

Action An explicitly triggered transition in th8oftware Modulestate model,
e.g. Install, Update, Uninstall, Start, Stop, etc. (see Appendix-1AR
[29])

Applied A change to th€ P E éosfiguration has beefspplied when theCPE
has stopped using the previous configuration and begun using the n
configuration.

B-NT BroadbaneNetwork Termination. A specific type of BroadbaBBE
used in DSL networks.

Committed Achangetoth€PEOs c onf i g urCammittedwhehtaes b
change has been fully validated, the new configuration appears in tt
configurationData Modelfor subsequem\CSoperations to act on, and
the change will definitely bAppliedin the future, asequired by the
protocol specification.

CPE Customer Premises Equipmgrdfers to a TRO69-compliantdeviceand
therefore covers botimternet Gateway Deviseind LAN-side end
devices. A CPE contains at least o@VMP Endpoint

CPE Proxier A CPEthat s capable of proxyingperationdetweeranACSand a
nonCWMPenableddevice(i.e. aProxiedDevicg. There are two
strategies for proxy managemevirtual CWMP Device Mechanisand
Embedded Object Mechanism

CWMP CPEWAN Management Protocol (the subjef this standard).

CWMP A CWMPtermination point used by@PEfor Sessiorcommunication

Endpoint with the ACS This term is used interchangeably wW@RE unless
specifically defining behavior whereGPE supports multiple CWMP
Endpoints

Data Model A hierarchical set oParametes that define the manag@bjecs
accessible via TRG69 for a particulaDeviceor service.

Deployment  An entity that can be individually deployed on thescution
Unit Environment A Deployment Unit can consist of functioritecution
Units and/or configuration files and/or other resources

Device Used interchangeably witGPE

DT Instance Device Type Schema instance document. This is an XML documen
conforms to théT Schemand to any additional rules specified in or
referenced by thBT Schema
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Device Type Schema. This is the XML Schema that is used for
describingp Devi ce 6s sodep(gee Anhes B/TROG 13

A proxy management strategshere theCPE Proxier embeds the detail:
of theProxied Devicewithin theData Model TheProxied Devicewill
appear to be integrated into t6@E Proxier.

An indication that something of interest has happened that requires
CPEto notify theACS

A software platform that enables the dynamic loading and unloadinc
Software ModulesTypical examples include Linux, OSGi, .NET, and
Java ME. Some Execution Environments enable the sharing of resc
amongst modules.

A functional entity that, once started, initiates processes to perform i
or provide services, until it is stopped. Execution Units are deployed
Deployment Ung. The following list of concepts could be considerec
Execution Unit: senees, scripts, software components, libraries, etc.

A Parametemwhose definitiorrequires itto be included with every
Inform RPC.

A writeable string that uniquely identifies an instance withiudti-
Instance Obijet.

A value that uniquely identifies an instance withiklalti-Instance
Object It is either arinstance Numbeor aninstance Alias

A readonly positive integer (>=1) that uniquely identifies an instance
within aMulti-Instance Object

A CPEdevice, typically a broadband router, that acts as a gateway
between the WAN and the LAN.

An Objectthat can havenultiple instancesall of which have the same
structureand aredcated at the same level within the name hierarchy
Eachinstances identified by arinstance ldentifier

An internal node in the name hierarchy, i.e., a node that can have O
or Parameterchildren. AnObjectname is &ath Name

A namevalue pair that represents part €BEO s conf i

A Parameter name isRath Name

gur

A name that has a hierarchical structure similar to files in a directory
with each | evel separ aODlgedtorby a
Parameter

APathNamé¢ hat ends with
represents a subset of the name hierarchy.

a Objectand( d o't
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A CPEthat is not capable of communicating via CWNbBt
communicags indirectlywith anACSvia aCPE Proxier.

Remote Procedure Call.

A contiguous sequence of CWMPansactiondbetween &£ WMP
Endpointand anACS Note that &essiommay span multiple TCP
connections.

The common term for all software (other than firmvydhat will be
installed on artExecution Environmenincluding the concepts of
Deployment Ung andExecution Units

Set Top Box. Thi€PEcontains Audio and Video decoders and is
intended to be connected to Analog TV and / or Home Theaters.

A message exchange betwee\WWMP Endpoinandan ACSconsisting
of a single request followed by a single response, initiated either by
CPEorACS

The same as @ession
for emghasis.

Traneactib® qual i fier i ¢

A proxy management strategy where @fE Proxier creates a virtual
CWMP environment for thBroxied DeviceThe CPE Proxierprovides
a separat€ WMP Endpointor each suclProxied Devicewhich will

therefore appeama be managetike a standalon€WMPenabledCPE.

A Voice over IPCPEthat acts as the initiation/termination point for
VolIP calls. Examples of Endpoints include VolP phones and analog
terminal adapters (ATAS).

Abbreviations
This Technical Reportiefines the following abbreviations:

ACL
ACS
ADSL
AES
ASCII
ATA
ATM
BOOTP
CaGil
CN
CPE
CSRF
CWMP
DHCP
DNS
DSL

July2011

Access control list
Auto-Configuration Server
Asymmetric Digital Subscriber Line
Advanced Encryption Standard
American Standard Code for Imfoation Interchange
Analog terminal adapter
Asynchronous Transfer Mode

Boot Strap Protocol

Common Gateway Interface
Common Name

Customer Premise Equipment
Crosssite request forgery

CPE WAN Management Protocol
Dynamic Host Configuration Protocol
Domain Name System

Digital Subscriber Line
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DSM-CC Digital storage media command and control
DT Device Type

DU Deployment Unit

EE Execution Environment

EU Execution Unit

FLUTE File Delivery over Unidiectional Transport
FTP File transfer Protocol

HMAC  Hashbased Message Authentication Code
HTML  Hypertext Markup Language
HTTP Hypertext Transfer Protocol

TR-0691ssuel Amendment 4

HTTPS Hypertext Transfer Protocol over Secure Socket Layer

IANA Internet Assigned Numbers Authtyri
ID Identifier

IP Internet Protocol
IPv6 Internet Protocol version 6
ISO International Organization for Standardization

LAN Local Area Network

LSB Least significant bit

MD5 MessageDigest algorithm 5
NAT Network Address Translation
NTP Netwolk Time Protocol

NT Network Termination

OSGi OSGi Alliance (former Open Services Gateway initiative)

Oul Organizationally Unique Identifier
PKCS Public Key Cryptography Standards
QoS Quality of Service

RFC Request for Proposal

RPC Remote Proceduredl

RSA Rivest, Shamir and Adleman (crypto system)
SFTP SSH File Transfer Protocol

SHA1 Secure Hash Algorithm 1

SNMP  Simple Network Management Protocol
SNTP Simple Network Time Protocol

SOAP  Simple Object Access Protocol

SSH Secure Shell

SSL SecureSocket Layer

STB Set Top Box

STUN Session Traversal Utilities for NAT

TCP Transmission Control Protocol
TFTP Tiny File transfer Protocol
TLS Transport Layer Security

TLV Type length value

TR Technical Report

TTL Time to Live

TV Television

UDP User Datagram Protocol

July 2011 © The Broadband Forundll rights reserved.
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UPnP Universal Plug and Play
UPnP DMUniversal Plug and Play Device Management

URI Uniform Resource ldentifier

URL Universal Resource Locator

URN Uniform Resource Name

uTC Coordinated Universal Time

UTF Universal MultipleOcte Coded Character Set Transformation Format
uuiD Universally Unique Identifier

VolP Voice over Internet Protocol

WAN Wide Area Network

XML Extensible Markup Language
XSD XML Schema

XSS CrossSite Scripting

Document Conventions

The key words "MUST"MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in
this document are to be interpreted as describgd.in

The key word ADEPRECATEDO raeRPEMesthodaw a pr ot oc
Event Type, that is defined and valid in the current version of the standard but is not

strictly necessary, e.g. because another more powerful feature has been defined. Such

features SHOULD NOT be used; they might be removed from thtenmager version of

the protocol.
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Protocol Components

The CPE WAN Management Protocol comprises several components that are unique to
this protocol, and makes use of several standard protocols. The protocol stack defined by

the CPE WAN Manageant Protocol is shown iRigure2. A brief description of each

layer is provided iMTablel. Note that the CPE and AG8ustadhere to the requirements

of the underlying standard protocols unless otherspseified.

Figure 21 Protocol stack

CPE/ACS Management Application

RPC Methods

SOAP

HTTP

SSL/TLS

TCP/IP

Table 171 Protocol layer summary

Layer

Description

CPE/ACS Application

The application uses the CPE WAN Management Protocol on the CPE and ACS,
respectively. The application is locally defined and not specified as part of the CPE
WAN Management Protocol.

RPC Methods

The specific RPC methods that are defined by the CPE WAN Management Protocol.
These methods are specified in Annex A.

SOAP A standard XML-based syntax used here to encode remote procedure calls. Specifically
SOAP 1.1, as specified in [9].

HTTP HTTP 1.1, as specified in [6].

TLS The standard Internet transport layer security protocol. Specifically, TLS 1.2 (Transport
Layer Security) as defined in [11] (or a later version). Note that previous versions of this
specification referenced SSL 3.0 and TLS 1.0.

TCP/IP Standard TCP/IP.
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Security Mechanisms

The CPE WAN Management Protocol is designed to allow a high degree of security in
the interactions that use it. The CPE WAN Management Protocol is designed to prevent
tampering with the transactions that take place between a CPE and ACS, provide
confidentiality for these transactions, and allow various levels of authentication.

The following security mechanisms are incorporated in this protocol:

1 The protocol supports the use of TLS for communications transport between CPE and
ACS. This providesransaction confidentiality, data integrity, and allows certificate
based authentication between the CPE and ACS.

1 The HTTP layer provides an alternative means of CPE and ACS authentication based
on shared secrets. Note that the protocol does not speuifihie shared secrets are
learned by the CPE and ACS.

Architectural Components

Parameters

The RPC Method Specification (sAanex A) defines a generic mechanism by which an
ACS can read or write Parameters to configure a CPEnamitor CPE status and

statistics. Parameters for various classes of CPE are defined in separate documents. At
the time of writing the following standards define-UB9 data models.

1 TR-098: Internet Gateway Device Data Model for-U89[24]
TR-104: Provisioning Parameters for VolP CRE]

TR-135: Data Model for a TR69 Enabled STR6]

TR-140: TR069 Data Model for Storage Service Enabled De[2ék

TR-143: Enabling Network Throughput Performance Tests and Statistical
Monitoring [28]

1 TR-157: Component Objects for CWMP9]
1 TR-181: Device Data Model for TR69[31] and[32]
1 TR-196: Femto Access Point Service Data Mdael

Each Parameter consists of a namakie pair. The name identifies the particular
Parameter. The value of a Parameter mayneeof several defined data types (see TR
106[13]).

Parameters may be defined as realy or readwrite. Readonly Parameters may be

used to allow an ACS to determine specific CPE characteristics, observe the current state
of the CPE, or collect statistics. Writeable Parameters allow an ACS to customize
various aspects of the CPE onustalsp e readahleo n .
although those that contain confidential user information, e.g. passwords, may return
empty values when read (this is specified in the corresponding data model definition).

The value of some writeable Parameters may be independently modifiable through means

T
T
T
T
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other than the interface defined in this specification (e.g., some Parametatsolby
modified via a LAN side autoonfiguration protocol).

Because other protocols (as well as subscriber action) may independently modify the
device configuration, the ACS cannot assume that it is the only entity modifying device
configuration. Additonally, it is possible that a LANNide mechanism could alter device
configuration in such a way that it contravenes the intended\@§glied configuration.
Care should be taken in the implementation of both WAN and-silE aute

configuration mechanismas well as subscribdacing interfaces, to limit the instances

of such an occurrence.

The protocol supports a discovery mechanism that allows an ACS to determine what
Parameters a particular CPE supports, allowing the definition of opRanaimetes as
well as supporting straightforward addition of future standard Parameters.

The protocol also includes an extensibility mechanism that allows use of ve&retofic
Parameters in addition to those defined in this specification.

File Transfers

The RPC Médtod Specification (se&nnex A) defines mechanisms to facilitate file
transfers for a variety of purposes, such as downloading firmware upgrades or vendor
specific configuration files, (optionally) installing or updating sofevarodules, and
(optionally) uploading configuration or log files from the device.

File transfers can be performed by means of Unicast or (for downloads) Multicast
transport protocols. Unicast protocols include HTTP/HTTPS, FTP, SFTP and TFTP.
Multicast potocols include FLUTE and DSMC. Support for HTTP/HTTPS is
mandatory, and protocols other than those listed here can be supported.

When a file transfer is initiated by the ACS via any of the method calls that can cause a
file transfer, the CPE is providevith the location of the file (or possibly files in the case
of a software module installation or update) to be transferred, or details of the Multicast
group to join (for Multicast downloads). The CPE then performs the transfer(s), and
notifies the ACSf success or failure.

Downloads may be optionally initiated by a CPE. In this case, the CPE first requests a
download of a particular file type from the ACS. The ACS may then respond by
initiating the download following the same steps as an-&@&ted download.

File transfers may also be optionally initiated by an external event, e.g. a Multicast
firmware availability announcement or useitiated software module updates. In this
case, the CPE performs the transfer autonomously, and notifies i@fAle success or
failure.

CPE Initiated Sessions

The RPC Method Specification (sAanex A) defines a mechanism that allows a CPE to
inform a corresponding ACS of various conditions, and to ensure that€&eRES
communicatio will occur with some minimum frequency.

This includes mechanisms to establish communication upon initial CPE installation in
order to Obootstrapdé initial customized
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mechanism to establish periodic communicatath the ACS on an ongoing basis, or
when events occur thatustbe reported to the ACS (such as when the broadband IP
address of the CPE changes).

In each case, when communication is established the CPE identifies itself uniquely via
manufacturer andesial number information (and optional product class identifier) so that
the ACS knows which CPE it is communicating with and can respond in an appropriate
way.

2.3.4 Asynchronous ACS Initiated Sessions

An important aspect of service attonfiguration is the ality for the ACS to inform the
CPE of a configuration change asynchronously. This allows thecanf@uration
mechanism to be used for services that requirene@htime reconfiguration of the CPE.
For example, this may be used to provide arues®with immediate access to a service
or feature they have subscribed to, without waiting for the next periodic contact.

The CPE WAN Management Protocol incorporates a mechanism for the ACS to issue a
Connection Request to the CPE at any time, instrudtitmgastablish a communication
session with the ACS.

While the CPE WAN Management Protocol also allows polling by the CPE in lieu of
ACS-initiated connections, the CPE WAN Management Protocol does not rely on polling
or establishment of persistent connews from the CPE to provide asynchronous
notification.

The basic mechanism defined in the CPE WAN Management Protocol to enable
asynchronous ACS initiated communication assumes direct IP addressability of the CPE
from the ACS. An alternative mechanisnd&fined inAnnex G which accommodates

CPE operating behind a NAT gateway that are not directly addressable by the ACS.
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Procedures and Requirements

This Section, along with the Annexes referenced in this Sectedimes the normative
requirements of the CPE WAN Management Protocol.

This Section also references a number of standards and other specifications that form part
of the CPE WAN Management Protocol. Unless otherwise specified, the CPE and ACS

MUST adherdo the requirements of these referenced specifications.

ACS Discovery

Note- DHCPv4 options 43 (Vendor Specific Information) and 60 (Vendor Class Identifier) are
used rather than the more recent DHCPv4 options 124 (Velagmtifying Vendor Class) and

125 (Vendorldentifying VendoiSpecific Information), which are based on DHCPv6 options 16
(Vendor Class) and 17 (Vendor Specific Informatiohis is because DHCPv4 options 43 and 60
have been used in all previous versions of this document, and so ttiess aoped to continue to
be supported for backwards compatibilitgpecifying DHCPv4 options 124 and 125 in addition

would be unnecessarily complicated, since both CPE and ACS would need to continue to support

options 43 and 60.

The CPE WAN Management®ocol defines the following mechanisms that MAY be
used by a CPE to discover the address of its associated ACS:

1. The CPE MAY be configured locally with the URL of the A@® each CWMP
Endpoint For example, this MAY be done via a LAd\dle CPE aut@onfiguration

protocol. If necessary, the CPE would use DNS to resolve the IP address of the ACS

from the host name component of the URL.

2. As part of the IP layer autconfiguration, a DHCP server on the access network
MAY be configured to include the ACS URL aDHCP optior{13]/[35]. If
necessary, the CPE would use DNS to resolve the IP address of the ACS from the
host name component of the URL. In this case additional DHCP options MAY be
used to se

1 The ProvisioningCode, which MAY be used to indicate the primary service
provider and other provisioning information to the ACS.

1 The CWMPRetryMinimumWaitinterval, which MAY be used to set the initial
value of the CWMP session retry minimum wait interaal specified in Section
3.2.1.1

1 The CWMPRetryintervalMultiplier, which MAY be used to set the initial value of
the CWMP session retry interval multiplier, as specified in Se&iari.1

A CPE ickentifies itself to the DHCP server as supporting this method by including the
string Adsl forum. orgo (all | ower <case)

Identifier (option 60) or in a DHCPv6 Vendor Class (option 16) vewtissdata
item.

The CPE MAY usehe values received from the DHCP server in the Vendor Specific

Information (DHCPv4 option 43 / DHCPV6 option 17) to set the corresponding

Parametey as listed iMable2. This DHCP option is encoded as a list of one or more

Encapulated Vende6pecific Options in the format defined[itd] / [35]. This list
MAY include other vendespecific options in addition to those listed here.
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If the CPE obtained an ACS URL through DPI@nd it cannot reach the ACS, the

CPE MUST use DHCP to fdiscover the ACS URL. The CPE MUST consider the

ACS unreachable if it cannot establish a TCP connection to it for 300 seconds at each
of the IP addresses to which the ACS URL resolves. If thed®eE not receive a

DHCP reply, it MUST attempt to retry according[#0] / [35].

When the CPE needs to contact the ACS, it MUST use the DHCP discovery
mechanism in the following scenarios:

1 If the CPE has an empty value for the ManagementServer RiRameteror

1 If the CPE is unable to contact the ACS and the CPE originally (the first
successful time after the most recent factory reset) obtained its ACS URL through
DHCP.

This behavior enables thé?E to go back to the use of DHCP for finding the ACS if
an ACS URL had not been peenfigured in the CPE. For example, this can handle
the situation of setting an incorrect ACS URL on the CPE. This behavior is not
meant as an ACS failover mechanism.

The CPE MUST remember the mechanism it used to locate the ACS after each
factory reset. If the CPE did not use DHCP to discover the ACS URL, then it
SHOULD NOT fall back to using DHCP for ACS discovery. If the CPE originally
used DHCP for ACS discovery, thevhen it fails to contact the ACS, it MUST
perform rediscovery via DHCP. The last requirement holds even if the ACS URL
has been subsequently set through aDBICP mechanism.

Table 21 Encapsulated Vendor Specific Options

Encapsulated Encapsulated Vendor- Parameter?

Option Specific Option number

URL of the ACS 1 ManagementServer.URL

Provisioning code 2 Devicelnfo.ProvisioningCode

CWMP retry mini- 3 ManagementServer. CWMPRetryMinimumWait-
mum wait interval Interval

CWMP retry interval 4 ManagementServer.CWMPRetrylntervalMultiplier
multiplier

All the encapsulated option values MUST be represented as strings and MUST be
valid values for their correspondifarametes. The specified URL MUST be an

absolute URL. The enpaulated option values MUST NOT be null terminated. If

the CPE receives an encapsulated option value that is null terminated, the CPE MUST
accept the value provided, and MUST NOT interpret the null character as part of the
value.

3. The CPE MAY have a defauACS URL that it MAY use if no other URL is
provided to it.

2 Asdefined in[24], [31], and[32].
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The ACS URL MUST be in the form of a valid HTTP or HTTPS UBL Use of an
HTTPS URL indicates that the CPE MUST establish an SSL or TLS connection to the
ACS.

Oncethe CPE has established a connection to the i&€& CWMP Endpointthe ACS

MAY at any time modify the ACS URL Parameter stored within the CPE (Management
ServerURL, as defined if24], [31], ard [32]). Once modified, the CPE MUST use the
modified URL for all subsequent connections to the ACS.

The Ahosto portion of the ACS URL is used
the ACS when using certificateasedauthentication. Because this relies on the accuracy

of the ACS URL, the overall security of this protocol is dependent on the security of the
ACS URL.

The CPE SHOULD restrict the ability to locally configure the ACS URL to mechanisms
that require stricsecurity. The CPE MAY further restrict the ability to locally set the

ACS URL to initial setup only, preventing further local configuration once the initial
connection to an ACS has successfully been established such that only its existing ACS is
permittad subsequently to change this URL.

The use of DHCP for configuration of the ACS URL SHOULD be limited to situations in
which the security of the link between the DHCP server and the CPE can be assured by
the service provider. Since DHCP does not itselbiporate a security mechanism, other
means of ensuring this security SHOULD be provided.

The ACS URL MAY contain a DNS hostname or an IP address. When resolving the

ACS hostname, the DNS server might return multiple IP addresses. In this case, the CPE
SHOULD randomly choose an IP address from the list. When the CPE is unable to reach
the ACS, it SHOULD randomly select a different IP address from the list and attempt to
contact the ACS at the new IP address. This behavior ensures that CPEs will balance
their requests between different ACSs if multiple IP addresses represent different ACSs.

The CPE MUST NOT cache the DNS server response beyond the duration of time to live
(TTL) returned by DNS server unless it cannot contact the DNS server for an update.
This behavior is required by DNS RFC 1034 and provides an opportunity for the DNS
server to update stale data.

It is further RECOMMENDED that the CPE implements affinity to a particular ACS IP
address. Affinity to a givelP address means that the CPE will attempt to use the same
IP address for as long as it can contact the ACS at this address. This creates a more
stable system and can allow the ACS to perform better due to better caching. To
implement the affinity th€ PE SHOULD store to persistent storage the last successfully
used IP address and the list of IP addresses from which it was selected. The CPE
SHOULD continue to perform DNS queries as normal, but SHOULD continue using the
same IP address for as long asaih contact the ACS and for as long as the list of IP
addresses returned by the DNS does not change. The CPE SHOULD select a new IP
address whenever the list of IP addresses changes or when it cannot contact the ACS.
This provides an opportunity for sere providers to reconfigure their network.

Port 7547 has been assigned by IANA for the CPE WAN Management Protocol (see
[17]), and the ACS MAY use this port in its URL.
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3.2 Connection Establishment

3.2.1 CPE Connection Initiation

TheCPE MAY at any time initiate a connection to the AG&a CWMP Endpointising
the predetermined ACS address (see Sec8d). A CPE MUST establish a connection
to the ACS and issue the Inform RPC method (following the pioes described in
Section3.6.1) under the following conditions:

1 The first time the CPE establishes a connection to the access network on initial
installation

On powerup or reset

Once every ManagementServer.PeriodicInformirgkeffor example, every 24
hours)

When so instructed by the optional Schedulelnform method

Whenever the CPE receives a valid Connection Request from an ACS (see
Section3.2.1.9

Whenever the URL of the ACS changes
Whenever &#aametelis modified that is required to initiate an Inform on change.

Whenever the value ofRarametet hat t he ACS has mar ked f ol
notificationo via the SetParameter Attri bu
cause (a cause other than the ACSlfits Parameter changes made by the ACS

itself via SetParameterValues MUST NOT cause a new session to be initiated. If
aParameteis modified more than once before the CPE is able to initiate a session

to perform the notification, the CPE MUST performoone notification.

If a Parameters modified by an external cause while a session is in progress, the
change causes a new session to be established after the current session is
terminated (it MUST NOT affect the current session).

In order to avoid exasive traffic to the ACS, a CPE MAY place a locally

specified limit on the frequency &arametechange notifications. This limit
SHOULD be defined so that it is exceeded only in unusual circumstances. If this
limit is exceeded, the CPE MAY delay byazally specified amount initiation of

a session to notify the ACS. After this delay, the CPE MUST initiate a session to
the ACS and indicate all relevaparametechanges (thosearametes that have

been marked for notification) that have occurred sthedast such notification.

1 Whenever a download or upload completes (either successfully or
unsuccessfully), provided that CPE policy indicates that the ACS needs to be
notified of the download or upload completion.

The ACS MUST always be notified of therapletion of downloads or uploads
that were specifically requested by the ACS.

CPE policy MUST determine whether to notify the ACS of the completion of
downloads or uploads that were not specifically requested by the ACS.
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Notei this CPE policy is remotelgonfigurablevia the parameters defined within
the ManagementServer.AutonomousTransferCompletePolicy .object

example, the CPE might be configured to notify the ACS only if a download or
upload (not requested by the ACS) watcompleted successfully

1 Whenever an unsuccessfully terminated session is retried according to the session
retry policy specified in Sectiod.2.1.1

The CPE MUST NOT maintain an open connection to the ACS when no more
outstanding messages existtbea CPE or ACS. Refer to Secti8rv.1.4for details of
CPE session termination criteria.

3.2.1.1 Session Retry Policy

A CPE MUST retry failed sessions to attempt to redeliver events that it has previously
failed to deliver and to ali® the ACS to make additional requests in a timely fashion.
Section3.7.1.5details the rules for successful event delivery, for retrying event delivery,
and for discarding events after failing to deliver theifme TPE MUST keep track of the
number of times it has attempted to retry a failed session.

If the CPE fails to establish a session, this might be because the CPE supports CPE WAN
Management Protocol v1.1 (or later) and the ACS supports only v1.0. littaga is
suspected (see SectiBrv.2.), the CPE MUST revert to v1.0 when retrying the failed
session.

A CPE MUST retry a failed session after waiting for an interval of time specified in
Table3 or when a new event occurs, whichever comes first. The CPE MUST choose the
wait interval by randomly selecting a number of seconds from a range given by the post
reboot session retry count. When retrying a failed session after an interiemog, the

CPE MUST reset the wait intervals it chooses from as though it were making its first
session retry attempt. In other words, if a session is retried when a new event other than
BOOT occurs, it does not reset the wait interval, although thénoeot occurrence of

new events might cause sessions to be initiated more frequently than shown in the table.
Regardless of the reason a previous session failed or the condition prompting session
retry, the CPE MUST communicate to the ACS the sessionaetmyt.

The wait interval range is controlled by tWarametes, the minimum wait interval and
the interval multiplier, each of which corresponds to a data niRateimeterand which
are described in the table below.

Descriptive Name Symbol3 Default* Data Model Parameter Name
Minimum wait interval m 5 seconds ManagementServer. CWMPRetryMinimumWaitInterval
Interval multiplier k 2000 ManagementServer. CWMPRetryIntervalMultiplier

The factory default values of theBarametes MUST be the values that werarticoded

in previous versions of the CPE WAN Management Protocol, i.e. the values from the
Default column. These values MAY be overridden by values obtained via DHCP, as
explained in SectioB.1 They MAY also be changed bya ACS at any time.

These symbols are usedTiable3.

4 These are the values that were heoded in previous versions of ti®E WAN Management Protocol.

July2011 © The Broadband ForurAll rights reserved. Page32 of 190



CPE WAN Management Protocol

TR-0691ssuel Amendment 4

Beginning with the tenth poseboot session retry attempt, the CPE MUST choose from
the fixed maximum range shownTiable3. The CPE MUST continue to retry a failed

session until it is successfully terminatea
Pol i cy o c orablemtake pracadéncenOnce a session terminates successfully,
the CPE MUST reset the session retry count to zero and no longer apply session retry
policy to determine when to initiate the next session.

Table 37 Session Retry Wait Intervals

unt il t

he rules defined

Post Reboot Default Wait Interval Range Actual Wait Interval Range
Session Retry (min-max seconds) (min-max seconds)
Count

#1 5-10 mi m.(k/1000)

#2 10-20 m.(k/1000) i m.(k/1000)?
#3 20-40 m.(k/1000) i m.(k/1000)°
#4 40-80 m.(k/1000)° i m.(k/1000)*
#5 80-160 m.(k/1000)* i m.(k/1000)°
#6 160-320 m.(k/1000)° i m.(k/1000)°
#7 320-640 m.(k/1000)° i m.(k/1000)’
#8 640-1280 m.(k/1000)" i m.(k/1000)®
#9 1280-2560 m.(k/1000)® i m.(k/1000)°
#10 and subsequent 2560-5120 m.(k/1000)° i m.(k/1000)*°

3.2.1.2 Use of random source port
Each time the CPE first connects to the ACS after rebooting, it SHOULD use a different
ephemeral TCP source port in order toidvthe possibility of reusing the same port that

it used last time. Reuse of the same port could cause the ACS to reject the connection if
the elapsed ti me si

3.2.2

TIME_WAIT value.

nce

t he

previous connect.i

In order to nmimize the probability that the same ephemeral port number is used on
successive occasions, the port SHOULD be selected using a strong randomization

mechanism.

ACS Connection Initiation
The ACS MAY at any time request tre€WMP Endpoininitiate a connetionto the
ACS using the Connection Request mechanism. Support for this mechanism is
REQUIRED in a CPE, and is RECOMMENDED in an ACS.

This mechanism relies on the CPE having an IP address that is routable from the ACS. If
the CPE is behind a firewall @ there is a NAT device between the ACS and CPE, the
ACS might not be able to access the CPE atAaihex Gdefines a mechanism that

allows an ACS to contact a CPE connected via a NAT device.

The Connection Request mectsnis defined as follows:

1 The Connection Request MUST use an HTTP 1.1 GET to a specific URL designated
by the CPE. The URL value is available as realy Parameter on the CPE. The
path of this URL value SHOULD be randomly generated by the CPE so ithat it
unique per CPE.
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1 The Connection Request MUST make use of HTTP, not HTTPS. The associated
URL MUST be an HTTP URL.

1 No data is conveyed in the Connection Request HTTP GET. Any data that might be
contained SHOULD be ignored by the CPE.

1 The CPE MUST use HIP digest authenticatidii] to authenticate the ACS before
proceeding the CPE MUST NOT initiate a connection to the ACS due to an
unsuccessfully authenticated request.

1 The CPE MUST accept Connection Requests from any sowatkah the correct
authenticatiorparametes for the target CPE.

T The CPEOGs response to a successfully authe
either a A200 (OK)o or a 204 (No Content)
send this response immediately upniccessful authentication, prior to it initiating
the resultingSession The length of the messafedy in the HTTP response MUST
be zero.

1 The CPE SHOULD restrict the number of Connection Reqd@stsparticular
CWMP Endpoint thait accepts during a gen period of time in order to further
reduce the possibility of a denial of service attack. If the CPE chooses to reject a
Connection Request for this reason, the CPE MUST respond to that Connection
Request with an HTTP 503 status code (Service Unalgjlan this case, the CPE
SHOULD NOT include the HTTP Retifter header in the response.

1 If the CPE successfully authenticates and responds to a Connection Rexqaest
particular CWMP Endpoiras described above, and if it is not already 8easion
for the requested CWMP Endpaijtihen it MUST, within 30 seconds of sending the
response, attempt to establisBessiorwith the predetermined ACS address (see
Section3.) i n whi ch ICONNECHONREQYESSH e ‘E&ent Code i
the Inform.

Notei in practice there might be exceptional circumstances that would cause a CPE to fail to
meet this requirement on rare occasions.

1 If the ACS receives a successful response to a Connection Request but after at least
30 seconds the CPE has not successfully establisBedstgort hat i ncl udes t he
CONNECTI ON REQUESTO EventCode in the Infor
Connection Request to that CPE.

1 If, once the CPE successfully authenticates and responds to a ConRecjiest,
but before it establishesSessiorto the ACS, it receives one or more successfully
authenticated Connection Requdststhe same CWMP Endpoirthe CPE MUST
return a successful response for each of those Connection Requests, but MUST NOT
initiate any additionabessios for the same CWMP Endpoias a result of these
additional Connection Requests, regardless of how many it receives during this time.

1 If the CPE is already in &essiorwith the ACSwith at least one CWMP Endpoint
when it receivesne or more Connection Requests, it MUST NOT termiaaje
Session against alg@WMP Endpoinfprematurely as a result. The CPE MUST
instead take one of the following alternative actions:
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1 Reject each Connection Request by responding with an HTTP 503csid@us
(Service Unavailable). In this case, the CPE SHOULD NOT include the HTTP
Retry-After header in the response.

1 Following the completion of th€EWMP Engointd s ¢ Gessioainitiate
exactly one nevessiorat a time(regardless of how many ConnextiRequests
had been received during the previ@sssiohin which it includes the
i €ONNECTIONREQUESTO Event CoTlheConnactanhe | nf or m.
Requests that are not accepted MUST be rejected (with an HTTP 503 status
code).If the newSessiorns for theCWMP Endgoint currentlyin Sessionthe
CPE MUST initiate th&Sessionmmediately after the existingessions complete
and all changes from th&essiorhave been applied.

1 If the Connection Request is not for any CWMP Endpoint curren®gsasion,
the CPE MAY initiate a newsessiorwith the requested CWMP Endpoimhile
the existing Session is still active

This requirement holds for Connection Requests received any time during the interval
that the CPE considers itself irbassiorwith at least one CWP Endpoint
including the period in which the CPE is in the process of establishir@gdston

1 The CPE MUST NOT reject a properly authenticated Connection Request for any
reason other than those described above. If the CPE rejects a Connectionf@equest
any of the reasons described above, it MUST NOT initi@essiorwith the ACS as
a result of that Connection Request.

This mechanism relies on the ACS having had at least one prior communication with the
CWMP Endpoint ira CPEinitiated interaction.During this interaction, if the ACS

wishes to allow future AG$itiated transactions, it would use the value of the
Managemer@erverConnectiolRequedtRL Parameter (sg¢@4], [31] , and[32]). If the

URL used for management access changes, the CPE MUST notify the ACS by issuing an
Inform message indicating the new management IP addred24$g81] , and[32]),

thus keeping the ACS tip-date.

Port 7547 has been assigned by IANA for the CPE WAN Management Protocol (see
[17]), and the CPE MAY use this port in the Connection Request URL.

Use of TLS and TCP

Notei previous versions of this specification referenced SSL 3.0 and TLS 1.0.
These are no longer mentioned in the text below, and SHOULD NOT be used.

The use of TLS to transport the CPE WAN Management Protocol is RECOMMENDED,
although the protadt MAY be used directly over a TCP connection instead. If TLS is
not used, some aspects of security are sacrificed. Specifically, TLS provides
confidentiality and data integrity, and allows certifichesed authentication in lieu of
shared secrdiasecdhuthentication.
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Certain restrictions on the use of TLS and TCP are defined as follows:

T
T

= =4 A4 -4

The CPE SHOULD support TLS 1[21] (or a later version).

The CPE SHOULD communicate its capabilities to the ACS as specified in Appendix
E of RFC 524411], allowing the ACS to choose the protocol.

If the ACS URL has been specified as an HTTPS URL, the CPE MUST establish
secure connections to the ACS, and SHOULD use TLS 1.2 (or, if supported, a later
version).

NoteT if the ACS does not support the version with which the CPE establishes the
connection, it might be necessary to negotiate an earlier TLS 1.x version, or even

SSL 3.0. This implies that the CPE has to support the mandatory cipher suites for
all suppoted TLS or SSL versions.

Notei TLS_RSA_WITH_AES 128 CBC_SHA is the only mandatory TLS 1.2
cipher suite.

RC4based cipher suites MUST NOT be used with TLS 1.2.
A CPE MUST be able to initiate outgoing connections to the ACS.
An ACS MUST be able to accepPE-initiated connections.

If TLS 1.2 (or a later version) is used, the CPE MUST authenticate the ACS using the
ACS-provided certificate. Authentication of the ACS requires that the CPE MUST
validate the certificate against a root certificate, and thaCBte MUST ensure that

the value of the CN (Common Name) component of the Subject field in the certificate
exactly matches the host portion of the ACS URL known to the CPE (even if the host
portion of the ACS URL is an IP address). This MUST be a dirgogstomparison
between the CN and the host portion of the ACS URL. If either of these is in the
form of a hostname (rather than an IP address), this comparison MUST NOT involve
the IP address that the hostname resolves to.

To validate against a root céidate, the CPE MUST contain one or more trusted root
certificates that are either pi@aded in the CPE or provided to the CPE by a secure
means outside the scope of this specification.

If as a result of an HTTP redirect, the CPE is attempting to aaceA€S at a URL
different from its preconfigured ACS URL, the CPE MUST validate the CN
component of the ACS certificate against the host portion of the redirected ACS URL
rather than the preonfigured ACS URL.

A CPE SHOULD wait until it has accurate ahge time before contacting the ACS.

If a CPE chooses to contact the ACS before it has accurate absolute time (or if it does
not support absolute time), it MUST ignore those components of the ACS certificate
that involve absolute time, e.g. nadlid-befae and notvalid-after certificate

restrictions.

Support for CPE authentication using cliside certificates is OPTIONAL for both
the CPE and ACS. Such cliesitle certificates MUST be signed by an appropriate
chain. When clienside certificates aresed to authenticate the CPE to the ACS, the
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Common Name (CN) field in the CPE certificate MUST be one of the following two

types:

{1 Unique CPE client certificate. In this case, the value of the CN field MUST be
globally unique for each CPE. SpecificallgetCN field MUST adhere to the
format recommended for the username/userid in Se8tbA
Examples:

00DO09E-0123456789
012345-STB-0123456789
012345-Set%2DTop%2DBox-0123456789
1 Generic CPE client certificate. In this case,uhkie of the CN field MAY be the

same among a set of CPE, such as all CPE of a specific model from a given
vendor. The content of the CN field is not specified in this case.

If generic CPE client certificates are used, the ACS SHOULD additionally
authenttate the CPE using HTTP basic or digest authentication to establish the
identity of a specific CPE.

3.4 Useof HTTP
SOAP messages are carried between a CPE and an ACS using HTEJR Witere the
CPE acts as the HTTP client ané ¥hCS acts as the HTTP server.

Notei the CPE WAN Management Protocol also uses HTTP for Connection
Requests, where the ACS acts as the HTTP client and the CPE acts as the HTTP
server. This usage of HTTP is described in Se&iar2

3.4.1 Encoding SOAP over HTTP
The encoding of SOAP over HTTP extends the HTTP binding for SOAP, as defined in
Section6 of[9], as follows:

1 A SOAP request from an ACS to a CPE is sent over an HTTP response, while the
C P E 0 s P r8spaohse to an ACS request is sent over a subsequent HTTP POST.

1 When there is a SOAP response in an HTTP Request, or when there is a SOAP
Fault response in an HTTP Request, the SOAPAction header in the HTTP
Request MUST have no value (with no quotegjicating that this header
provides no information as to the intent of the message. That s, it MUST appear
as follows:

SOAPAction:

1 When an HTTP Request or Response contains a SOAP Envelope, the HTTP
ContentType header MUST havenla .t ype/ subtype

An empty HTTP POST MUST NOT contain a SOAPAction header.
An empty HTTP POST MUST NOT contain a Cont@ype header.

An HTTP response that contains any CPE WAN Management Protocol payload (a
SOAP request to the CPE, a successful SOAP response toEheGPSOAP
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fault response containing a Fault element defined in Se8fHIMUST use the

HTTP status code 200 (OK).

Below is an example HTTP Response from an ACS containing a SOAP Request:

HTTP/1.1200 OK
Content - Type: text/
Content - Length: xyz

xml; charset="utf -8"

<soap:Envelope
xmins:soap="http:/schemas.xmlsoap.org/soap/envelope/"
xmins:cwmp="um:dsiforum - org:cwmp - 1- 0>
<soap:Body>
<cwmp:Request>
<argument>value</argument>
<fcwmp:Request >
</soap:Body>
</soap:Envelope>

Notei in the above example, the XML namespace prefixes used are only examples. The actual
namespace prefix values are arbitrary, and are used only to refer to a namespace declaration.

Notei in the above example, ti@@WM P

namespace

i d e-org:awmple ro

only an example and is not necessarily the version that is defined by this specification.

3.4.2 Transaction Sessions

For a sequence of transactions forming a single session, a CPE SHOULD maintain a TCP

comection that persists throughout the duration of the session. However, if the TCP

connection is cleanly closed after an HTTP request/response round trip, and if the session

has not otherwise terminated (either successfully or unsuccessfully) at thé tiradast
HTTP response, the CPE MUST continue the session by sending the next HTTP request

in a new TCP connection.

fi r n:

After receiving an authentication challenge, the CPE MUST send the next HTTP request
(including the "Authorization" HTTP header) in thereaTCP connection unless the
ACS specifically requested, via a "Connection: close" HTTP header, that the TCP
connection be closédin the latter case, the CPE MUST honor the ACS request, close
the TCP connection, and send the next HTTP request (incltiiérig\uthorization”

HTTP header) in a new TCP connection.

If the CPE for any reason fails to establish a TCP connection, fails to send an HTTP

message, or fails to receive an HTTP response, the CPE MUST consider the session

unsuccessfully terminated. TREPE MUST wait a minimum of 30 seconds before
declaring a failure to establish a TCP connection, or failure to receive an HTTP response.

The ACS SHOULD make use of a session cookie to maintain session state as described

in [8]. The ACS MAY makeuseofoldt y | e

ANet scaped cooki

of, the newstyle cookies 0f8]. The ACS SHOULD use only cookies marked for
Discard and SHOULDNOT assume that a CPE will maintain a cookie beyoad th

duration of the session.

5

This extra requirement is necessary because some ACS implementations might utilize the underlying TCP

connection as a mechanism to detect replay atése the note in Secti@.5. Such inplementations would
require the response to an authentication challenge to use the same TCP connection as the challenge.
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To ensure that an ACS can make use of a session cookie, a CPE MUST support the use of
cookies as defined i8] including the return of the cookie value in each subsequent

HTTP POST, with the exceptidhat a CPE need not support storage of cookies beyond

the duration of a session. In particular, because the ACS might sesiglelchewstyle,

or a mixture of olestyle and newstyle cookies, the CPE MUST support the compatibility
requirements of Secin 9.1 of[8]. The CPE MUST support the use of multiple cookies

by the ACS, and MUST make available at least 512 bytes for storage of cookies.

When a transaction session is completed successfully or termimetieccassfully, a
CPE MUST close the associated TCP connection to the ACS and discard all cookies
marked forDiscard

A CPE MUST support the use of HTTP redirection by the ACS. The CPE and ACS
requirements associated with the use of HTTP redirection doHdmss:

1 A CPE MUST support the 302 (Found) and 307 (Temporary Redirect) HTTP status
codes.

1 A CPE MAY also support the 301 (Moved Permanently) HTTP status code for
redirection.

1 The CPE MUST allow redirection to occur at any point during a session (ingludi
the Inform response), and the ACS MAY issue a redirect at any point during a
session.

1 If the CPE is redirected, it MUST attempt to continue the session using the URL
provided in the HTTP redirect response. Specifically, the CPE MUS&ré the
HTTP PGST that resulted in the redirect response to the ACS at the redirected URL,
and the CPE MUST then attempt to proceed with the session exactly as if no
redirection had occurred.

1 If the CPE is redirected, the redirected URL MUST apply only to the remaihtes o
current session or until a subsequent redirect occurs later in the same session. The
redirected URL MUST NOT be saved by the CPE (i.e. as the value of Management
ServerURL, as defined if24], [31] , and[32]) for use in any subsequent session or
any subsequent retries of the session. This requirement MUST hold even if the 301
(Moved Permanently) HTTP status code is used for redirection.

1 The CPE MUST allow up t6 consecutive redirections. If the CPE is redirected
more than 5 times consecutively, it MAY consider the session unsuccessfully
terminated.

1 The URL provided in HTTP redirection MAY be an HTTP or HTTPS URL. The
appropriate transport mechanism (TCP or YMBIST be used with the new target
regardless of the transport used before redirection.

1 If TLS is used for the redirected session, requiring the CPE to authenticate the ACS,
the authentication MUST be based on the redirected URL rather thanthe pre
configued ACS URL (see Sectidh3).

1 Inan HTTP response sent by the ACS containing a redirect status code, the length of
the HTTP messageody MUST be zero. If the CPE receives an HT THirect
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response with a neempty messagéody, it MUST ignore the content of the
messagdody.

1 When redirected, the CPE MUST include all cookies associated with the session in
subsequent HTTP requests to the redirected ACS. The CPE MUST consider a
redirect from ambAE€Stranbkac[8jabddtlesitas def i ne
MUST send cookies to the redirected ACS without performing domain validation of
each cookie.

3.4.3 File Transfers
If the CPE is instructed to perform a file transfer viaavnload, SheduleDownload,
Upload, or ChangeDUState (Install or Update operations) request from the ACS, and if
the file location is specified as an HTTP URL with the same host name as the ACS, then
the CPE MUST choose one of the following approaches in performengethsfer:

1 The CPE MAY send the HTTBET/PUT over the already established
connection. Once the file has been transferred, the CPE MAY then proceed in
sending additional messages to the ACS while continuing to maintain the
connection (this option is notlid for ScheduleDownload or ChangeDUState
(Install or Update operations)).

1 The CPE MAY open a second connection over which to transfer the file, while
maintaining the session to the ACS over which it can continue to send messages.

1 The CPE MAY terminate #hsession to the ACS and then perform the transfer.

If the file location is not an HTTP URL or is not in the same domain as the ACS or
requires use of a different port, then only the latter two options are available to it.

A CPE MUST support the use of $las specified in Sectid3for establishment of a
separate TCP connection to transfer a file using HTTP. The CPE MUST use TLS when
the file location is specified as an HTTPS URL.

The CPE MUST support both HTTP basic and sligeithentication for file transfers.

The specific authentication method is chosen by the file server by virtue of providing a
basic or digest authentication challenge. If authentication is used by the file server, the
ACS MUST specify credentials usitige specific RPC method used to initiate the
transfer (i.e., Download, ScheduleDownload, UpldaldangeDUState (Install or Update
operations)).

3.4.4 Authentication

If the CPE is not authenticated using TLS, the ACS MUST authenticate the CPE using
HTTP. If TLSis being used for encryption, the ACS MAY use either basic or digest
authenticatiory7]. If TLS is not being used, then the ACS MUST use digest
authentication.

The CPE MUST support both HTTP basic and digest authenticatiamACB chooses
the authentication scheme by virtue of providing a basic or digest authentication
challenge.
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If the CPE has received an authentication challenge from the ACS (either basic or digest),
the CPE SHOULD send an Authorization header in all suleseddiT TP requests for the
duration of the TCP connection. Whether or not the CPE does this, the ACS MAY issue
subsequent authentication challenges at any stage of the session within a single or
multiple TCP connections.

If any form of HTTP authenticatiois used to authenticate the CPE, the CPE SHOULD
use a username/userid that is globally unique among all CPE manufacturers.
Specifically, the CPE username/userid SHOULD be in one of the following two formats:

<OUI> "-" <ProductClass> "-" <SerialNumber>

<OUI> "-" <SerialNumber>

If a username/userid of the above format is used, the <OUI>, <ProductClass>, and
<SerialNumber> fields MUST match exactly the corresponBiagmetes included in

the DeviceldStruct in the Inform message, as definétimex A except that, in order to
guarantee that tHeéarametevalues can be extracted from the username/userid, any
character in the <ProductClass> and <SerialNumber> that is not either alphanumeric or
an underscore ( A_ ogURIM&icent enbodingeas deinpdendRFQ s i n
3986[12].

If a username/userid of the above format is ugerlsecond form MUST be used if and
only if the value of the ProductClaBsrameters empty.

Examples:
012345-0123456789
012345-STB-0123456789
012345-Set%2DTop%2DBox-0123456789

The password used in either form of HTTP authentication SHOULD be a unique value
for each CPE. That is, multiple CPE SHOULD NOT share the same password. This
password is a shared secret, and thus Mb&Known by both CPE and ACS. The

method by which a shared secret becomes known to both entities on initial CPE
installation is outside the scope of this specification. Both CPE and ACS SHOULD take
appropriate steps to prevent unauthorized access pa#isgvord, or list of passwords in

the case of an ACS.

3.4.5 Digest Authentication

This Section outlines requirements for use of digest authentication within the CPE WAN
Management Protocol. These requirements apply to authentication of connections for
RPC exclnges as well as for file transfers. Note that ACS and CPE play the role of
HTTP client and server interchangeably for different types of connections. The ACS
plays the role of the HTTP client when making connection requests. The CPE plays the
role of the HTTP client when initiating connections to the ACS.

The CPE and the ACS MUST support the RFC 261
Aaut ho. According to RFC 2617, this means t
digest mechanism when this optiorprevided to it by the HTTP server.
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When using digest authentication, for each new TCP connection opened, the ACS
SHOULD use a new nonce value and the CPE SHOULD use a new cnonce value.

Notei if TLS is not used for a CPE WAN Management Protocol sess@opptity used by the

ACS for reusing nonce values for HTTP authentication can significantly affect the security of the
session. In particular, if the ACS-teses a nonce value whenraathenticating across multiple

TCP connections, the ACS can be vulnérdb replay attacks. However, if TLS is used for a
session, then this risk is largely mitigated.

The CPE and the ACS MUST support the MD5 digest algorithm. The CPE MUST
additionally support the MDSess digest algorithm.

3.4.6 Additional HTTP Requirements
Thefollowing additional HTTPrelated requirements are specified:

T Whenever the ACS sends an empty HTTP resp
Content)d HTTP status code.

1 Whenever the CPE sends an empty HTTP request, the length of the HTTP
messagdody MUST be za.

1 The CPE MUST NOT make use of pipelining as defined in HTTHG].1

3.5 Use of SOAP
The CPE WAN Management Protocol defines SOAH4]. &s the encoding syntax to
transport the RPC ntead calls and responses defineddimex A
The following describes the mapping of RPC methods to SOAP encoding:

1 The encoding MUST use the standard SOAP 1.1 envelope and serialization
namespaces:

1 Envelope namespa identifier "http://schemas.xmlsoap.org/soap/envelope/"
1 Serialization namespace identifier "http://schemas.xmlsoap.org/soap/encoding/"

1 The namespace identifier for CPE WAN Management Protocol version 1.n is always
Aur n: derg:dwomplanm, elg0 f or wa s-orfawvmpl:0ds lafnar u m
for v1.42 it wordcwmpi-é2éurn: dsl forum

1 In SOAP Envelopes that they send, both ACS and CPE SHOULD use the
namespace identifier corresponding to the highest version that they support.

Notei in order toprovide interoperability with v1.0 implementations, there are
circumstances where ACS and/or CPE need to use the v1.0 namespace identifier.
These requirements are given in Sections 3.2.1.1 (CPE session retry), 3.7.1.1
(CPE session initiation) and 3.7.2ACS session initiation).

1 Both ACS and CPE MUST be able to extract the version from the namespace
identifier in SOAP Envelopes that they receive.

1 The data types used Annex Acorrespond directly to the data ggdefined in the
SOAP 1.1 serialization namespace. (In general, the types u8edex Aare
restricted subsets of the corresponding SOAP types.)
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1 Following the SOAP specificatig®], elements specified as being of type

AanySi mpleTypeo MUST include a
element.
T El ements of a type other than

type attrib

ARanySi mpl eTy

only if the element is defined using a nandedia type in the RPC method XML
schema irAnnex A If a type attribute is included, the value of the type attribute

MUST exactly match the named data type specified in the schema.

1 For an array argument, the argument name spdadii the table in which the array is
defined MUST be used as the name of the overall array element. The name of the
member elements of an array MUST be the data type of the array as specified in the
table in which the array is defined (excluding theckeds and any length limitation
given in parentheses), and MUST NOT be namespace qualified. For example, an
argument named ParameterList, which is an array of ParameterValueStruct structures,

would be encoded as:

<ParameterList soap - encarrayType="cwmp:Pa  rameterValueStruct[2]">
<ParameterValueStruct>
<name>Parameterl</name>
<value xsitype="someType">1234</value>
</ParameterValueStruct>
<ParameterValueStruct>
<name>Parameter2</name>
<value xsitype="someType">567
</ParameterValueStruct>
</ParameterList>

8<Nalue>

As a second example, the MethodList array in the GetRPCMethodsResponse would

be encoded as:

<MethodListsoap - enc:arrayType="xsd:string[3]">
<string>GetRPCMethods</string>
<string>Inform</strin g>
<string>TransferComplete</string>
</MethodList>

Notei in the above examples, the XML namespace prefixes used are only examples. The actual
namespace prefix values are arbitrary, and are used only to refer to a namespace declaration.

Notei it is always necessary to specify an XML namespace prefix for the arrayType attribute.
For arrays of CWMPspecific types this will always be the CWMP namespace prefix, and for
arrays of other types it will always be the XML Schema namespace prefix or the ScaaP@

namespace prefix.

1 Regarding the SOAP specification for encoding RPC methods (Sectid®]j, dbr
each method defined linnex A each argument listed in theethod call represents
an [in] parameterwhile each argument listed in the method response represents an

[out] parameter There are no [infoufjarametes used.

1 The RPC methods defined use the standard SOAP naming convention whereby the
response messagerresponding to a given method is named by adding the

AResponsed suffix to the name of the metho
1 A SOAP Envelope MUST contain exactly one Body element.
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1 A CPE MUST be able to accept a SOAP request with a total envelope size of at least
32 kilobytes (3278 byt es) without resulting in a fnRe

1 A CPE MUST be able to generate a SOAP response of any required length without
resulting in a AResources Exceededo respon
response length.

1 An ACS MUST be ald to accept a SOAP request with a total envelope size of at
|l east 32 kilobytes (32768 bytes) without r
response.

1 An ACS MUST be able to generate a SOAP response of any required length without
resulting ineaefRegespoanseExdee. there is
response length.

1 A fault response MUST make use of the SOAP Fault element using the following
conventions:

1 The SOAPaultcode element MUST indicate the source of the fault, either
Client or Server, as apgoate for the particular fault. In this usage, Client
represents the originator of the SOAP request, and Server represents the SOAP
responder. The recipient of the fault response need not make use of the value of
this element, and MAY ignore the SOARIf@ode element entirely.

1 The SOAPfaultstring subel ement MUST contain the str
faulto.

1 The SOAPdetail element MUST contain a Fault structure. The RPC method
XML schema inAnnex Aformally defines this structure. Thstructure contains
the following elements:

o A FaultCode element that contains a single numeric fault code as defined

in Annex A

0 A FaultString element that contains a human readable description of the
fault.

0 A SetParameterValuesFault element, to be usazhly in an error

response to the SetParameterValues method, that contains a list of one or more
structures indicating the specific fault associated with paciimetein error.
This structure contains the follavg elements:

0 A ParameterName element that contains the fitath Namef the
Parametemn error.

0 A FaultCode element that contains a single numeric fault code as
defined inAnnex Athat indicates the fault assated with the particular
Parametein error.

0 A FaultString element that contains a human readable description of
the fault for the particuldParametem error.

July 2011 © The Broadband ForunAll rights reserved. Paged4 of 190



CPE WAN Management Protocol

Below is an example envelope containing a fault response:

TR-0691ssuel Amendment 4

<soap:Envelope
xmins:soap="http
xmins:cwmp="um:dslforum
<soap:Header>
<cwmp:ID soap:mustUnderstand="1">1234</cwmp:ID>
</soap:Header>
<soap:Body>
<soap:Fault>
<faultcode>Client</faultcode>
<faultstring>CWMP fault<ffaultstring>
<detail>
<cwmp:Fault>
<FaultCode>9000</FaultCode>
<FaultString>Upload method not supported</FaultString>
</ewmp:Fault>
</detail>
</soap:Fault>
</soap:Body>
</soap:Envelope>

‘lschemas.xmisoap.org/soap/envelope/"
-org:ewmp - 1-0">

Below is an example envelope containing a fault response for a SetParameterValues

method call:

<soap:Envelope
xmins:soap="http://schemas.xmisoap.org/soap/envelope/"
xminsicwmp="ur n:dstforum - org:cwmp - 1- 0">
<soap:Header>
<cwmp:ID soap:mustUnderstand="1">1234</cwmp:ID>
</soap:Header>
<soap:Body>
<soap:Fault>
<faultcode>Client</faultcode>
<faultstring>CWMP fault<ffaultstring>
<detail>
<cwmp:Fault>
<FaultCode>9003</FaultCode>
<FaultString>Invalid arguments</FaultString>
<SetParameterValuesFault>
<ParameterName>
IntemetGatewayDevice. Time.NTPServerl
</ParameterName>
<FaultCode>9007</FaultCode>
<FaultString>Invalid IP Address</FaultString>
</SetParameterValuesFa ult>
<SetParameterValuesFault>
<ParameterName>

</ParameterName>
<FaultCode>9007</FaultCode>
<FaultString>String too long</FaultString>
</SetParameterValuesFault>
</cewmp:Fault>
</detail>
</soap:Fault>
</soap:Body>
</soap:Envelope>

InternetGatewayDevice.Time.LocalTimeZoneName

Notei in the above examples &bKML namespace prefixes used are only examples. The actual

namespace prefix values are arbitrary, and are used only to refer

Noteii n the above example, the

to a namespace declaration.

C WhoRy:cwngpin@® ¢ pias e

only an exanple and is not necessarily the version that is defined by this specification.

A fault response MUST only be sent in response to a SOAP request. A fault response
MUST NOT be sent in response to a SOAP response or another fault response.

© The Broadband Forumll rights reserved.
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If a fault respons does not follow all of the above requirements, the SOAP message

MUST be deemed invalid by the recipient. The consequences of invalid SOAP on the

CPE WAN Management Protocol session are described in S&cfion

When processig a received envelope, both ACS and CPE MAY ignore: (a) any
unknown XML elements within the SOAP Bddnd their sub elements or content,
(b) any unknown XML attributes and their values, (c) any embedded XML
comments, and (d) any XML processing instruasio Alternatively the ACS and

CPE MAY explicitly validate the received XML and reject an envelope that includes

unknown elements. Note that this precludes extending existing messages by

including additional arguments without changing the name of theagess

If an RPC method requires references to XML Schema namespaces (for example for
the Atypeo attribute, or for references
MUST be to the 2001 versions of these namespace definitions, specifically,

http://mww.w30rg/2001/XMLSchemdanstance and

http://www.w3.0rg/2001/XMLSchema. The recipient MAY reject an RPC method

that references a different version of either of these namespaces.

request would be encoded as:

<soap - env:Envelope xmins:soap - enc="http://schemas xmisoap.org/soap/encoding/"
xmins:soap - env="http://schemas.xmisoap.org/soap/envelope/"
xmins:xsd="http:/Amww.w3.0rg/2001/ XMLSchema
xmins:xsi="http:/Avww.w3.0rg/2001/XMLSchema - instance"
xmins:cwmp="urn:dslforum -org:ewmp - 1- 0>
<soap - env:Header>
<cwmp:lD soap - env:mustUnderstand="1">0</cwmp:ID>
</soap - env:Header>
<soap - env:Body>
<cwmp:GetParameterNames>
<ParameterPath>Object.</ParameterPath>
<NextLevel>0</NextLevel>
</ewmp:GetParameterNames>
</soap - env:Body>
</soap - env:Envelope>

Notei in the above example, the XML namespace prefixes used are only examples. The actual

namespace prefix valueseaarbitrary, and are used only to refer to a namespace declaration.

Notei the CWMP namespace prefix is specified only for elements that are defined at the top level
of the CWMP schema (ID and GetParameterNames in the above example). It is incorrect to
specify a namespace on elements contained within such elements (ParameterPath and NextLevel
in the above example). This is because the CWMP schema specifies anFelemizefault value

of fAunqualifiedo.

Notei in the above example, the CWMP namespacetde f i er A-org:owmpl910f 0 su m
only an example and is not necessarily the version that is defined by this specification.

6
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The CPE WAN Management Protocol defines a series of SOAP Header elements as
specified inTable 4.

Table 47 SOAP Header Elements

Tag Name

Description

ID

This header element MAY be used to associate SOAP requests and responses using a unique
identifier for each request, for which the corresponding response contains the matching identifier. The
value of the identifier is an arbitrary string and is set at the discretion of the requester.

If used in a SOAP request, the ID header MUST appear in the matching response (whether the
response is a success or failure).

Because supportforthis header is required, the mustUnders
this header.

HoldRequests

This header MAY be included in SOAP envelopes sent from an ACS to a CPE to regulate transmission
of requests from the CPE. This header MUST NOT appear in envelopes sent from a CPE to an ACS.
This tag has Boolean values of fA00 (false) or
equivalent to a fA0o0o (false).

The behavior of the CPE on reception of this header is defined in Section 3.7.1.3. Support in the CPE
for this header is REQUIRED.

Because support for this header is required, t
this header.

SessionTimeout

This header MAY be included in SOAP envelopes sent from a CPE to an ACS during CWMP Session
initiation for the sole use of providing a suggestion of an acceptable CWMP Session timeout duration.
This header MUST NOT appear in envelopes sent from an ACS to a CPE. This header also MUST
NOT appear in envelopes whose SOAP body does not include a CWMP Inform request.

The SessionTimeout is an integer that represents the number of seconds that SHOULD be used by
the ACS as the amount of time to wait before timing out a CWMP Session due to the CPE not
responding. The suggested SessionTimeout MUST be 30 seconds or greater.

Because support for this header is OPTIONAL, t he must Under stand attri
(false) for this header.

Below is an example afvo messageshowing the use of all ohe defined headers:
CPE to ACS SOAP header

<soap:Envelope
xmins:soap="http://schemas.xmisoap.org/soap/envelope/"
xmins:cwmp="urn:dslforum - org:ewmp - 1-2">
<soap:Header>
<cwmp:ID soap:mustUnderstand="1">1234</cwmp:ID>
<cwmp:SessionTime  out soap:mustUnderstand="0"> 40</cwmp:SessionTimeout>
</soap:Header>
<soap:Body>
<cwmp:Action>

</ewmp:Action>
</soap:Body>
</soap:Envelope>

<argument>value</argument>

ACS to CPESOAP header

<soap:Envelope
xmins:soa  p="http://schemas.xmlsoap.org/soap/envelope/"
xmins:cwmp="um:dsiforum - org:ewmp - 1- 2>
<soap:Header>

<cwmp:ID soap:mustUnderstand="1">1234</cwmp:ID>
<cwmp:HoldRequests soap:mustUnderstand="1">0</cwmp:HoldRequests>
</soap:Header>
<soap:Body>
<cwmp:Action>

<fcewmp:Action>
</soap:Body>

<argument>value</argument>
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| </soap:Envelope>

Notei in the above example, the XML namespace prefixes used are only examples. The actual
namespace prefix values arebarary, and are used only to refer to a namespace declaration.

Noteii n t he

above

exampl e,

C WhoRy:cwngpin2ds p & ¢C e

only an example and is not necessarily the version that is defined by this specification.

3.6 RPC Support Requirements

Table5 provides a summary of all methods, and indicates the conditions under which
implementation of each RPC method definedimex Ais REQUIRED or OPTIONAL.

Table 57 RPC message requirements

Method name

CPE requirement

ACS requirement

CPE methods Responding Calling

GetRPCMethods REQUIRED OPTIONAL
SetParameterValues REQUIRED REQUIRED
GetParameterValues REQUIRED REQUIRED
GetParameterNames REQUIRED REQUIRED
SetParameterAttributes REQUIRED OPTIONAL
GetParameterAttributes REQUIRED OPTIONAL
AddObject REQUIRED OPTIONAL
DeleteObject REQUIRED OPTIONAL
Reboot REQUIRED OPTIONAL
Download REQUIRED’ REQUIRED’
ScheduleDownload OPTIONAL OPTIONAL
Upload OPTIONAL OPTIONAL
FactoryReset OPTIONAL OPTIONAL
GetQueuedTransfers ~ (DEPRECATED) OPTIONAL® OPTIONAL
GetAllQueuedTransfers OPTIONAL OPTIONAL
CancelTransfer OPTIONAL OPTIONAL
Schedulelnform OPTIONAL OPTIONAL
ChangeDUState OPTIONAL OPTIONAL
SetVouchers (DEPRECATED) OPTIONAL® OPTIONAL
GetOptions  (DEPRECATED) OPTIONAL® OPTIONAL
ACS methods Calling Responding
GetRPCMethods OPTIONAL REQUIRED
Inform REQUIRED REQUIRED
TransferComplete REQUIRED" REQUIRED"
AutonomousTransferComplete OPTIONAL REQUIRED

10

REQUIRED only if file downloads of any type are supported.
8 DEPRECATED in favor of GetAllQueuedTransfers.

The voucher mechanism has been DEPRECATED in favor of the @eftModule Management mechanism.
REQUIRED only if file downloads or uploads of any type are supported.

1 REQUIRED only if the ACS supports initiation of file downloads or uploads.
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Method name CPE requirement ACS requirement
DUStateChangeComplete OPTIONAL"™ OPTIONAL™
AutonomousDUStateChangeComplete OPTIONAL OPTIONAL
RequestDownload OPTIONAL OPTIONAL

Kicked (DEPRECATED) OPTIONAL OPTIONAL™

3.6.1 Alias-Based Addressing Mechanism Requirements

The OPTIONAL Alias-Baseal Addressing Mechanismakes use of the Instance Alias
identifiersdefinedin A.2.2.2anddescribed irAppendix Il

An ACS thd supports the AliaBasedAddressing MechanislUST fully comply with
all the following requirements:

1. An ACS MUSTNOT use Instance Alias identifiers withCPE thathas not
included the ManagementServer.AliasBasedAddresBlagpmete(set to true) in
theInform Parametes:

A CPE that supports the AlidasedAddressing MechanistUST fully comply with
all the following requirements:

1. A CPE MUST support Instance Alias identifiers as alternative methods to address

Multi-InstanceDbjectsin addition to Instare Number identifiers.

2. Upon creating an instance of a Mdltistance ®ject, theCPE MUST assign a
unique Instance Alia@ising a "cpé€' prefix) unless thénstanceAlias value was

provided in CWMP RPC from the ACS. Aliases for instances created asta resul

of any other action or contained in CPE factory defaults MUST be created with
t h e - cgpxxe®hke CPE MUST use the sametarge Aias values for factory
default objects across all instances of the CPE of the Bardevaremodel and
softwareversion.

3. The CPE MUST support the ManagementServer.AliasBasedAddressing
Parameteas a Forced Inform Paramegerd inclue it (set to true) irall Inform
message

4. TheCPE MUST support the ManagementServer.AutoCreatelnst&®acameter
that isused by the ACS tonable or disable the CPE Au@reate Instance
Mechanism (defined iA.3.2.1).

5. TheCPE MUST support the ManagementServer.InstanceNRagameterThis is
used by the ACS toontrol whether the CPW®ill uselnstance Numberor
Instance Aliagsin returned Path Names detailed imequirements 67,8 and 9

6. Upon receiving a requeshe CPE MUST support uniform or mixddstance
Identifiers forObjecs in theParametePathName A mixedParametePath
Namehas different Instandelentifier types [hstanceNumber ornstanceAlias)

2 |f the CPE responds to the ChangeDUState RPC then it MUST supjsdRRAl.
13 |f the ACS supports the ChangeDUState RPC then it MUST respond to this RPC.
14 DEPRECATED due to the deprecationfafnex D, which is the Section that defined the usage of this RPC.
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atthedifferent noddevels. Whenissuing a responsttie CPE MUST match each
Objectin theParametePathName at eachode level with the same Instance
Identifier type (nstanceNumber orinstanceAli as)in the ACS requeshll
permutationgin any orderpresenin thefollowing table are valid and MUST be

supported:
Path Type Message Path Name Example
Uniform Instance Request TopGroup.Lev1Obj.1.Lev20bj.1.
Number Identifier Response TopGroup.Lev1Obj.1.Lev20bj.1.Parameter
Uniform Instance Request TopGroup.Lev1Obj.[a].Lev20Obj.[b].
Alias Identifier Response TopGroup.Lev1Obj.[a].Lev20bj.[b].Parameter
Mixed Instance Request TopGroup.Lev1Obj.1.Lev20bj.[b].
Identifier Response TopGroup.Lev1Obj.1.Lev20bj.[b].Parameter

7. If the CPE has to issue a response that ca@ijectinstancesn theParameter
PathNamewith node level$elowthe Path ldethatwasreceivedn the ACS
request, it MUST use the ManagementServer.InstanceMademeteto choose
how to provide the Path Name in the respanse

o If the ManagementServer.InstanceMdélarameteis set to
InstanceNumber, all th@bjecs belowthereceivedPartial PatiName
MUST be returned using Instance Numbdentifiers only. All the
permutationgin anyorder)presenin thefollowing table are valid and
MUST be supported:

Path Type Message Path Name Example

Uniform Instance Request TopGroup.Lev1Obj.1.Lev20bj.1.

Number identifier Response TopGroup.Lev1Obj.1.Lev20bj.1.Lev30Obj.1.Parameter
Uniform Instance Request TopGroup.Lev1Obj.[a].Lev20b;j.[b].

Alias identifier Response TopGroup.Lev1Obj.[a].Lev20bj.[b]. Lev3Obj.1.Parameter
Mixed Instance Request TopGroup.Lev1Obj.1.Lev20bj.[b].

identifier Response TopGroup.Lev1Obj.1.Lev20bj.[b]. Lev3Obj.1.Parameter

o If the ManagementServer.InstanceMdtirameters set to InstanceAlias,
all theObjecs locatedbelowthereceivedPartial PatiNameMUST
containinstance Alias identifierashere such identifiers exisAll the
permutationgin any order)presenin thefollowing table are valid and
MUST be supported:

Path Type Message Path Name Example

Uniform Instance Request TopGroup.Lev1Obj.1.Lev20bj.1.

Number identifier Response TopGroup.Lev1Obj.1.Lev20bj.1.Lev30Obj.[c].Parameter
Uniform Instance Request TopGroup.Lev1Obj.[a].Lev20Obj.[b].

Alias identifier Response TopGroup.Lev1Obj.[a].Lev20bj.[b].Lev3Obj.[c].Parameter
Mixed Instance Request TopGroup.Lev1Obj.1.Lev20bj.[b].

identifier Response TopGroup.LevlObj.1.Lev20Dbj.[b]. Lev3Obj.[c].Parameter
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8. TheManagenrentServer.InstanceMod@arameteeffects the ParamertList
argument of th&€ P E laferm RPC by how the CPEeturrs ParametePath
Names.

o If the ManagementServer.InstanceMdélarameters set to
InstanceNumbeitthenall the Object in ParametePath Name$MUST use
Instance Number identifisonly. For example:

Path Type Path Name Example

Uniform Instance

Number identifier TopGroup.Lev1lObj.1.Lev20bj.1.Parameter

o If the ManagementServer.InstanceMdeélarameters set to InstanceAlias
thenall theObject in ParametePath NameMUST uselnstance Alias
identifiers where such identifiers exidtor example:

Path Type Path Name Example

Uniform Instance

Alias identifier TopGroup.Lev1Obj.[a].Lev20bj.[b].

9. The ManagementServer.InstanceMode Parameter also dftecithe CPE
returns the Parametévalues that are Path Names or lists of Path Names.

o If the ManagementServer.InstanceMode Parameter is set to
InstanceNumber, then all the Parameter values that are Path Names or lists
of Path Names MUST be returned usingtance Number identifiers only.

For example:

Path Type Path Name Example

Uniform Instance

Number identifier TopGroup.Lev1Obj.1.Lev20bj.1.

o If the ManagementServer.InstanceMode Parameter is set to InstanceAlias,
then all the Parameter values that aréh Reames or lists of Path Names
MUST be returned as follows:

A For the Parameter values that weotgenerated byhe ACS via a
SetParameterValues or AddObjaasing Instance Alias identifiers
where such identifiers exidtor example:

Path Type Path Name Example

Uniform Instance

Alias identifier TopGroup.Lev1Obj.[cpe-1].Lev20bj.[cpe-2].

5 This rule does not apply when tRarameter is a weak reference (Section 3.2 4/0&13]). In this case, the stored
value is always returned.
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A For the Parameter values that were generateldeofCS via a
SetParameterValues or AddObjeasing the same Instance
Identifier types used when they were $&ir exanple:

Path Type Action Parameter Value Path Name Example
Uniform Instance Set TopGroup.Lev1Obj.1.Lev20bj.1
Number identifier Returned TopGroup.Lev1Obj.1.Lev20bj.1
Uniform Instance Set TopGroup.Lev1Obj.[a].Lev20bj.[b]
Alias identifier Returned TopGroup.Lev1Obj.[a].Lev20bj.[b]
Mixed Instance Set TopGroup.Lev1Obj.1.Lev20bj.[b]
identifier Returned TopGroup.LevlObj.1.Lev20bj.[b]

10.The CPE MUST change its ManagementServer.InstanceMode Parameter to its
factory default value upon any event that require<CtRE to issue a
BOOTSTRAP event.

3.7 Transaction Session Procedures

All transaction sessions MUST begin with an Inform message from the CPE contained in

the initial HTTP POST. This serves to initiate the set of transactions and communicate

the limitations othe CPE with regard to message encoding. An Inform message MUST

NOT occur more than once during a session (this limitation does not apply to the

potenti al need to retransmi tUnaanutlhnofroirzne droe gsute
code received as part the HTTP authentication process, or due to an HTTP 3xx status

code received as part of an HTTP redirect).

The session ceases when both the ACS and CPE have no more requests to send and no
responses remain due from either the ACS or the CPE. At soehtie CPE MUST
close the connection.

No more than one transaction session betwe@W®& P Endpointand its associated ACS
can exist at a time.

Notei a transaction session is intended to persist only as long as there are messages to be
transferred in eitkr direction. A session and its associated TCP connection are not intended to
be held open after a specific exchange of information completes.

3.7.1 CPE Operation

3.7.1.1 Session Initiation

The CPE will initiate a transaction session to the ACS as a result of théi@mendsted

in Section3.2.1 Once the connection to the ACS is successfully established, the CPE
initiates a session by sending an initial Inform request to the ACS. This indicates to the
ACS the current status of the CPHEldhat the CPE is ready to accept requests from the
ACS.

The CPE MUST consider the session to have been successfully initiated if and only if it
receives a successful Inform response.
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If the CPE receives a successful Inform response in which the nametgratdesr
indicates that the ACS supports only v1.0 of the CPE WAN Management Protocol, the
CPE MUST revert to v1.0 for the remainder of the session.

Notei v1.0 of the protocol is a special case because it did not consider
interoperability between diffent versions of the protocoNew requirements
added in v1.1 guarantee that a CPE and an ACS which both support v1.1 (or
later) will interoperate without the need for either party to revert to an earlier
version(it is implied that later minor protocol vgions will not add mandatory
protocol features or RPC methods).

From the time a session is initiated until the session is terminated, the CPE MUST ensure
the transactional integrity of all Parameters accessible via the CPE WAN Management
Protocol. Duringhe course of a session, all configurable Parameters of the CPE MUST
appear to the ACS as a consistent set modified only by the ACS. Throughout the session
the CPE MUST shield the ACS from seeing any updates to the Parameters performed by
other entities.This includes the values of configuraBlarametes as well as presence or
absence of configurabRarametey andObjecs. The means by which the CPE achieves

this transactional integrity is a local matter.

The CPE MUST take any necessary steps to ersamsactional integrity of the session.
For example, it might be necessary, in exceptional cases, for the CPE to terminate a
LAN-side management session in order to meet CWMP session establishment
requirements.

3.7.1.2 Incoming Requests

While in a session (aftehe session was successfully initiated, but before the session
termination criteria described $17.1.4have been met), on reception of a SOAP request
from the ACS, the CPE MUST respond to that request in the next HTTP Pa@igT t
sends to the ACS.

3.7.1.3 Outgoing Requests

While in a session (after the session was successfully initiated, but before the session
termination criteria described $17.1.4have been met), if the CPE has one or more
requests teend to the ACS, the CPE MUST send one of these requests in the next HTTP
POST if and only if all of the following conditions are met:

1 The most recently received HTTP response from the ACS did not contain a SOAP
request.

1 The ACS has indicated that HoldResgts is false (see Secti®rb). This condition is
met if and only if the most recently received HTTP response from the ACS contained
one of the following:

o A SOAP envelope with the HoldRequests header set to a value of false.
o0 A SOAP envelope with no HoldRequests header.
0 No SOAP envelope (an empty HTTP response).
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1 Atany prior time during the current session, the CPE has not sent an empty HTTP
POST at a time that the ACS had indicated that HoldRequests is false (as described
above).

If the CPE has more than one request pending when the above criteria are met, the choice
of which request to send is at the discretion of the CPE unless otherwise specified.

While in a session, if any of the above conditions are not met or if then@PEo
requests to send to the ACS, and if the most recent HTTP response from the ACS did not
contain a SOAP request, the CPE MUST send an empty HTTP POST.

Once the CPE has sent an empty HTTP POST when the most recent HoldRequests was
false (see SectioB.5), the CPE MUST NOT send any further requests for the remainder
of the session. In this case, if the CPE has additional requests to send to the ACS, the
CPE MUST wait until a subsequent session to send these requests.

Table6 summarizes what the CPE MUST send to the ACS as long as the session is in
progress (after the session was successfully initiated, but before the session termination
criteria described i8.7.1.4have ben met).

Table 6 1 CPE Message Transmission Constraints

HoldRequests | ACS request outstanding No ACS request outstanding
CPE requests pending™® false Response Request

true Response Empty HTTP POST
No CPE requests pending | - Response Empty HTTP POST

3.7.1.4 Session Termination

The CPE MUST terminate the transaction session \@herf the following conditions
are met:

1) The ACS has no further requests to send the CPE. The CPE concludes this if and
only if the most recent HTTP response frima ACS was empty.

2) The CPE has no further requests to send to the ACS and the CPE has issued an
empty HTTP POST to the ACS while HoldRequests is false (which indicates to
the ACS that the CPE has no further requests for the remainder of the session).
As defined inTable®, if this condition has not been met but the CPE has no
further requests or responses, it MUST send an empty HTTP POST, which will
then fulfill this condition.

3) The CPE has received all outstanding response mesagethe ACS.

4) The CPE has sent all outstanding response messages to the ACS resulting from
prior requests.

The CPE MUST also consider a session unsuccessfully terminated if it has received no
HTTP response from an ACS for a locally determined time pefiodt less than 30

16 The CPE can have requests pending only if the CPE has not already sent an empty HTTP POST when the most
recent HbldRequests was false. Otherwise, the CPE is considered to have no requests pending.
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seconds. If the CPE fails to receive an HTTP response, the CPE MUST NOT attempt to
retransmit the corresponding HTTP request as part of the same session.

If the CPE receives a SOARyer fault in response to an Inform request withwtfcode
ot her than ARetry requesto (fault code 8005)
terminated unsuccessfully.

If the CPE receives an HTTP response from the ACS for which the XML is net well
formed, for which the SOAP structure is deemed lidy#hat contains a SOAP fault that
is not in the form specified in Secti@b, or for which the CPE deems that the protocol
has been violated, the CPE MUST consider the session to have terminated
unsuccessfully.

If the CPE eceives an HTTP response from the ACS with a fault status code (a 4xx or

5xx status code) that is not otherwise handled by the CPE, the CPE MUST consider the

session to have terminated unsuccessfully. Note that while the CPE would accept an
HTTPresponswi t h a fA401 Unauthorizedo status code
authentication process, when the CPE subsequently attempts to authenticate, if the
resulting HTTP response contains a A401 Unau
consider the session to have terated unsuccessfully.

If the above conditions are not met, the CPE MUST continue the session.

If the CPE receives a SOARyer fault response as defined in SecB8dmwith a fault

code other than A Re0b)inyesporsetaanyg method(othex thdnt c o d e
Inform, the CPE MUST continue with the remainder of the session. That is, a fault

response of this type MUST NOT cause the session to unsuccessfully terminate.

Notei in a fault condition, it is entirely at the gliretion of the ACS whether its fault response is a
SOARIayer fault, which would cause the session to continue, or an Hayié® fault, which
would cause the session to terminate unsuccessfully.

If one or more messages exchanged during a session raeghksGPE needing to reboot
to complete the requested operation, the CPE MUST wait until after the session has
cleanly terminated based on the above criteria before performing the reboot.

If the session terminates unexpectedly, the CPE MUST retry thersessspecified in
Section3.2.1.1 The CPE MAY place locally specified limits on the number of times it
attempts to reestablish a session in this case.

3.7.1.5 Events

An eventis an indication that something of interest has happ#radequires the CPE to
notify the ACS via an Inform request defined in Sec#08.3.1 The CPE MUST

attempt to deliver every event at least once. If the CPE is not currently in a session with
the ACS, it MUSTattempt to deliver events immediately; otherwise, it MUST attempt to
deliver them after the current session terminates. The CPE MUST receive confirmation
from the ACS for it to consider an event successfully delivered. Once the CPE has
delivered an evenuscessfully, the CPE MUST NOT send the same event again. On the
other hand, the ACS MUST be prepared to receive the same event more than once
because the ACS might have sent a response the CPE never receives. Many types of
events (e.g., PERIODIC, VALUE CHAGE) can legally appear in subsequent sessions
even when successfully delivered in the earlier session. In such cases, an event in the
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later session indicates the reoccurrence of an event of the same type rather than an
attempt to retry an event delivefiailure.

For every type of event there is a policy that dictates if and when the CPE MUST retry
event delivery if a previous delivery attempt failed. When event delivery is retried it
MUST be in the immediately following session; events whose delivesyifadne

session cannot be omitted in the following session and then later redelivered.

For most events, delivery is confirmed when the CPE receives a successful
InformResponse. Six standard event types (KICKEDRANSFER COMPLETE,
AUTONOMOUS TRANSFER COMBETE, REQUEST DOWNLOAD, DU STATE
CHANGE COMPLETE, and AUTONOMOUS DU STATE CHANGE COMPLETE)
indicate that one or more methods (Kicked [Secfich2.]], TransferComplete [Section
A.3.3.2, AutonomousTransferComplete [Sectidr8.3.3, RequestDownload [Section
A.4.2.2, DUStateChangeComplete [Sectidrt.2.3, Autonomou®UStateChange
Complete [Sectio\.4.2.4 respectively) will be called later in the session, and it is the
successful response to these methods that indicates event delivery. The CPE MAY also
send vendaespecific events (usindné syntax specified ifable7), in which case
successful delivery, retry, and discard policy is subject to vendor definition.

If no new events occur while the CPE has some events to redeliver, the CPE MUST
attemptto redeliver them according to the schedule defined by the session retry policy in
Section3.2.1.1

Below is a table of event types, their codes in an Inform request, their cumulative
behavior, the responsd®etCPE MUST receive to consider them successfully delivered,
and the policy for retrying and/or discarding them if delivery is unsuccessful.

17 DEPRECATED due to the deprecationffnex D, which is the Section that defined the usage of this Event.
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Event Code Cumulative | Explanation ACS Response for Retry/Discard
Behavior Successful Delivery Policy
"0 BOOTSTRAP" Single Indicates that the session was | InformResponse The CPE MUST NOT
established due to first-time ever discard an
CPE installation or a change to undelivered
the ACS URL. BOOTSTRAP event.
The specific conditions that All other undelivered
MUST result in the events MUST be
BOOTSTRAP EventCode are: discarded on
1 First time connection of the BOOTSTRAP.
CWMP Endpoint to the
ACS from the factory.
1 First time connection of the
CWMP Endpoint to the
ACS after a factory reset.
f  First time connection of the
CWMP Endpoint to the
ACS after the ACS URL
has been modified in any
way.
Note that as with all other
EventCode values, the
BOOTSTRAP EventCode MAY
be included in the Event array
along with other EventCode
values. It would be expected,
for example, that on the initial
boot of the CPE from the
factory, the CPE would include
both the BOOTSTRAP and
BOOT EventCodes.
"1 BOOT" Single Indicates that the session was | InformResponse The CPE MUST retry
established due to the CPE delivery until it
being powered up or reset. reboots before
This includes initial system discarding it.
boot, as well as reboot due to
any cause, including use of the
Reboot method.
"2 PERIODIC" Single Indicates that the session was | InformResponse The CPE MUST NOT
established on a periodic ever discard an
Inform interval. undelivered
PERIODIC event
(except on
BOOTSTRAP).
"3 SCHEDULED" Single Indicates that the session was | InformResponse The CPE MUST NOT
established due to a ever discard an
Schedulelnform method call. undelivered
This event code MUST only be SCHEDULED event
usedwi t h the @AM (except on
Schedul el nfor mg BOOTSTRAP).
(see AM Schedul
below).
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Event Code Cumulative | Explanation ACS Response for Retry/Discard
Behavior Successful Delivery Policy
"4 VALUE Single Indicates that since the last InformResponse The CPE MUST retry
CHANGE" successful Inform (under the delivery until it
conditions defined in Section reboots or the ACS
A.3.2.4), the value of one or URL is modified
more Parameters with Passive before discarding it.
or Active Notification enabled
(including Parameters defined
to require Forced Active
Notification) has been modified
(even if its value has changed
back to the value it had at the
time of the last successful
Inform).
If this EventCode is included in
the Event array, all such
modified Parameters MUST be
included in the ParameterList in
this Inform. If this event is ever
discarded then the list of
modified Parameters MUST be
discarded at the same time.
"5 KICKED"*® Single Indicates that the session was | KickedResponse The CPE MAY retry
(DEPRECATED) established for the purpose of delivery at its
web identity management (see discretion.
Annex D) and that a Kicked
method (see Section A.4.2.1)
will be called one or more times
during this session.
i CONNECT Single Indicates that the session was | InformResponse The CPE MUST NOT
REQUESTO established due to a retry delivery.
Connection Request from the
ACS as described in Section
3.2.
i7 TRANSFHSingle Indicates that the session was | TransferCompleteResponse | The CPE MUST NOT
COMPLETED® established to indicate the ever discard an
completion of a previously undelivered
requested download or upload TRANSFER
(either successful or COMPLETE event
unsuccessful) and that the (except on
TransferComplete method will BOOTSTRAP).
be called one or more times
during this session.
This event code MUST only be
used with the f
AM Schedul eDowr
AM Upl oaddo ever
AM Downl oado, fl
Schedul eDownl oc¢
Upl oado, bel ow)
"8 DIAGNOSTICS | Single Used when reestablishing a InformResponse The CPE MUST retry
COMPLETE" connection to the ACS after delivery until it
completing one or more reboots before
diagnostic test initiated by the discarding it.
ACS.
i9 REQUESTSingle Indicates that the session was | RequestDownloadResponse | The CPE MAY retry

DOWNL OADO

established for the CPE to call
the RequestDownload method
(see Section A.4.2.2) one or

more times.

delivery at its
discretion.

18
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Event Code Cumulative | Explanation ACS Response for Retry/Discard
Behavior Successful Delivery Policy
il0 AUTONGC(Single Indicates that the session was | AutonomousTransfer- The CPE MUST NOT
TRANSFER established to indicate the CompleteResponse ever discard an
COMPLETED® completion of a download or undelivered
upload that was not specifically AUTONOMOUS
requested by the ACS (either TRANSFER
successful or unsuccessful) COMPLETE event
and that the Autonomous- (except on
TransferComplete method will BOOTSTRAP).
be called one or more times
during this session.
All DU STASingle Indicates that the session was | DUStateChangeComplete- | The CPE MUST NOT
CHANGE established to indicate the Response ever discard an
COMPLETED® completion of a previously undelivered DU
requested DU state change, STATE CHANGE
either successful or COMPLETE event
unsuccessful, and that the (except on
DUStateChangeComplete BOOTSTRAP).
method will be called during
this session.
This method MUST only be
used with the f
ChangeDUSt ateo
(see M Changel
below).
il2 AUT ON(QSingle Indicates that the session was | AutonomousDUState- The CPE MUST NOT
DU STATE established to indicate the ChangeCompleteResponse | ever discard an
CHANGE completion of a DU state undelivered

COMPLETEDO®

change not specifically
requested by a
ChangeDUState RPC (either
successful or unsuccessful)
and that the Autonomous-
DUStateChangeComplete
method will be called during
this session.

AUTONOMOUS DU
STATE CHANGE
COMPLETE event
(except on
BOOTSTRAP).

AiM Reboot gMuliple The CPE rebooted upon InformResponse The CPE MUST NOT
request from the ACS through ever discard an
the use of the Reboot RPC. undel i vere
Overlaps with one of the Reboot o ev
causes that car (except on
BOOTO event co( BOOTSTRAP).
iM Schedul|lMuliple The ACS requested a InformResponse The CPE MUST NOT
scheduled Inform. ever discard an
undel i ver e
Schedul el n
event (except on
BOOTSTRAP).
AM Downl o gMuliple A content download previously | TransferCompleteResponse | The CPE MUST NOT
requested by the ACS using ever discard an
the Download method (see undelivere
Section A.3.2.8) has finished. Downl oado
Overlaps with f (except on
COMPLETEOG. BOOTSTRAP).
fi M Multiple A content download previously | TransferCompleteResponse | The CPE MUST NOT
Schedul eDd requested by the ACS using ever discard an

the ScheduleDownload method
(see Section A.4.1.8) has
finished. Overl

TRANSFER COMPLE

undel i vere
Schedul eDo
event (except on
BOOTSTRAP).
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Event Code Cumulative | Explanation ACS Response for Retry/Discard
Behavior Successful Delivery Policy

iM Upl oad gMuliple A content upload previously TransferCompleteResponse | The CPE MUST NOT
requested by the ACS using ever discard an
the Upload method (see undelivere
Section A.4.1.5) has finished. Upl oado ev
Overlaps with 7 (except on
COMPLETEOG. BOOTSTRAP).

iM Change [OMuliple A DU state change previously | DUStateChangeComplete- | The CPE MUST NOT
requested by the ACS using Response ever discard an
the ChangeDUState method undel i vere
(see Section A.4.1.10) has ChangeDUSt
finished. Overlaps withfi 1 1 event (except on
STATE CHANGE BOOTSTRAP).
COMPLETEOG.

"M " <vendor- Not The action requested by a Not specified Not specified

specific method> specified vendor-specific method is

complete. The action taken by
the CPE and response by the
ACS is vendor-specific. A
vendor-specific method name
MUST be in the form specified
in Section A.3.1.1.

For example:

AM X_012345_ My \
i X <VENDOR]JNot Vendor-specific event. The Not specified Not specified
<event> specified VENDOR after tH

space is a unique vendor
identifier, which MAY be either
an OUI or a domain name. The
OUI or domain name used for a
given vendor-specific event
MUST be one that is assigned
to the organization that defined
this method (which is not
necessarily the same as the
vendor of the CPE or ACS). An
OUl is an organizationally
unique identifier as defined in
[10], which MUST be formatted
as a 6 hexadecimal-digit OUI
(organizationally unique
identifier), with all upper-case
letters and any leading zeros
included. A domain name
MUST be upper case with each
dot (A.0) repleg
or underscore.

For example:

AX 012345 MyEVE
AX ACME_COMOMy E
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The Cumulative Behavior column of the above table distinguishes between event types

that are not cumul ative (ASingleo) and those
example, 1 f the CPE r eboevénshasmobtiyetbment he previ o
delivered, it makes no sense for the next 1|n
entries. I n contrast, if a download compl et
has not yet been deliver edM DOohwen Inoceaxdt o |Ewfeonrtm
array entries because each relates to a diff
AMul ti pledo cumul ative behaviors are defined

T I1'f an event with ASingled cumulative behayv
Inform MUST coné&in only one instance of this EventCode, regardless of whether
there are any undelivered events of the same type.

T I1'f an event with AMultipled cumul ative beh
be included in the list of events, independent of any undelivevents of the same
type, and this MUST NOT affect any such undelivered events.

When one or more events are directly related to the same root cause, then all such events
MUST be included in the Event array. Below are examples of such cases (thisdist is
exhaustive):

1 Reboot caused by the Reboot RPC method. In this case the Inform MUST include at
least the following EventCode values:

"1 BOOT"
"M Reboot"

1 TransferComplete sent in a new session due to a prior Download request, where there
is no reboot aociated with the completion of the transfer:

"7 TRANSFER COMPLETE"
"M Download"

1 One or mordParametevalues for whicHPassiveNotification has been set have
changed since the most recent Inform, and a periodic Inform occurs (in this case, the
events MUSTbe included in the same Inform because for Passive Notifications, the
I nform in which the A4 VALUE CHANGEO event
from some other cau8ein this example, a periodic inform):

"2 PERIODIC"
"4 VALUE CHANGE"

For events that adue to unrelated causes, if they occur simultaneously, the CPE
SHOULD include all such events in the same Inform message, but MAY send separate
Inform messages for each such event. An example of unrelated events is:

"2 PERIODIC"
"7 TRANSFER COMPLETE"

3.7.1.6 Method Retry Behavior

I f in response to a request from the CPE the
(fault code 8005) from the ACS, the CPE MUST resend the identical request in the next
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HTTP POST within the current session. This behavior applies AC8Imethods
(including Inform).

If instead the CPE receives a fault response with any fault code other than 8005 in
response to any method other than Inform, the CPE MUST proceed with the session, and
MUST NOT attempt to retry the method (such a respontiee case of Inform will

terminate the session, as described in Se@tion..4.

3.7.2 ACS Operation

3.7.2.1 Session Initiation

Upon receiving the initial Inform request from the CPE, if the ACS wishes to allow the
initiation of the sessiy, it MUST respond with an Inform response.

If the ACS receives an initial Inform request from the CPE in which the namespace
identifier indicates that the CPE supports only v1.0 of the CPE WAN Management
Protocol, the ACS MUST revert to v1.0 for the emgession.

NoteT v1.0 of the protocol is a special case because it did not consider
interoperability between different versions of the protoddéw requirements
added in v1.1 guarantee that a CPE and an ACS which both support v1.1 (or
later) will interoperate without the need for either party to revert to an earlier
version (it is implied that later minor protocol versions will not add mandatory
protocol features or RPC methods)

Notei an ACS that supports only v1.0 of the CPE WAN Management Protocol

will expect the initial Inform request from the CPE to use the v1.0 namespace

i denti fi er-orgawmpl:0dbs| famrdummo contain only e\
were defined in v1.0 of the protocol. The behavior of such an ACS when it

receives an initial Informrdm a CPE that supports v1.1 (or later) is not possible

to predict. The ACS might fail to notice that the CPE supports a later version, in

which case it will respond with an Inform response; it might return a Slaydé?

fault; or it might return an HTTRayer fault. If it returns a fault, the CPE will

need to decide whether or not to revert to v1.0 of the protocol when retrying the

failed session.

If the ACS receives an initial Inform request from the CPE in which the CWMP
namespace identifier indicates anknown later minor version than that which is
implemented within the ACShe behavior of an ACS is not possible to predict. If the
namespace identifier represents a later minor version, the ACS SHOULD assume that the
namespace it knows about is backadgacompatible, in which case it will respond with an
Inform response containing a namespace identifier supported by the ACS; or it MAY
return a SOAHayer fault; or it MAY return an HT THayer fault. If the ACS returns a

fault, the CPE will need to de@dvhether or not to revert to v1.0 of the protocol when
retrying the failed session.

The ACS MUST ignore any event types that it does not recognize.
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3.7.2.2 Incoming Requests

While in a session (after the session was successfully initiated, but before the session
termination criteria described $17.2.4have been met), on reception of a SOAP request
from the CPE, the ACS MUST respond to that request in the next HTTP response sent to
the CPE.

If the ACS wishes to prevent the CPE sendeguests during some portion of the

session, it MAY do so by setting the HoldRequests header to true in each envelope
transmitted to the CPE until the ACS again wishes to allow requests from the CPE. The
ACS MUST allow CPE requests before completion séssion (this MAY be done

either explicitly via the HoldRequests header or implicitly by sending an empty HTTP
response).

3.7.2.3 Outgoing Requests

While in a session (after the session was successfully initiated, but before the session
termination criteria desdred in3.7.2.4have been met), if the ACS has one or more
requests to send to the CPE and the most recent HTTP POST from the CPE did not
contain a SOAP request, the ACS MUST send one of these requests in the next HTTP
response.

Otherwise, while in a session, if the ACS has no requests to send to the CPE and the most
recent HTTP POST from the CPE did not contain a SOAP request, the ACS MUST send
an empty HTTP response.

Table8 summarizes what the ACS MUSEnNd to the CPE as long as the session is in
progress (after the session was successfully initiated, but before the session termination
criteria described in 3.7.2.4 have been met).

Table 81 ACS Message Transmission Constraints

CPE request outstanding No CPE request outstanding
ACS requests pending Response Request
No ACS requests pending Response Empty HTTP response

3.7.2.4 Session Termination

Since the CPE is driving the HTTP connection to the ACS, only the CPE is responsible
for comection initiation and teardown.

The ACS MUST consider the session terminated velllest the following conditions are
met:

1) The CPE has no further requests to send the ACS. The ACS concludes this if and
only if it has received an empty HTTP POST from @E while HoldRequests
is false.

2) The ACS has no further requests to send the CPE and the most recent HTTP
response the ACS sent to the CPE was empty (which indicates to the CPE that the
ACS has no further requests).

3) The ACS has sent all outstanding resgomgssages to the CPE resulting from
prior requests.
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4) The ACS has received all outstanding response messages from the CPE.

If all of the above criteria have been met before the ACS has sent its final HTTP
response, the final HTTP response from the ACS MU&Empty.

If the above criteria have not all been met, but the ACS has not received an HTTP POST
from a given CPE within a locally defined timeout of not less than 30 seconds, it MAY
consider the session terminated. In this case, the ACS MAY attempstabiksh a

session by performing a Connection Request (see S&#dn3).

If the ACS receives an HTTP POST from the CPE for which the XML is not well
formed, for which the SOAP structure is deemed invalid, or that cora&AP fault
that is not in the form specified in Secti®m, the ACS MUST respond to the CPE with
an HTTP 400 status code (Bad Request), and MUST consider the session to have
terminated unsuccessfully. Theult response MUST NOT contain any SOAP content,
but MAY contain humasnreadable text that further explains the nature of the fault.

If the ACS receives a request associated with a session that it considers expired, or if the
ACS determines that some otlpgotocol violation has occurred, or for other reasons at

the discretion of the AC§ the ACS MAY cause a session to terminate unsuccessfully

by responding to the CPE with an HTTP 400 status code (Bad Request). This HTTP
response MUST NOT contain any SOAdhtent, but MAY contain human readaiet

that further explains the nature of the fault.

If the ACS receives a SOAP fault response from the CPE, as defined in ScGtitwe
ACS MUST interpret any unrecognized fault coégvween 9000 and 9799 (inclusive) the
same as 9001 (Request denied), and MAY choose among the following actions:

1 The ACS MAY force the unsuccessful termination of the session. To do this, the
ACS MUST respond to the CPE with an HTTP 400 status code (BaueB®. This
HTTP response MUST NOT contain any SOAP content, but MAY contain human
readabletext that further explains the nature of the fault. This will result in the CPE
retrying the session.

1 The ACS MAY attempt to terminate the session successialiyhich case the CPE
will not attempt to retry the session. To do this, the ACS would send no more
requests to the CPE, and would follow the rules defined above to determine when the
session terminates.

1 The ACS MAY continue with the session, sending addal requests to the CPE.

1% With the exception that reception of a SOAP request to invoke an unsupported RPC method MUST result in a
SOAP-layer fault response with afaultcodeinchit i ng fAMet hod not supportedo (fault
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3.7.3 Transaction Examples

In the example shown iRigure3, the ACS first reads a setBarametevalues, and
based on the result, sets soRsametevalues.

Figure 371 Transaction Session Example

CPE ACS

Open connection

< SSL initiation >

HTTP post
Inform request

HTTP response
Inform response

HTTP post (empty)

HTTP response
GetParameterValues request

HTTP post
GetParameterValues response

HTTP response
SetParameterValues request

HTTP post
SetParameterValues response

HTTP response (empty)

Close connection
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In the example shown iRigure4, the ACS first initiates a file download, and the CPE
sends a TransferComplete later in the same session. Note that this scenario could occur
only if the file download is very short and the CPE is capable of performing it in parallel
with the ongoing CPE WAN Management Protocol session (which a QRErisquired

to do). To allow this possibility, the ACS sets HoldRequests equal to true until it has
completed sending requests to the CPE.

Figure 41 Example with the ACS using HoldRequests equal true

CPE ACS

Open connection

>
>

< SSL initiation >

HTTP post
Inform request

\4

HTTP response
Inform response (HoldRequests = true)

HTTP post (empty)

\4

HTTP response
Download request (HoldRequests = true)

HTTP post
Download response (status = 1)

v

HTTP response (empty)

HTTP post
TransferComplete request

\4

HTTP response
TransferComplete response

HTTP post (empty)

v

HTTP response (empty)

Close connection

\4
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Normative References

The following documents are referenced by this specification. Where the protocol
defined in this specification depends on a referenced document, support for all required
components of the referenced document is implied unless otherwise specified.

The following references are associated with document conventions or context for this
specfication, but are not associated with requirements of the CPE WAN Management
Protocol itself.

[1] RFC 2119Key words for use in RFCs to Indicate Requirement Levels
http://www.ietf.org/rfc/rfc2119.txt

[2] TR-046,Auto-Configuration Architecture & FramewoyBroadband Forum
Technical Report

[3] TR-062,Auto-Configuration for the Connection Between the DSL Broadband
Network Termination (BNT) and the Network using ATroadband Forum
Technical Report

[4] TR-044,Auto-Configuration for Basic Internet (Ifbased) Service8roadband
Forum Technical Report

The following references are associated weattpuiredcomponents of the CPE WAN
Management Protocol.

[5] RFC 1034 Domain names concepts and facilities,
http://www.ietf.org/rfc/rfc1034.txt

[6] RFC 2616Hypertext Transfer Protocet HTTP/1.1
http://www.ietf.org/rfc/rfc2616.txt

[7] RFC 2617HTTP Authentication: Basic and Digest AsséAuthentication
http://www.ietf.org/rfc/rfc2617.txt

[8] RFC 2965HTTP State Management Mechanjstp://www.ietf.org/rfc/rfc2965.txt

[9] Simple Object Acas Protocol (SOAP) 1, http://www.w3.0rg/TR/2000/NOTE
SOAP-20000508

[10] Organizationally Unique Identifiers (OUINttp://standards.ieee.orgfs/OUl.html

[11] RFC5246 The Transport Layer Security (TLS) Protocol, Version 1.2
http://www.ietf.org/rfc/rfc5246.txt

[12] RFC 3986 Uniform Resource Identifier (URI): Generic Syntax
http://www.ietf.org/rfc/rfc3986.txt

[13] TR-106 Amendmen®, Data Model Template for -B69-Enabled Devices
Broadband Forum Technical Report

The following references are associated wiptional or recommendedomponents of
the CPE VAN Management Protocol.
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[14] RFC 2132, DHCP Options and BOOTP Vendor Extensions,
http://www.ietf.org/rfc/rfc2132.txt

[15] XML-Signature Syntax and Processihg¢tp://mwww.w3.0rg/2000/09/xmldsig

[16] PKCS #7 Cryptographic Message Syntax Standard
http://www.rsasecurity.com/rsalabs/pkcs/piémdex.htmlor
http://www.ietf.org/rfc/rfc2315.txt

[17] Port Numbershttp://www.iana.org/assignments/porambers

[18] IANA Private Enterprise Numbers registry
http://www.iana.org/assignments/enterpimenbers

[19] RFC 2104HMAC: KeyedHashing for Message Authenticatjon
http://www.ietf.org/rfc/rfc2104.txt

[20] RFC 2131Dynamic Host Configuration Protocol
http://www.ietf.org/rfc/rfc2131.txt

[21] RFC 3489STUN- Simple Traversal of User Datagram Protocol (UDP) Through
Network Address Translators (NATBtp://www.etf.org/rfc/rfc3489.txt

[22] RFC 3925Vendorldentifying Vendor Options for Dynamic Host Configuration
Protocol version 4 (DHCPv4http://www.ietf.org/rfc/rfc3925.txt

[23] HTML 4.01 Specificatigrnttp://www.w3.org/TR/htmi4

[24] TR-098 Amendment Anternet Gateway Device Data Model for-DR9
Broadband Forum Technical Report

[25] TR-104,Provisioning Parameters for VolP CRPBroadband Forum Technical
Report

[26] TR-135,Data Model fora TR069 Enabled STHBroadband Forum Technical
Report

[27] TR-140 Issue 1.1TR-069 Data Model for Storage Service Enabled Deyices
Broadband Forum Technical Report

[28] TR-143 Corrigendum Znabling Network Throughput Performance Tests and
Statistical Monitoring Broadband Forum Technical Report

[29] TR-157 Amendment 3Zomponent Objects for CWNBroadband Forum
Technical Report

[30] TR-196,Femto Access Point Service Data Mgd&lbadband Forum Technical
Report

[31] TR-181 Issue 1Device Data Model for TR69 Broadband Fom Technical
Report

[32] TR-181 Issue 2Device Data Model for TR69, Broadband Forum Technical
Report

[33] RFC 5389Session Traversal Utilities for NAT (STUN)
http://www.ietf.org/rfc/rfc5389.txt
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[34] RFC 4122A Uniwersally Unique IDentifier (UUID) URN Namespace
http://www.ietf.org/rfc/rfc4122.txt

[35] RFC 3315Pynamic Host Configuration Protocol for IPvé (DHCPy6)
http//www.ietf.org/rfc/rfc3315.txt

[36] IEEE 802a, IEEE Standard for Local and Metropolitan Area Networks: Overview
and Architecture Amendment 1: Ethertypes for Progpe and VendoeBpecific
Protocol Development.
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Annex A. RPC Methods

Introduction

In the CPE WAN Managenmé Protocol, a remote procedure call mechanism is used for
bi-directional communication between a CPE device and an-éartbiguration Server
(ACS). This Annex specifies the specific procedure calls (methods). This includes both
methods initiated by an@S and sent to a CPE, as well as methods initiated by a CPE
and sent to an ACS.

This specification is intended to be independent of the syntax used to encode the defined
RPC methods. The particular encoding syntax to be used in the context of the CPE WAN
Management Protocol is defined in Sectibh

RPC Method Usage

Data Types

The RPC methods defined in this specification make use of a limited subset of the default
SOAP data type®]. The completset of types utilized in this specification along with
the notation used to represent these types is list€dhble9.

Table 91 Data types

Type Description

string For strings listed in this specification, a maximum allowed length can be listed using the form string(N),
where N is the maximum string length in characters.

For all strings a maximum length is either explicitly indicated or implied by the size of the elements
composing the string. For strings in which the content is an enumeration, the longest enumerated
value determines the maximum length. If a string does not have an explicitly indicated maximum
length or is not an enumeration, the default maximum is 16 characters. Action arguments containing
strings |l onger than the specified maxi mum MAY

int Integer in the range 1 2147483648 to +2147483647, inclusive.

For some int types listed, a value range is given using the form int{fMin:Max], where the Min and Max
values are inclusive. If either Min or Max are missing, this indicates no limit.

unsignedint Unsigned integer in the range 0 to 4294967295, inclusive.

For some unsignedint types listed, a value range is given using the form unsignedint[Min:Max], where
the Min and Max values are inclusive. If either Min or Max are missing, this indicates no limit.

boolean Bool ean, where the all owed values are fA00, ilo
considered interchangeable, where both equivalently represent the logical value true. Similarly, the
values An00 and fAfalsed are considered intercha
value false.
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Type Description

dateTime The subset of the ISO 8601 date-time format defined by the SOAP dateTime type.
All times MUST be expressed in UTC (Universal Coordinated Time) unless explicitly stated otherwise
in the definition of a variable of this type.
If absolute time is not available to the CPE, it SHOULD instead indicate the relative time since boot,
where the boot time is assumed to be the beginning of the first day of January of year 1, or
0001-01-01T00:00:00. For example, 2 days, 3 hours, 4 minutes and 5 seconds since boot would be
expressed as 0001-01-03T03:04:05. Relative time since boot MUST be expressed using an
untimezoned representation. Any untimezoned value with a year value less than 1000 MUST be
interpreted as a relative time since boot.
I'f the time is unknown or not applicabimeotMES
used: 0001-01-01T00:00:00Z.
Any dateTime value other than one expressing relative time since boot (as described above) MUST
use timezoned representation (that is, it MUST include a timezone suffix).

base64 Base64 encoded binary.
A maximum allowed length can be listed using the form base64(N), where N is the maximum length in
characters after Base64 encoding.

anySimpleType The value of an el ement defined to be of type

including (but not limited to) any of the other types listed in this table.

Following the SOAP specification [9], el ements specified as being
include a type attribute to indicate the actual type of the element. For example:

<ParameterValueStruct>
<Name>InternetGatewayDevice.ProvisioningCode</Name>
<Value xsi:type="xsd:string">code12345</Value>
</ParameterValueStruct>
The namespaces xsi and xsd used above are as defined in [9].

The methodsised in this specification also make use of structures and arrays (in some

cases containing mixed types). Array elements are indicated with square brackets after

the data type. If specified, the maximum length of the array is indicated within the

brackes. If the maximum length is not specified, unless otherwise indicated, there is no
fixed requirement on the number of elements the recipient will be able to accommodate.

A request with an array too large for the recipient to accommodate SHOULD rethelt in
ess

i Reso

array MUST NOT have any effect on the interpretation of the contents of the array.

urces exceededo faul't code. Unl

Instance Identifiers
In some cases, where multiple instances ddhjectcan ocar, the placeholder node

name
Identifier.

A{i1 }0 is shown. I n actual use, t

An Instance Identifier is a value that uniquely identifies an instance within aMulti

InstanceDb)

ect.

An Instancddentifier lifespan is the same as that of its addregSbgectinstance

Two types of Instance Identifieare available: Instance Number and Instance Alias.

Instance N

Thelnstanc
referenced

umber ldentifier

eNumberidentifier allows &Parameter or sdbbject within anObjectto be
by using thlastance Numben thePath NameThelnstance Number

hi

assigned by the CPE is arbitrary dndtanceNumbers assigned by sequential calls need
not be consecutive.
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The CPE SHOULD NOT assign émstance Numbeihat has been used fopeeviously
deletedObjectinstance. The CPE SHOULD exhaust the full space of integer values for a
givenObjectbefore reusinglnstanceNumbers.

Once arDbjectinstance is created, the assighestanceNumbers MUST persist
unchanged until th®bjectis sibsequently deleted (either by the ACS or by a third
party). This impies that thénstance NumbeMUST persist across reboots of the CPE,
and that the CPE MUST NOT allow thestance Numbeof an existingObjectinstance
to be modified by a thirgharty enity.

TheInstance Numbedentifier MUST be supported by the CPE.
An Instance Number is expressed as a positive integer (>=1), for example:
Device.Services.ABCService.l

Instance Alias ldentifier

This is the Instance Identifier used by DETIONAL Alias-BasedAddressing
Mechanism(see Sectiol.6.1). When the AliasBased Addressing Mechanism is
supported, the Path Names within RPC arguments MAY contain Instance Aliases.

An Instance Alias is expressed as a string surroundegliares brackets, for example:
Device.Services.ABCService [ a]

The square brackets are the notation uselist;nguish an Instance Alias from an
Instance Number.

The string contained between the square brackets is the valueadfitiesse®bject
i n s tsahllmsRadmete(described irBection3.8TR-106[13]). The Instance Alias
MUST always be unique within its paregdbjectand MUST never be empty.

An Instance Alias can be read via its addres3j@ctinstancé Alias Paraméer.
An Instance Alias can be changedrgdifyingits addresse@bjectinstancé Alias
Parameter

Other Requirements
Any messagéhat issent or received whose arguments do not adhere to the normative
CWMP XSD as defined iA.6 MUST generate an error response.

Future versions of this specification MUST NOT alter the RPC method signatures
defined in this Annex. Any changes needed in a future version MUST result only in new
RPC methods with distinct names being defined.

Baseline RPC Messages

Generic Methods

The methods listed in this Section are REQUIRED to be supported on both CPE devices
and ACSs. Either a CPE or ACS MAY call these methods.
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A.3.1.1 GetRPCMethods

This method MAY be used by a CPE or ACS to discover the set of methgasrted by
the ACS or CPE it is in communication with. This list MUST include all the supported
methods, both standard methods (those defined in this specification or a subsequent
version) and vendespecific methods. The receiver of the response Mdg8dre any
unrecognized methods.

Vendorspecific methods MUST be in the form X_<VENDOR>_MethodName, where
<VENDOR> is a unique vendor identifier, which MAY be either an OUI or a domain

name. The OUI or domain name used for a given vesplecific method M$T be one

that is assigned to the organization that defined this method (which is not necessarily the

same as the vendor of the CPE or ACS). An OUI is an organizationally unique identifier

as defined if10], which MUST formatted as alGexadecimatigit OUI

(organizationally unique identifier), with all uppease letters and any leading zeros

i ncluded. A domain name MUST be upper <case
hyphen or underscore. Examples: X _01234yMethod, X ACME_COM_MyMethod.

The calling arguments for this method are define@iahle10. The arguments in the
response are defined Trable11.

Table 101 GetRPCMethods arguments

Argument Type Description

void This method has no calling arguments.

Table 117 GetRPCMethodsResponse arguments

Argument Type Description
MethodList string(64)[] | Array of strings containing the names of each of the RPC methods the recipient supports.
The |l ist of methods returned by an ACS M

For example, a CPE implementing only the baseline methods defined in this version of
the specification would return the following list when requested by an ACS:
"GetRPCMethods"
"SetParameterValues"
"GetParameterValues"
"GetParameterNames"
ifSet Parameter Attributeso
ifGet Parameter Attri buteso
AAddObj ect o
AfiDel et eObj ecto
fReboot o
ADownl oado

As another example, an ACS implementing only the baseline methods defined in this
version of the specification would return the following list when requested by a CPE:

Al nfor mo
"GetRPCMethods"
ATransfer Completeo

The following fault codes are defined for this method for response from a CPE: 9001,

9002.
The following fault codesra defined for this method for response from an ACS: 8001,
8002, 8005.
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CPE Methods

The methods listed in this Section are defined to be supported on a CPE device. Only an
ACS can call these methods.

SetParameterValues

This method MAY be used by an ACSrtmdify the value of one or more CPE
Parameters.

The calling arguments for this method are defineflablel2. The arguments in the
response are defined Trable13.

Table 121 SetParameterValues arguments

Argument Type Description

ParameterList ParameterValueStruct[] | Array of name-value pairs as specified in Table 14. For each name-
value pair, the CPE is instructed to set the Parameter specified by the
name to the corresponding value.

This array MUST NOT contain more than one entry with the same
Parameter name. If a given Parameter appears in this array more than
once, the CPE MUST respond with fault 9003 (Invalid arguments).

If the length of this array is zero, then the CPE MUST set the
ParameterKey to the value specified by the ParameterKey argument,
but MUST NOT set any other Parameter values.

ParameterKey string(32) The value to set the ParameterKey Parameter. The CPE MUST set
ParameterKey to the value specified in this argument if and only if
SetParameterValues completes successfully. If SetParameterValues
does not complete successfully (implying that the Parameter value
changes requested did not take effect), the value of ParameterKey
MUST NOT be modified. ParameterKey provides the ACS a reliable
and extensible means to track changes made by the ACS. The value of
this argument is left to the discretion of the ACS, and MAY be left
empty.

Table 131 SetParameterValuesResponse arguments

Argument | Type | Description

Status int[0:1] | A successful response to this method returns an integer enumeration defined as follows:
0 = All Parameter changes have been validated and applied.

1 = All Parameter changes have been validated and committed, but some or all are not yet
applied (for example, if a reboot is required before the new values are applied).

If the CPE supports tH@PTIONAL Alias-Based Addressing Mechanism (as defined in
Section3.6.1and described iAppendix I) and its
ManagementServer.AutoCreatelnstances Parameter value idrset tioen the Auto-
Create Instance Mechanism is performed by the CPE as follows

1 For each Instance Aliadentifiersuppied in the Path Name that does not already
exist, the CPE MUST follow the rules $ctionA.3.2.6for automatically
creatingthe newObjectinstances.

Note: The CPE assigned Instance Number is not returned with the
SetParameerValuesResponse.

On successful receipt of a SetParameterValues RPC, the CPE MUST apply the changes
to all of the specified Parameters atomically. That is, either all of the value changes are
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applied together, or none of the changes are applied dhale latter case, the CPE

MUST return a fault response indicating the reason for the failure to apply the changes.
The CPE MUST NOT apply any of the specified changes without applying all of them.
This requirement MUST hold even if the CPE experieacessh during the process of
applying the changes. The order of Parameters listed in the ParameterList has no
significancé® %!, meaning thathe application of value changes to the CPE MUST be
independenof the order in which they are listed.

If the reguest is valid, it is strongly RECOMMENDED that the CPE apply the requested
changes prior to sending the SetParameterValues response. If it does so, the CPE MUST
set the value of Status in the response to 0 (zero), indicating that the changes have been
applied.

If the CPE requires the session to be terminated before applying some or all of the
Parameter values, the CPE MUST reply before all Parameter values have been applied,
and thus MUST set the value of Status in the respons@.tdnithis case, theeply

MUST come only after all validation of the request has been completed and the new
values have been appropriately saved such that they will definitely be applied as soon as
physically possible after the session has terminated. Once the CPE issues the
SetParameterValues response, all changes associated with the corresponding request
(including the new ParameterKey) MUST be available for subsequent commands to
operate on, regardless of whether the changes have been applied or not. In particular, the
useof GetParameterValues to rea@a@aametemodified by an earlier

SetParameterValues MUST return the modified value, even if that value has not yet been
applied.

If the value of Status in the SetParameterValues response is 1, the requested changes

MUST beapplied as soon as physically possible after the session has terminated, and no

later than the beginning of the next session. Note that if a CPE requires a reboot to cause

the changes to be applied, the CPE MUST initiate that reboot on its own after the

termination of the session. Because some CPE will not require a reboot in these

circumstances, an ACS SHOULD NOT call the Reboot method as a result of modifying

the CPE6&6s configuration, since this would re
if application of a configuration change by the CPE would result in a service disruption

(for example, if the CPE requires a reboot to apply the requested change), it is not the
responsibility of the CPE to avoid or delay such a disruption. To minimize precirof

such a disruption, the ACS MAY delay requesting such a configuration change until an
appropriate time, but this is entirely at th

20 Mmodification of ManagementServer.AutoCreatelnstances or ManagementServer.InstanceMode Parameter(s) will
have an undefined effect on Parametethin the same RPC command that are affected by the-Brade
Instance Mechanism. This is a result of the order of the Parameters processed in the RPC bhavenGRE
significance.

2L For a CPE that supports the AliBased Addressing Mechanism, the fact that the order of the Parameters in the
ParameterList lmno significance means that the effect is undefined when a SetParameterValues RPC is used to
change the value of an Alias Parameter that is also within the same RPC, used in a Parameter name or Parameter
value that is a Path Name or a list of Path Names.

22\When modifying ManagementServer.AutoCreatelnstances or ManagementServer.InstanceMode and the CPE returns
a committed response (status = 1), all subsequent commands affected by HBagdidAddressing Mechanism
within the same session will not refleébe updated mode change(s).
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The use of the Status value is independent between successive SetParameterValues,
AddObiject, or DadteObject requests within the same session. The use of a Status value
of 1 in response to one request does not necessarily imply that subsequent requests in the
same session will also respond in the same way.

The ACS MAY setParametevalues in any combation or order of its choosing using
one or multiple SetParameterValues RPCs.

Al l modi fications to a CPEG6s configuration r
method MUST be retained across reboots of the CPE.
TheParameterValueStruct structure is dfined inTable14.

Table 147 ParameterValueStruct definition

Name Type Description

Name string(256) This is the name of a Parameter. The CPE MUST treat
the Parameter name as case sensitive.

Value anySimpleType This is the value the Parameter is to be set.

The following fault codes are defined for this method: 9001, 9002, 9003, 9004, 9005,
9006, 9007/Aand9008

For any Path Name node in the SetParameterValues RPC that is referred to by an
Instance Numbethat does not exist, the CPE MUST return a fault response with Invalid
Parameter Name (9005) fault code.

When theOPTIONAL Alias-Based Addressing Mechanism is enalded its
ManagementServer.AutoCreatelnstances Parameter value isasgtihenthe CPE
MUST return a fault response with Invalid Parameter Name (9005) faulfaoaey
Path Name node in the SetParameterValues RPC tlediersad to by an Instance Alias
that does not exist.

If there is a fault due to one or mdParametes in errorthe primary fault code indicated
for the overall fault response MUST be Invalid Arguments (90D33. fault response for
this method MUST include a SetParameterValuesFault element for each Parameter in
error.

The CPE MUST reject an attempt to set valuesguiie SetParameterValues RPC that
would result in an invalid configuration, where an invalid configuration is defined as one
of the following:

1 A Parametevalue or combination d?Parametevalues that are explicitly prohibited
in the definition of thdData Mode(s) supported by the CPE.

1 A Parametevalue or combination d?Parametevalues that are not supported by the
CPE.

In both of the above cases, the response from the CPE MUST include a
SetParameterValuesFault element for each Bacameterindicatirg the Invalid
Parameter Value fault code (9007).
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The CPE MUST NOT impose any additional configuration restrictions beyond the
exceptions described above and restrictions otherwise explicitly permitted or required by
the CPE WAN Management Protocol.

GetParameterValues

This method MAY be used by an ACS to obtain the value of one or more CPE
Parameters. The calling arguments for this method are defifeblial5. The
arguments in the response are definetiahle16.

Table 1571 GetParameterValues arguments

Argument Type Description

ParameterNames string(256)[] | Array of strings, each representing the name of a requested Parameter.

If a Parameter name argument is given as a Partial Path Name, the request is to
be interpreted as a request to return all of the Parameters in the branch of the
naming hierarchy that shares the same prefix as the argument. A Partial Path
NameMUST end with a A.0 (dot) afternth
empty string indicates the top of the name hierarchy.

Below is an example of a full Parameter name:
InternetGatewayDevice.Devicelnfo.SerialNumber

Below is an example of a Partial Path Name:
InternetGatewayDevice.Devicelnfo.

Table 16 1 GetParameterValuesResponse arguments

Argument Type Description

ParameterList ParameterValueStruct[] | Array of name-value pairs, as specified in Table 14, containing the
name and value for each requested Parameter.

If multiple entries in the ParameterNames array in the
GetParameterValues request overlap such that there are multiple
requests for the same Parameter value, it is at the discretion of the CPE
whether or not to duplicate that Parameter in the response array. That
is, the CPE MAY either include that Parameter value only once in its
response, or it MAY include that Parameter value once for each
instance that it was requested.

The following fault codes are defined for this method: 9001, 90023,%D04, 9005.

If the fault is caused by one or more invdf@rameter names in the ParameterNames

array, the Invalid Parameter Name fault code (9005) MUST be used instead of the more

general Invalid Arguments fault code (9003). The value of a ParanagtedNelement

MUST be considered invalid if it does not exactly match either the namearbmeter
currentl y pr éataModelifithe Pardmeterlamés @lement does not end

with a dot) or the name of @bjectc ur r ent | vy pr eésteModel(iifi n t he CPES®S
ParameterNames element ends with a dot).

GetParameterNames

This method MAY be used by an ACS to discover the Parameters accessible on a
particular CPE. The calling arguments for this method are definEabie17. The
arguments in the response are definetiahle18.
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Table 171 GetParameterNames arguments

Argument

Type

Description

ParameterPath

string(256)

A string containing either a complete Parameter name, or a Partial Path Name
representing a subset of the name hierarchy. An empty string indicates the top of
the name hierarchy. A Partial PathNameMUST end wi th a #fA. 0
node name in the hierarchy.

Below is an example of a full Parameter name:
InternetGatewayDevice.Devicelnfo.SerialNumber

Below is an example of a Partial Path Name:
InternetGatewayDevice.Devicelnfo.

NextLevel

boolean

If false, the response MUST contain the Parameter or Object whose name exactly
matches the ParameterPath argument, plus all Parameters and Objects that are
descendents of the Object given by the ParameterPath argument, if any (all levels
below the specified Object in the Object hierarchy). For example, if ParameterPath
wer e f IGatewayDevieetLANDevice.1l.Hosts . 0 , the respons
following (if there were a single instance of Host with Instance Nu mber f10)
InternetGatewayDevice.LANDevice.1.Hosts.
InternetGatewayDevice.LANDevice.1.Hosts.HostNumberOfEntries
InternetGatewayDevice.LANDevice.1.Hosts.Host.
InternetGatewayDevice.LANDevice.1.Hosts.Host.1.
InternetGatewayDevice.LANDevice.1.Hosts.Host.1.IPAddress
InternetGatewayDevice.LANDevice.1.Hosts.Host.1.AddressSource
InternetGatewayDevice.LANDevice.1.Hosts.Host.1.LeaseTimeRemaining
InternetGatewayDevice.LANDevice.1.Hosts.Host.1.MACAddress
InternetGatewayDevice.LANDevice.1.Hosts.Host.1.HostName
InternetGatewayDevice.LANDevice.1.Hosts.Host.1.Interface Type
InternetGatewayDevice.LANDevice.1.Hosts.Host.1.Active
If true, the response MUST contain all Parameters and Objects that are next-level
children of the Object given by the ParameterPath argument, if any. For example, if
Par amet er Pat h GaievaydeviielLANDeviceleHo st s . 0, t h
would include the following:
InternetGatewayDevice.LANDevice.1.Hosts.HostNumberOfEntries
InternetGatewayDevice.LANDevice.1.Hosts.Host.
Or, if ParameterPath were empty, with NextLevel equal true, the response would list
onl y 0iGaetvayDewit c e. 0 E s anfinternbt &atevly Device).
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Table 181 GetParameterNamesResponse arguments

Argument Type Description

ParameterList ParameterinfoStruct[] | Array of structures, each containing the name and other information for a
Parameter or Object, as defined in Table 19.

When NextLevel is false, this list MUST contain the Parameter or Object
whose name exactly matches the ParameterPath argument, plus all
Parameters and Objects that are descendents of the Object given by the
ParameterPath argument, if any (all levels below the specified Object in
the Object hierarchy). If the ParameterPath  argument is an empty
string, names of all Objects and Parameters accessible on the particular
CPE are returned.

When NextLevel is true, this list MUST contain all Parameters and Object
that are next-level children of the Object given by the ParameterPath
argument, if any.

For a Parameter, the Name returned in this structure MUST be a full Path
Name, ending with the name of the Parameter element. For an Object,
the Name returned in this structure MUST be a Partial Path Name, ending
with a dot.

This list MUST include any Objects that are currently empty. An empty
Object is one that contains no instances (for a Multi-Instance Object), no
child Objects, and no child Parameters.

If NextLevel is true and ParameterPath refers to an Object that is empty,
this array MUST contain zero entries.

The ParameterList MUST include only Parameters and Objects that are
actually implemented by the CPE. If a Parameter is listed, this implies
that a GetParameterValues for this Parameter would be expected to
succeed.

Table 197 ParameterinfoStruct definition

Name Type Description

Name string(256) This is the full Path Name of a Parameter or a Partial Path
Name.

Writable boolean Whether or not the Parameter value can be overwritten

using the SetParameterValues method.

If Name is a Partial Path Name that refers to an Object,
this indicates whether or not AddObject can be used to
add new instances of this Object.

If Name is a Partial Path Name that refers to a particular
instance of a Multi-Instance Object, this indicates whether
or not DeleteObject can be used to remove this particular
instance.

This element MUST be true only if the corresponding
Parameter or Object as implemented in this CPE is
writable as described above. The value of this element
MUST reflect only the actual implementation rather than
whether or not the specification of the Parameter or Object
allows it to be writable.

The following fault codes are defined for this method: 9001, 9002, 9003, 9005.

If the fault is caused by an invalid ParameterPath value, the Invalid Parameter Name fault
code (9005) MUST be used instead of the more general Invalid Argumelbisofde

(9003). A ParameterPath value MUST be considered invalid if it is not an empty string

and does not exactly matchiParameteor Objectn ame cur rentl y present
Data Model If NextLevel is true and ParameterPath is a Parameter nareettath a

Partial PatiName the CPE MUST return a fault response with the Invalid Arguments

fault code (9003).
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A.3.2.4 SetParameterAttributes

This method MAY be used by an ACS to modify attributes associated with one or more
CPE Parameter. The calling argumedbntsthis method are defined Trable20. The
arguments in the response are definetiahle21.

On successful receipt of a SetParameterAttributes RPC, the CPE MUST apply the
changes to all of the specifi@hrameters immediately and atomically. That is, either all

of the attribute changes are applied together, or none of the changes are applied at all. In
the latter case, the CPE MUST return a fault response indicating the reason for the failure
to applythe changes. The CPE MUST NOT apply any of the specified changes without
applying all of them. This requirement MUST hold even if the CPE experiences a crash
during the process of applying the changes.

The ACS MAY setParameteattributes in any combinian or order of its choosing using
one or multiple SetParameterAttributes RPCs.

If there is more than one entry in the ParameterList array, and the SetParameterAttributes
request is successful as described above, the CPE MUST apply the attribute changes in
the order of the ParameterList array. That is, if multiple entries in the ParameterList
would result in modifying the same attribute of a gitRamameterthe attribute value

specified later in the ParameterList array MUST overwrite the attribute yadadied

earlier in the array. This behavior might seem to be inconsistent with that of
SetParameterValues, for which it is an error to specify the Banaeneter name more

than once; this difference is because, unlike SetParameterValues, SetPararibetigttr
permits a mixture of full anBartial Path to be specified.

Al l modi fications to a CPE6s configuration r
SetParameterAttributes method MUST be retained across reboots of the CPE.

Attributes are associated with act®arametrinstanceslf the CPE supports the Alias

Based Addressing Mechanismhen the alias of an instance is changed and an Attribute

has been set on a Parameter whose Parameter Path includes that instance, the CPE MUST
keep the attribute on the same actuabReeter after the alias change.

When aParameteis deleted, its attributes MUST also be deleted. Note that this means
that if anotheParametewith the saméath Nameas a previously deletd®arameters
created in the future, this nédearametewill not inherit attributes from the previously
deletedParameter

A CPE MUST NOT allow any entity other than the ACS to modify attributes of a
Parameter

Table 201 SetParameterAttributes arguments

Argument Type Description

ParameterL st SetParameterAttributesStruct[] | List of changes to be made to the attributes for a set of
Parameters. Each entry in this array is a SetParameter-
AttributesStruct as defined in Table 22.

As described above, the order of entries in this array is
significant.

July2011 © The Broadband ForurAll rights reserved. PageB0 of 190



CPE WAN Management Protocol TR-069Issuel Amendment 4

Table 211 SetParameterAttributesResponse arguments

Argument

Type

Description

void

This method response has no arguments.

Table 221 SetParameterAttributesStruct definition

Name

Type

Description

Name

string(256) This is the name of a Parameter to apply the new

attributes. Alternatively, this MAY be a Partial Path
Name, indicating that the new attributes are to be
applied to all Parameters below this point in the
naming hierarchy. For such Parameters within Multi-
Instance Objects where the Instance Identifier is
below the specified point in the naming hierarchy, the
specified attribute values MUST only be applied within
instances that exist at the time this method is invoked.
A Partial PathName MUST end wi th a
the last node name in the hierarchy. An empty string
indicates the top of the name hierarchy.
Below is an example of a full Parameter name:
InternetGatewayDevice.Devicelnfo.SerialNumber
Below is an example of a Partial Path Name:
InternetGatewayDevice.Devicelnfo.

NotificationChange

boolean

If true, the value of Notification replaces the current
notification setting for this Parameter or group of
Parameters. If false, no change is made to the
notification setting.

Notification

int[0:2]

Indicates whether the CPE will include changed
values of the specified Parameter(s) in the Inform
message, and whether the CPE will initiate a session
to the ACS when the specified Parameter(s) change
in value. The following values are defined:

0 = Notification off. The CPE need not inform the
ACS of a change to the specified Parameter(s).

1 = Passive notification. Whenever the specified
Parameter value changes, the CPE MUST
include the new value in the ParameterList in the
Inform message that is sent the next time a
session is established to the ACS.

If the CPE has rebooted, or the URL of the ACS
has changed since the last session, the CPE
MAY choose not to include the list of changed
Parameters in the first session established with
the new ACS.

2 = Active notification. Whenever the specified
Parameter value changes, the CPE MUST
initiate a session to the ACS, and include the
new value in the ParameterList in the associated
Inform message.

For Parameters defined in the corresponding Data

Model as requiring Forced Active Notification, the

value of the Notification attribute is irrelevant and an

attempt to set it to a value other than 2 will be ignored.

Whenever a Parameter change is sent in the Inform

message due to a non-zero Notification setting, the

Event code "4 VALUE CHANGE" MUST be included

in the list of Events.

Note that if the CPE deletes an Object containing

Parameters for which Notification is enabled (active or

passive), this MUST NOT be considered a value-

change for the purpose of Notification.

By default, prior to any changes to this attribute by an
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Name Type Description

ACS, its value SHOULD be 0 (Notification off) unless
otherwise specified in the appropriate Data Model
definition.

The CPE MAY provide no support for Active
Notification on a Parameter deemed inappropriate for
Active Notification. A Parameter is deemed
inappropriate for Active Notification if and only if that
Parameter is explicitly defined as such in the definition
of the corresponding Data Model. Parameters that
might be deemed inappropriate for Active Notification
include Parameters that change frequently, such as
statistics. A CPE MUST accept a request to enable
Passive Notification for any Parameter.

Note that if a CPE implementation does not allow a
particular Parameter value to change in a manner that
would result in a Notification (e.g., a capability flag
that could only change as a result of a firmware
update that requires a reboot, or a writeable
Parameter that can only be modified via the CPE
WAN Management Protocol), then support for
Notification for this Parameter involves no more than
keeping track of the value of its Notification attribute.
For such a Parameter, the CPE implementation need
not incorporate a mechanism to detect value changes
nor to initiate Notifications based on such changes.

AccessListChange boolean If true, the value of AccessList replaces the current
access list for this Parameter or group of Parameters.
If false, no change is made to the access list.
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Name Type Description

AccessList string(64)[] Array of zero or more entities for which write access

to the specified Parameter(s) is granted. If there are
no entries, write access is only allowed from an ACS.
At present, only one type of entity is defined that can
be included in this list:

i Su b s c r Indicaes arite access by an
interface controlled on the
subscriber LAN. Includes any
and all such LAN-side
mechanisms, which MAY include
but are not limited to TR-064
(LAN-side DSL CPE
Configuration Protocol), UPnP,

t he devi c e écs,clierd-e
side telnet, and client-side
SNMP.

Currently, access restrictions for other WAN-side
configuration protocols is not specified.

The ACS MAY further specify management entities in
the ACL using a vendor-specific prefix. If such

entities are specified by vendors, they MUST be
preceded by X_<VENDOR>_and follow the syntax for
vendor extensions for Parameter names defined in
[13].

The CPE MUST correctly interpret the value
ASubscribero as described
any other individual values in this array that it does

not understand.

By default, prior to any changes to the access list by
an ACS, access SHOULD be granted to all entities
specified above.

The TR-069 ACS always has write access to all
writeable Parameters regardless of being on the
access list. Other entities have write access only if
they appear on the access list. An entity that is
restricted from write access to a certain Parameter
MUST NOT be allowed to change Parameter values
and MUST NOT be allowed to delete Objects within
which the Parameter is contained. The TR-069
access control mechanism does not prevent any
entity from creating new Object instances.

The CPE MUST accept changes to the AccesslList for
any Parameter even if that Parameter is read-only
and its value cannot be modified by any management
entity. For such read-only Parameters, the CPE
MUST store the modified AccessList value and return
it when requested via GetParameterAttributes, but
MAY otherwise ignore this value.

The following fault codes are defined for this method: 9001, 9002, 9003, 9004, 9005,
9009.

If the fault is caused by an invalRhrameter name, the Invalid Parameter Name fault
code (9005) MUST be used instead of the more general Invalid Arguments fault code
(9003). If the CPE does not support Active Notifications ddeaametedeemed
inappropriate (as described above), it MUST reject an attempt to enable Active
Notification for thatParameteby responding with fault 9009 (Notification request
rejected). If Activenotification is being enabled fétarametds) specified via &artial
PathNameand the CPE does not support Active notification for one or more such
Parametey deemed inappropriate below this point in the naming hierarchy, the CPE
MUST reject the requesind respond with fault code 9009 (Notification request rejected).
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A.3.2.5 GetParameterAttributes

This method MAY be used by an ACS to read the attributes associated with one or more
CPE Parameter. The calling arguments for this method are defiedlg23. The
arguments in the response are definetiahle24.

Table 231 GetParameterAttributes arguments

Argument Type Description

ParameterNames string(256)[] | Array of strings, each representing the name of a requested Parameter.

If a Parameter name argument is given as a Partial Path Name, the request is to
be interpreted as a request to return all of the Parameters in the branch of the
naming hierarchy that shares the same prefix as the argument. A Partial Path
NameMUST end with a A.0 (dot) after th
empty string indicates the top of the name hierarchy.

Below is an example of a full Parameter name:
InternetGatewayDevice.Devicelnfo.SerialNumber

Below is an example of a Partial Path Name:
InternetGatewayDevice.Devicelnfo.

Table 241 GetParameterAttributesResponse arguments

Argument Type Description

ParameterList ParameterAttributeStruct[] | List of access control information for the specified set of Parameters.
Each entry in this array is a ParameterAttributeStruct as defined in
Table 25.

If the ParameterNames argument in the request was a Partial Path
Name, and if there are no Parameters within the Object represented
by that Partial Path Name (at any level below), the ParameterList
MUST be empty, and this MUST NOT cause an error response.

Table 251 ParameterAttributeStruct definition

Name Type Description

Name string(256) This is the name of a Parameter to which the
attributes are given. The Name MUST be a full
Parameter name, and MUST NOT be a Partial Path
Name.

Notification int[0:2] Indicates whether the CPE will include changed
values of the specified Parameter(s) in the Inform
message, and whether the CPE will initiate a
session to the ACS when the specified
Parameter(s) change in value. The following values
are defined:

0 = Notification off. The CPE need not inform the
ACS of a change to the specified Parameter(s).

1 = Passive notification. Whenever the specified
Parameter value changes, the CPE MUST
include the new value in the ParameterList in
the Inform message that is sent the next time a
session is established to the ACS.

2 = Active notification. Whenever the specified
Parameter value changes, the CPE MUST
initiate a session to the ACS, and include the
new value in the ParameterList in the
associated Inform message.
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Name Type Description

AccessList string(64)[] Array of zero or more entities for which write access
to the specified Parameter(s) is granted. If there
are no entries, write access is only allowed from an
ACS. At present, only one type of entity is defined
that can be included in this list:

i Su b s c r Indicaes arite access by an
interface controlled on the
subscriber LAN. Includes any
and all such LAN-side
mechanisms, which MAY
include but are not limited to
TR-064 (LAN-side DSL CPE
Configuration Protocol), UPnP,
the deviceds wus
client-side telnet, and client-
side SNMP.

The list MAY include vendor-specific entities, which
MUST be preceded by X_<VENDOR>_and follow
the syntax for vendor extensions for Parameter
names defined in [13].

The ACS MAY ignore any individual items in this
array that it does not understand.

By default, prior to any changes to the access list by
an ACS, the AccessList attribute for all Parameters
SHOULD include all entities that the CPE supports,
indicating access granted to all of these entities.

The following fault codes are defined for this method: 9001, 9002, 9003, 9au&t, 90

If the fault is caused by an invalRhrameter name, the Invalid Parameter Name fault
code (9005) MUST be used instead of the more general Invalid Arguments fault code
(9003).

AddObject

This method MAY be used by the ACS to create a new instanchlaftalnstance
Object. The method call takes as an argumenP#ik Namef the collection ofObject
for which a new instance is to be created. For example:

Top.Group.Object.

This Path Namealoes not include aimstanceNumber for theDbjectto be creatd. That
InstanceNumber is assigned by the CPE and returned in the response. Once assigned the
InstanceNumberof anObjectcannot be changed and persists until@bgectis deleted

using the Delet®bjectmethod. After creation, Parameters or-sbipeds within the

Objectare referenced by tHeath Nameappended with thnstancddentifier. For

example, if the AddObject method returnedastanceNumber of 2, a Parameter within

this instance can then be referred to by the path:

Top.Group.Object.2.Par ameter

If the CPE supports the AligdBasedAddressing Mechanisifasdefinedin Section3.6.7)
thenthe following are additional requirements

1 ThePath Name MAY be followed by an Instance Alfas definedn Section
A.2.2.2) enclosed between square brackets.
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1 If thePathNameends with an Instance Aliagenclosed between square brackets
the CPE MUST assign thimstance Alias to the newly creat@tjectinstance.

1 If the Path Name does not end withlastance Alias, the CPE MUST assign the
newly createdbjectinstance a unique Instance Allass i ng-6a pd ep ¢ X

1 Once assigned, an Instance AIMEST only be changed by ti&®CS and it
MUST persist until thebjectis deleted.

For exampleto add arObjecti nst ance with its I nstance
Top.Group.Object.[a]

A newObjectinstance with an Instance Aliisa 0 wi | |.Aflerecreationefaat e d
Objectinstance with an Instance Alias, aRgrametewithin the create@®bject
instance cathen be referred to byRathNamesuch as:

Top.Group.Object. [a] .Parameter

On creation of a®bjectusing this method, the Parameters contained withi®thect
MUST be set to their default values and the associated attributes MUST be set to the
following:

1 Notification is set to zero (notification off) unless otherwise specified in the
appropriateData Modeldefinition.

M AccessList includes all defined entities

The calling arguments for this method are define@iable26. The aguments in the
response ardefined inTable27.

Addition of anObjectMUST be done atomically. That is, either all of the Parameters

and subobjects are added together, or none are added. In the latter case the CPE MUST
returna fault response indicating the reason for the failure to addljext The CPE

MUST NOT add any contained Parameters orahijlects as a result of this method call
without adding all of them (all Parameters and-ebfects supported by that CPE). Jhi
requirement MUST hold even if the CPE experiences a crash during the process of
performing the addition.

If the request is valid, it is strongly RECOMMENDED that the CPE applthject
creation prior to sending the AddObject response. If it doebs@RPE MUST set the
value of Status in the response to 0 (zero), indicating th&hfectcreation has been
applied.

If the CPE requires the session to be terminated before applyi@bjbetcreation, the

CPE MUST reply before th®bjectcreation has éen applied, and thus MUST set the

value of Status in the response to 1. In this case, the reply MUST come only after all
validation of the request has been completed an@bjectcreation request has been
appropriately saved such that it will definyitdde applied as soon as physically possible

after the session has terminated. Once the CPE issues the AddObject response, all
changes associated with the corresponding request (including the new ParameterKey)
MUST be available for subsequent commandsterate on, regardless of whether the
changes have been applied or not. In particular, even @bjectcreation has not yet

been applied, the CPE MUST allow the use of SetParameterValues, GetParameterValues,
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SetParameterAttributes, and GetParametelAites to operate drarametes within the
newly createdbject as well as the use of AddObject to create aahjbct within the

newly createdbject and DeleteObject to delete either a-sbipect or the newly created

Objectitself.

If the value of Statsiin the AddObject response is 1, the requeSigidctcreation

MUST be applied as soon as physically possible after the session has terminated, and no
later than the beginning of the next session. Note that if a CPE requires a reboot to cause
the Objectcreation to be applied, the CPE MUST initiate that reboot on its own after the

termination of the session. Because some CPE will not require a reboot in these

circumstances, an ACS SHOULD NOT call the Reboot method as a result of modifying
t he CP Baaioncsmee this would result in an unnecessary reboot. Note also that
if application of a configuration change by the CPE would result in a service disruption
(for example, if the CPE requires a reboot to apply the requested change), it is not the
responsibility of the CPE to avoid or delay such a disruption. To minimize the impact of
such a disruption, the ACS MAY delay requesting such a configuration change until an

i at e [

appropr

The use of the Stas value is independent between successive SetParameterValues,
AddObiject, or DeleteObject requests within the same session. The use of a Status value
of 1 in response to one request does not necessarily imply that subsequent requests in the

ti me, but this is entirel

same sessionillvalso respond in the same way.

Al l modi fications to a CPEOGs configurati

MUST be retained across reboots of the CPE. This MUST include the valDbgeof
Instancddentifiers

Table 26 1 AddObject arguments

Argument

Type

Description

ObjectName

string(256)

The Path Name of the collection of Objects for which a new instance is to be created.

The Path Name MUST end with a A.0 (dot) after
of the Object, or if CPE supports the Alias-Based Addressing Mechanism, it MAY end
with the requested Instance Alias name for the new Object enclosed between square

bracketsand MUST end with a fA.o0

ParameterKey

string(32)

The value to set the ParameterKey Parameter. The CPE MUST set ParameterKey to
the value specified in this argument if and only if AddObject completes successfully. If
AddObject does not complete successfully (implying that the requested Object did not
get added), the value of ParameterKey MUST NOT be modified. ParameterKey

provides the ACS a reliable and extensible means to track changes made by the ACS.
The value of this argument is left to the discretion of the ACS, and MAY be left empty.

Table 271 AddObjectResponse arguments

Argument

Type

Description

InstanceNumber

Unsignedint[1:] | The Instance Number of the newly created Object. Once created, a Parameter

or sub-object within this Object can be later referenced by using this Instance
Number Identifier (defined in Section A.2.2.1) in the Path Name. The Instance
Number assigned by the CPE is arbitrary and Instance Numbers assigned by
sequential calls to AddObject need not be consecutive.
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Argument Type Description

Status int[0:1] A successful response to this method returns an integer enumeration defined
as follows:

0 = The Object has been created.

1 = The Object creation has been validated and committed, but not yet applied
(for example, if a reboot is required before the new Object can be applied).

The following fault codes are defined for this method: 9001, 9002, 9003,88(3005.

If an AddObject request would result in exceeding the maximum number oDdjets
supported by the CPE, the CPE MUST return a fault response with the Resources
Exceeded (909 fault codelf an AddObject request uses an Instance Alias and requests

a new Object instance and the Instance Alias already exists, the CPE MUST return a fault
r es p on dngalidParanteterfNanbe ( 9005) fault code.

DeleteObject

This method is useb remove a particular instance of@bject This method call takes
as an argument thHeath Namef the Objectinstance including thienstancddentifer.
For example:

Top.Group.Object.2.

If this method call is successful, the specified instance ofxthjsctis subsequently
unavailable for access and the CPE MUST discard the state previously associated with all
Parameters (values and attributes) andahjbcts contained within this instance.

When anObjectinstance is deleted, thestanceNumbes ass@iated with any other
instances of the same collection@ibjecs remain unchanged. Thus, tinstance
Numbers ofObjectinstances in a collection might not be consecutive.

The calling arguments for this method are define@iahle28. The arguments in the
response are defined Trable29.

If the request is valid, it is strongly RECOMMENDED that the CPE applthject

deletion prior to sending the DeleteObject response. If it does so, the CPE MUIST set t
value of Status in the response to 0 (zero), indicating th&hfectdeletion has been
applied.

If the CPE requires the session to be terminated before applyidbjbetdeletion, the

CPE MUST reply before th@bjectdeletion has been applied, ahds MUST set the

value of Status in the response to 1. In this case, the reply MUST come only after all
validation of the request has been completed an@tijectdeletion request has been
appropriately saved such that it will definitely be appliedomsm ss physically possible
after the session has terminated. Once the CPE issues the DeleteObject response, all
changes associated with the corresponding request (including the new ParameterKey)
MUST be available for subsequent commands to operate @ndlegs of whether the
changes have been applied or not. In particular, the use of GetParameterNames and
GetParameterValues MUST indicate the absence of the d€éjedt and any attempt

to modify or readParametes or subobjects within the delete@bjectMUST fail.
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If the value of Status in the DeleteObject response is 1, the req@édgemideletion

MUST be applied as soon as physically possible after the session has terminated, and no
later than the beginning of the next session. Note that if ar€@fkres a reboot to cause

the Objectdeletion to be applied, the CPE MUST initiate that reboot on its own after the
termination of the session. Because some CPE will not require a reboot in these
circumstances, an ACS SHOULD NOT call the Reboot metbadrasult of modifying

the CPEG6s configuration, since this would re
if application of a configuration change by the CPE would result in a service disruption
(for example, if the CPE requires a reboot to apipdyrequested change), it is not the
responsibility of the CPE to avoid or delay such a disruption. To minimize the impact of
such a disruption, the ACS MAY delay requesting such a configuration change until an
appropriate time, but this is entirely aeth ACS6s di screti on.

The use of the Status value is independent between successive SetParameterValues,
AddObiject, or DeleteObject requests within the same session. The use of a Status value
of 1 in response to one request does not necessarily imply bsstogient requests in the
same session will also respond in the same way.

On deletion, all Parameters and saffjects contained within thiSbjectMUST be

removed atomically. That is, either all of the Parameters andlgabts are removed
together, or noe are removed at all. In the latter case, the CPE MUST return a fault
response indicating the reason for the failure to delet®lhject The CPE MUST NOT
remove any contained Parameters orsbjects as a result of this method call without
removing & of them. This requirement MUST hold even if the CPE experiences a crash
during the process of performing the deletion.

Al l modi fications to a CPE6s configuration r
method MUST be retained across reboots of the CPE.

Table 281 DeleteObject arguments

Argument Type Description

ObjectName string(256) | The Path Name of the Object instance to be removed. The Path Name MUST end
wi t h a @ . o Instdnoetldentiféef of tkerObjéch e

Parameter Key | string(32) The value to set the ParameterKey Parameter. The CPE MUST set ParameterKey to
the value specified in this argument if and only if DeleteObject completes successfully.
If DeleteObject does not complete successfully (implying that the requested Object did
not get deleted), the value of ParameterKey MUST NOT be modified. ParameterKey

provides the ACS a reliable and extensible means to track changes made by the ACS.
The value of this argument is left to the discretion of the ACS, and MAY be left empty.

Table 291 DeleteObjectResponse arguments

Argument | Type | Description

Status int[0:1] | A successful response to this method returns an integer enumeration defined as follows:
0 = The Object has been deleted.

1 = The Object deletion has been validated and committed, but not yet applied (for example, if a
reboot is required before the Object can be deleted).

The following fault codes are defined for this method: 9001, 9002, 9003, 9005.

If the fault is caused by an inval@bjectName value, the Invalid Parameter Name fault
code (9005) MUST be used instead of the more general Invalid Arguments fault code
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(9003). The ObjectName value MUST be considered invalid if it does not exactly match
the name of a single instance d¥lalti-instancedDb j ect currently present
Data Model

A.3.2.8 Download

Notei The functionality provided by this method overlaps that of the ScheduleDownload method
[SectionA.4.1.8. Unlike ScheduleDownload, this method doesprovide finegrained control

over when the download can be performed and applied. Also, this method permits a file to be
downloaded and applied within the same session.

This method MAY be used by the ACS to cause the CPE to download a specified file
from the designated location. The calling arguments for this method are defirealen
30. The arguments in the response are defindé@bie31.

When a download is initiated using this method, the ®REST indicate successful or
unsuccessful completion of the download using one of the following three means:

1 A DownloadResponse with the Status argument having a value of zero (indicating
success), or a fault response to the Download request (indicatling)ta

1 A TransferComplete message sent later in the same session as the Download request
(indicating either success or failure). In this case, the Status argument in the
corresponding DownloadResponse MUST have a value of one.

1 A TransferComplete messagent in a subsequent session (indicating either success
or failure). In this case, the Status argument in the corresponding DownloadResponse
MUST have a value of one.

Regardless of which means is used, the CPE MUST only indicate successful completion

of the download after the downloaded file has been both successfully transferred and

applied. While the criterion used to determine when a file has been successfully applied

is specific to the CPEG6s i mplementation, the
to be successfully applied only after the file is installed and in use as intended.

In the particular case that the downloaded file is a software image, the CPE MUST
consider the downloaded file to be successfully applied only after the new software image
is actually installed and operational. If the software image replaces the overall software
of the CPE (which would typically require a reboot to install and begin execution), the
SoftwareVersion represented in thata ModeIMUST already reflect the updated

software image in the session in which the CPE sends a TransferComplete indicating
successful download.

If the CPE requires a reboot to apply the downloaded file, then the only appropriate
means of indicating successful completion is the third opticedlisbové a
TransferComplete message sent in a subsequent session.

If the file cannot be successfully downloaded or applied, the CPE MUST NOT attempt to
retry the file download on its own initiative, but instead MUST report the failure of the
download to tb ACS using any of the three means listed above. Upon the ACS being
informed of the failure of a download, the ACS MAY subsequently attempt to reinitiate
the download by issuing a new Download request.
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If the CPE receives one or more Download or Schedwaibad requests before

performing a previously requested download, the CPE MUST queue all requested
downloads and perform each of them as closely as possible to the requested time (based
on the value of the DelaySeconds argument and the time of thet)jeq@asued

downloads MUST be retained across reboots of the CPE. The CPE MUST be able to
gueue a minimum of three file transfers (downloads and uploads).

For each download performed, the CPE MUST send a distinct TransferComplete. Note
that the ordem which a series of requested downloads will be performed might differ
from the order of the corresponding requests due to differing values of DelaySeconds.
For example, an ACS could request a download with DelaySeconds equal to one hour,
then five minuts later request a second download with DelaySeconds equal to one
minute. In this case, the CPE would perform the second download before the first.

Al l modi fications to a CPEOGs configurati
MUST be retained acrossboots of the CPE.

Table 301 Download arguments

Argument Type Description

CommandKey string(32) The string the CPE uses to refer to a particular download. This argument is
referenced in the methods Inform, TransferComplete, GetQueuedTransfers,
GetAllQueuedTransfers and CancelTransfer.

The value of the CommandKey is entirely at the discretion of the ACS and MAY be
an empty string.

FileType string(64) An integer followed by a space followed by the file type description. Only the
following values are currently defined for the FileType argument:

"1 Firmware Upgrade Image"

"2 Web Content"

A3 Vendor Configuration Filebo

4 Tone Rb]AendiXB) e e

A5 Ri nger [29 AppeadixBY s e e
The following format is defined to allow the unique definition of vendor-specific file
types:

"X <VENDOR> <Vendor-specific identifier>"
<VENDOR> is replaced by a unique vendor identifier, which MAY be either an
OUI or a domain name. The OUI or domain name used for a given vendor-
specific file type MUST be one that is assigned to the organization that defined
this method (which is not necessarily the same as the vendor of the CPE or ACS).
An OUl is an organizationally unique identifier as defined in [10], which MUST be
formatted as a 6 hexadecimal-digit OUI (organizationally unique identifier), with all
upper-case letters and any leading zeros included. A domain name MUST be
upper case with edavthhahypleehor gndersooje. r e pl ac
If and only if the CPE supports downloading of firmware images using the
Download method, the CPE MUST support the "1 Firmware Upgrade Image"
FileType value. All other FileType values are OPTIONAL.
The FileType value of "2 Web Content" is intended to be used for downloading
files that contain onl ybaseéuser mterfade.emMQGPE f
that supports a web-based user interface and allows the content to be downloaded
from the ACS via the Download method as a distinct file containing only web
content SHOULD use the FileType value of "2 Web Content" when performing
such a download. A CPE that supports a web-based user interface and allows the
content to be downloaded from the ACS MAY instead include web content as part
of its firmware upgrade image, or use some other means to update the web
content in the CPE. Such a CPE need not support the FileType value of "2 Web
Content".
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Argument

Type

Description

URL

string(256)

URL, as defined in [12], specifying the source file location. HTTP and HTTPS
transports MUST be supported. Other optional transports, as specified in Section
2.3.2, MAY be supported.

If the CPE receives multiple Download requests with the same source URL, the
CPE MUST perform each download as requested, and MUST NOT assume that
the content of the file to be downloaded is the same each time.

This URL MUST NOT include the fA[z.erin

Username

string(256)

Username to be used by the CPE to authenticate with the file server. This string is
set to the empty string if no authentication is required.

Password

string(256)

Password to be used by the CPE to authenticate with the file server. This string is
set to the empty string if no authentication is required.

FileSize

unsignedint

The size of the file to be downloaded in bytes.

The FileSize argument is intended as a hint to the CPE, which the CPE MAY use
to determine if it has sufficient space for the file to be downloaded, or to prepare
space to accept the file.

The ACS MAY set this value to zero. The CPE MUST interpret a zero value to
mean that that the ACS has provided no information about the file size. In this
case, the CPE MUST attempt to proceed with the download under the
presumption that sufficient space is available, though during the course of
download, the CPE might determine otherwise.

The ACS SHOULD set the value of this Parameter to the exact size of the file to
be downloaded. If the value is non-zero, the CPE MAY reject the Download
request on the basis of insufficient space.

If the CPE attempts to proceed with the download based on the value of this
argument, but the actual file size differs from the value of this argument, this could
result in a failure of the download. However, the CPE MUST NOT cause the
download to fail solely because it determines that the value of this argument is
inaccurate.

TargetFileName

string(256)

The name of the file to be used on the target file system. This argument MAY be
left empty if the target file name can be extracted from the downloaded file itself,
or from the URL argument, or if no target file name is needed. If this argument is
specified, but the target file name is also indicated by another source (for example,
if it is extracted from the downloaded file itself), this argument MUST be ignored.
If the target file name is used, the downloaded file would replace any existing file
of the same name (whether or not the CPE archives the replaced file is a local
matter).

If present, this Parameter is treated as an opaque string with no specific
requirements for its format. That is, the TargetFileName value is to be interpreted
based on t he -sgeBific fils namirgycahwentions. Note that this
specification does not preclude the use of a file naming convention in which the
fileds path can be specified as part
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Argument

Type

Description

DelaySeconds

unsignedint

This argument has different meanings for Unicast and Multicast downloads. For
Unicast downloads it is the number of seconds before the CPE will initiate the
download. For Multicast downloads the CPE will initiate the download
immediately and it is the number of seconds available for initiating, performing and
applying the download.

The following applies only to Unicast downloads, i.e. to downloads where the URL
specifies a Unicast download transport protocol.

The number of seconds from the time this method is called to the time the
CPE is requested to initiate the download. A value of zero indicates that no
delay is requested. If a non-zero delay is requested, the download MUST
NOT occur in the same transaction session in which the request was issued.

The CPE MUST perform and apply the download immediately after the time
indicated by DelaySeconds, unless this is not possible for reasons outside
the CPE&6s control, in which case th
apply the download within one hour after the time indicated by
DelaySeconds. If the CPE cannot begin the download within this time
window, the CPE MUST consider the download to have failed and report this
failure to the ACS using the TransferComplete method. If the download
completes before the end of this time window, the CPE MUST apply the
download prior to the end of this time window. If the download is still in
progress at the end of this time window, the CPE MUST apply the download
immediately upon completion of the download.

The following applies only to Multicast downloads, i.e. to downloads where the
URL specifies a Multicast download transport protocol:

The number of seconds from the time this method is called that are available
for the CPE to initiate, perform and apply the download. Multicast downloads
MUST NOT occur in the same transaction session in which the request was
issued.
The CPE MUST perform and apply the download immediately, unless this is
not possible for reasons outside th
MUST attempt to perform and apply the download within DelaySeconds of
the download request. If the CPE cannot complete the download within this
time window, the CPE MUST consider the download to have failed and report
this failure to the ACS using the TransferComplete method.

The following applies to both Unicast and Multicast downloads:

The CPE MUST attempt to perform the download within the time window
specified above even if the CPE reboots one or more times prior to that time.

SuccessURL

string(256)

When applicable, this argument contains the URL, as defined in [12], the CPE
SHOULDredir ect the userds browser to if t
This URL MAY include CGI arguments (for example, to maintain session state).
This applies only if the download was initiated via browser-based user interaction
and the CPE supports the ability to selectively redirect based on the download
results.

When there is no need for such a URL, this argument SHOULD be empty.

FailureURL

string(256)

When applicable, this argument contains the URL, as defined in [12], the CPE
SHOULD redirect the userds browser to
successfully. This URL MAY include CGI arguments (for example, to maintain
session state).

This applies only if the download was initiated via browser-based user interaction
and the CPE supports the ability to selectively redirect based on the download
results.

When there is no need for such a URL, this argument SHOULD be empty.
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Table 317 DownloadResponse arguments

Argument Type Description
Status int[0:1] A successful response to this method returns an integer enumeration defined as
follows:

0 = Download has completed and been applied.

1 = Download has not yet been completed and applied (for example, if the CPE needs
to reboot itself before it can perform the file download, or if the CPE needs to reboot
itself before it can apply the downloaded file).

If the value of this argument is non-zero, the CPE MUST subsequently call the

TransferComplete method to indicate the completion status of this download (either

successful or unsuccessful) either later in the same session or in a subsequent session.

StartTime dateTime | The date and time download was started in UTC. This need only be filled in if the
download has been completed. Otherwise, the value MUST be set to the Unknown
Time value.

CompleteTime dateTime | The date and time the download was fully completed and applied in UTC. This need
only be filled in if the download has been completed. Otherwise, the value MUST be
set to the Unknown Time value.

The following fault codes are defined for this method: 9000, 9001, 9002, 9003, 9004,
9010, 9012, 9013.

I f an attempt i s made to queue an additional
is already full, the CPE MUST respond with fault 9004 (Resounca=eeled). If the

CPE detects the presence of the Auserinfoo c
SHOULD reject the Download request with the fault code 9003 (Invalid arguments). If

the CPE rejects the Download request because the FileSize argumens ¢éxeeed

available space on the device, it MUST use the Download Failure (9010) fault code.

A.3.2.9 Reboot

This method causes the CPE to reboot, and calls for use of extreme caution. The CPE
MUST send the method response and complete the remainder of the sessitin pri
rebooting. The calling arguments for this method are definédlfe32. The
arguments in the response are definetiahle33.

Notei Multiple invocations of this method within a single sessiorSVIesult in only a single

reboot . In this case the I nform following th
BOOTO0O Event Code and an AM Rebooto Event Code f

e re
or e
This method is primarily intended for troubleshooting purpogéss method isiot

intended for use by an ACS to initiate a reb
(e.g., setting CPParametes or initiating a download). If a CPE requires a reboot after

its configuration is modified, the CPE MUST initiatatlmeboot on its own after the

termination of theéSessio°. Because some CPE will not require a reboot in these

circumstances, an ACS SHOULD NOT call the Reboot method as a result of modifying

the CPEGsSs configuration, safyrelboet. t his woul d re

2 The CPE SHOULD wait until all active CWMP Endpoint Sessions are terminated prior to performing the Reboot.
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Table 321 Reboot arguments

Argument Type Description

CommandKey | string(32) | The string to return in the CommandKey element of the InformStruct when the CPE
reboots and calls the Inform method.

The value of the CommandKey is entirely at the discretion of the ACS and MAY be an
empty string.

Table 331 RebootResponse arguments

Argument Type Description

- void This method response has no arguments.

The following fault codes are defined for tihiethod: 9001, 9002, 9003.

A.3.3 ACS Methods

The methods listed in this Section are defined to be supported on an ACS. Only a CPE
can call these methods.

A.3.3.1 Inform

A CPE MUST call thenform method to initiate a transaction sequence whenever a
session with an ACSiestablished. The calling arguments for this method are defined in
Table34. The arguments in the response are defindciie 35.

Table 341 Inform arguments

Argument Type Value
Deviceld DeviceldStruct A structure that uniquely identifies the CPE, defined in Table 36.
Event EventStruct[64] An array of structures, as defined in Table 7 in Section 3.7.1.5,

indicating the events that caused the transaction session to be
established. If one or more causes exist, the CPE MUST list all such
causes. The ACS MUST NOT place any significance on the order of
events within this array.

If a CPE needs to deliver more than 64 events in a single Inform (this
would be expected to occur only under exceptional circumstances and
on rare occasions), it MUSTrelaled)s c a
events in order to avoid exceeding the maximum array size.

If the session was established solely because the previous session
terminated unsuccessfully, this array MUST NOT contain events that
have already been delivered (if all events have already been delivered
this array MUST be empty).

If further events occur while a previous failed session is being retried,
the new events MUST be incorporat
array.

If the CPE establishes a session for which none of the standard event
codes apply, then this array MAY be empty.

MaxEnvelopes unsignedint This argument MUST be set to a value of 1 because this version of the
protocol supports only a single envelope per message, and on reception
its value MUST be ignored.

CurrentTime dateTime The current date and time known to the CPE. This MUST be
represented in the local time zone of the CPE, and MUST include the
local time-zone offset from UTC (with appropriate adjustment for daylight
savings time). How the local time zone is determined by the CPE is
beyond the scope of this specification.
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Argument Type Value

RetryCount unsignedint Number of prior times an attempt was made to retry this session.
This MUST be zero if and only if the previous session, if any, completed
successfully, i.e. it will be reset to zero only when a session completes
successfully.

ParameterList ParameterValueStruct[] | Array of name-value pairs as specified in Table 14. This Parameter

MUST contain the name-value for the following Parameters:

1 Every Parameter for which the ACS has set the Notification attribute
to either Active Notification or Passive Notification whose value has
been modified by an entity other than the ACS since the last
successful Inform natification (including values modified by the CPE
itself).

1 Every Parameter defined in the corresponding Data Model as
requiring Forced Active Notification (regardless of the value of the
Notification attribute) for which the value has been modified by an
entity other than the ACS since the last successful Inform notification
(including values modified by the CPE itself).

9 Every Parameter defined in the corresponding Data Model as being
required in every Inform.

If a Parameter has changed more than once since the last successful
Inform notification, the Parameter MUST be listed only once, with only
the most recent value given. In this case, the Parameter MUST be
included in the ParameterList even if its value has changed back to the
value it had at the time of the last successful Inform.

Whenever the CPE is re-booted, or if the ACS URL is modified, the CPE
MAY at that time clear its record of Parameters pending notification due
to a value change (though, the CPE MUST retain the values of the
Notification attribute for all Parameters). If the CPE clears its record of
Parameters pending notification due to a value change, it MUST at the
same time discard the correspondi

If the value of at least one Parameter listed in the ParameterList has
been madified by an entity other than the ACS since the last successful
Inform notification to the same ACS, the Inform message MUST include
the Event Code A4 VALUE CHANGEO.
any of the Parameters that are listed due to being required in every
Inform. Otherwise, the Inform message MUST NOT include the
Event Code A4 VALUE CHANGEO.

I f the I nform message does includ
then the ParameterList MUST include only those Parameters that meet
one of the three criteria listed above. If the Inform message does not
include theHAMGBOWALBVE NG Code, t he
include additional Parameters at the discretion of the CPE.

Note that if the Inform message i
COMPLETE" EventCode, the CPE is not required to include in the
ParameterList any Parameters associated with results of the
corresponding diagnostic, and as
CHANGEO EventCode is also present
MUST include only those Parameters that meet one of the three criteria
listed above.

Table 3571 InformResponse arguments

Argument Type Description

ignored.

MaxEnvelopes unsignedint | This argument MUST be set to a value of 1 because this version of the protocol
supports only a single envelope per message, and on reception its value MUST be

Table 36 7 DeviceldStruct definition

Name Type Description

Manufacturer string(64) Manufacturer of the device (for display only).
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Name

Type

Description

Oul

string(6)

Organizationally unique identifier of the device manufacturer. Represented
as a six hexadecimal-digit value using all upper-case letters and including
any leading zeros. The value MUST be a valid OUI as defined in [10].

This value MUST remain fixed over the lifetime of the device, including
across firmware updates. Any change would indicate that it is a new device
and would therefore require a BOOTSTRAP Inform.

ProductClass

string(64)

Identifier of the class of product for which the serial number applies. That is,
for a given manufacturer, this Parameter is used to identify the product or
class of product over which the SerialNumber Parameter is unique.

This value MUST remain fixed over the lifetime of the device, including
across firmware updates. Any change would indicate that it is a new device
and would therefore require a BOOTSTRAP Inform.

SerialNumber

string(64)

Identifier of the particular device that is unique for the indicated class of
product and manufacturer.

This value MUST remain fixed over the lifetime of the device, including
across firmware updates. Any change would indicate that it is a new device
and would therefore require a BOOTSTRAP Inform.

Table 371 EventStruct definition

Name

Type

Description

EventCode

string(64)

Each value consists of an identifying character followed by a text description
of the cause. See Table 7 in Section 3.7.1.5 for event codes, handling rules,
and a syntax for specifying vendor-specific events.

The value of this Parameter is case sensitive and MUST exactly match
either one of the values defined in Table 7 in Section 3.7.1.5, or the vendor-
specific form also specified in that table.

CommandKey

string(32)

If the EventCode in this Event list entry corresponds to a cause in which a
CommandKey has been specified, this element MUST contain the value of
that CommandKey.

For this version of the specification, the following causes result in this
argument being set to the value of the CommandKey argument in the
originating method call:

fTSchedul el nform method
TReboot method (EventCode = AM Rebd
fDownl oad method QOCBwehb@dde¢ = @AM

fTSchedul eDownl oad method (Event Cods
fChangeDUState method (Event Code =
fTUpl oad method (EventCode = AM Upl g

For each of the above methods, the CommandKey value from the method
argument MUST appear in the Event array entry containing the EventCode
value shown above. For all other EventCode values defined in this
specification, the value of CommandKey MUST be an empty string.

(Event Code A4

The following fault codes are defined for this method: 8001, 8002, 8003, 8004,

An ACS
from whi

t hat

ch it

recei

ves an I nform wi

has not previously

t hhout
recei

a
v ed

EventCode MAY, at its discretion, respond with a fault code of 8003 (Invalid arguments).

TransferComplete

This method informs the ACS of the completion (either successful or unsuccessful) of a
file transfer initiated by an earlier Download, ScheduleDownload or Upload method call.
It MUST NOT be called for a file transfer that has been successfulbglsahvia a

CancelTransfer method call.
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This paragraph applies only when the file transfer was initiated via Download or Upload.
It does not apply to ScheduleDownload, which does not support downloading within the
same session. TransferComplete MUST ddked only when the associated Download or
Upload response indicated that the transfer had not yet completed at that time (indicated
by a nonzero value of the Status argument in the response). In such cases, it MAY be
called either later in the same seasn which the transfer was initiated or in any
subsequent session. Note that in order for it to be called within the same session in which
the transfer was initiated, the CPE will have been sent the InformResponse and
Download or Upload request whileoldRequests was true. When used, this method
MUST be called only after the transfer has successfully completed, and in the case of a
download, the downloaded file has been successfully applied, or after the transfer or
apply has failed. If this methodilig the CPE MUST NOT regard the ACS as having

been informed of the completion of the file transfer, and MUST attempt to call the
method again, either in the current session or in a new session, subject to the event
delivery rules of Sectio.7.1.5 The calling arguments for this method are defined in
Table38. The arguments in the response are defindciie 39.

Table 381 TransferComplete arguments

Argument Type Value

CommandKey string(32) Set to the value of the CommandKey argument passed to CPE in the Download,
ScheduleDownload or Upload method call that initiated the transfer.

FaultStruct FaultStruct | A FaultStruct as defined in Table 40. If the transfer was successful, the FaultCode is
set to zero. Otherwise a non-zero FaultCode is specified along with a FaultString
indicating the failure reason.

StartTime dateTime The date and time transfer was started in UTC. The CPE SHOULD record this
information and report it in this argument, but if this information is not available, the
value of this argument MUST be set to the Unknown Time value.

CompleteTime dateTime The date and time the transfer was fully completed and applied in UTC. The CPE
SHOULD record this information and report it in this argument, but if this information is
not available, the value of this argument MUST be set to the Unknown Time value.

Table 391 TransferCompleteResponse arguments

Argument Type Value

- void This method response has no arguments.

Table 407 FaultStruct definition

Name Type Value

FaultCode unsignedint | The numerical fault code as defined in Section A.5.1. In the case of a fault, allowed
values are: 9001, 9002, 9010, 9011, 9012, 9014, 9015, 9016, 9017, 9018, 9019, 9020.
A value of 0 (zero) indicates no fault.

FaultString string(256) | A human-readable text description of the fault. This field SHOULD be empty if the
FaultCode equals O (zero).

The following fault codes are defined for this method: 8000, 8001, 8002, 8003, 8004,
8005.
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A.3.3.3 AutonomousTransferComplete

This method informs the ACS of the completion (either successful or unsuccessful) of
file transfer that was not specifically requested by the ACS. When used, this method
MUST be called only after the transfer has successfully completed, and in the case of a
download, the downloaded file has been successfully applied, or after thertoans

apply has failed (e.g. a timeout expired). If this method fails, the CPE MUST NOT
regard the ACS as having been informed of the completion of the file transfer, and
MUST attempt to call the method again, either in the current session or in assemse
subject to the event delivery rules of Section 3.7.1.5. The calling arguments for this
method are defined ifiable41l. The arguments in the response are definddibie42.

Table 417 AutonomousTransferComplete arguments

Argument Type Value

AnnounceURL string(1024) | The URL on which the CPE listened to the announcements that led to this transfer
being performed, or an empty string if this transfer was not performed as a result
of an announcement, or if no such URL is available.

TransferURL string(1024) | The URL from or to which this transfer was performed, or an empty string if no
such URL is available.

IsDownload boolean Indicates whether the autonomous transfer was a download (true) or an upload
(false).
FileType string(64) An integer followed by a space followed by the file type description. Only the

following values are currently defined for the FileType argument:
"1 Firmware Upgrade Image" (download only)
"2 Web Content" (download only)

i3 Vendor Configuration Fileo (down
upload]

i4 Vendor Log Filedo (upload only) [
id4 Tone Fileod ( 5AppéndxaB) onl y; see
A5 Ringer Fil esee[@5AppendixBlad onl y;

i6 Vendor Configuration File <i>0 (
A7 Vendor Log File <i>d (upload onl

For fi6 Vendor Configurati oninstancé e <i
Number from the Vendor Config File Object as defined in the appropriate
Root Data Model. The Instance Number corresponds to that of the entry in
the vendor config file table that the CPE uploaded.

For A7 Vendor Log Fi l e InstaneedNumberifrom thes
Vendor Log File Object as defined in the appropriate Root Data Model. The
Instance Number corresponds to that of the entry in the vendor log file table
that the CPE uploaded.

The following format is defined to allow the unique definition of vendor-specific file
types:
"X <VENDOR> <Vendor-specific identifier>"

<VENDOR> is replaced by a unique vendor identifier, which MAY be either an

OUI or a domain name. The OUI or domain name used for a given vendor-
specific file type MUST be one that is assigned to the organization that defined
this method (which is not necessarily the same as the vendor of the CPE or ACS).
An OUI is an organizationally unique identifier as defined in [10], which MUST be
formatted as a 6 hexadecimal-digit OUI (organizationally unique identifier), with all
upper-case letters and any leading zeros included. A domain name MUST be
upper case with each dot (A.o0) replac

FileSize unsignedint | The size of the file in bytes, or zero if this information is not available or if the CPE
chooses not to make it available.

TargetFileName string(256) The name of the file on the target (CPE) file system, or an empty string if this
information is not available or if the CPE chooses not to make it available.
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Argument Type Value

FaultStruct FaultStruct A FaultStruct as defined in Table 40. If the transfer was successful, the FaultCode
is set to zero. Otherwise a non-zero FaultCode is specified along with a
FaultString indicating the failure reason.

StartTime dateTime The date and time transfer was started in UTC. The CPE SHOULD record this
information and report it in this argument, but if this information is not available,
the value of this argument MUST be set to the Unknown Time value.

CompleteTime dateTime The date and time the transfer was fully completed and applied in UTC. The CPE
SHOULD record this information and report it in this argument, but if this
information is not available, the value of this argument MUST be set to the
Unknown Time value.

Table 427 AutonomousTransferCompleteResponse arguments

Argument Type Value

- void This method response has no arguments.

The following fault codes are defined for this method: 8000, 8001, 8002, 8003, 8004,
8005.

Optional RPC Messages

CPE Methods

The methods listenh this Section MAY optionally be supported on a CPE device. Only
an ACS can call these methods.

GetQueuedTransfers

Notei this method is DEPRECATED in favor of GetAllQueuedTransfers [Section
A4.1.7.

This mehod MAY be used by an ACS to determine the status of previously requested
downloads or uploads. The calling arguments for this method are defimadle®3.
The arguments in the response are defindichbiie44.

Table 431 GetQueuedTransfers arguments

Argument Type Description

- void This method has no calling arguments.

Table 441 GetQueuedTransfersResponse arguments

Argument Type Description

TransferL st QueuedTransferStruct[16] | Array of structures as defined in Table 45, each describing the state of
one transfer that the CPE has been instructed to perform, but has not
yet been fully completed.

Table 4571 QueuedTransferStruct definition

Name Type Description

CommandKey | string(32) | Set to the value of the CommandKey argument passed to CPE in the Download or Upload
method call that initiated the transfer.
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Name Type Description

State int[1:3] The current state of the transfer. Defined values are:
1 = Not yet started
2 = In progress
3 = Completed, finishing cleanup

All other values are reserved.

The following fault codes are defined for this method: 9000, 9001, 9002.

A.4.1.2 Schedulelnform

This method MAY be used by an ACS to requbstCPE to schedule a otime Inform
method call (separate from its periodic Inform method calls) sometime in the future. The
calling arguments for this method are definedale46. The arguments in the response
are definedn Table47.

Table 461 Schedulelnform arguments

Argument Type Description

DelaySeconds unsignedint | The number of seconds from the time this method is called to the time the CPE is
requested to initiate a one-time Inform method call. The CPE sends a response, and
then DelaySeconds later calls the Inform method. This argument MUST be greater
than zero.

CommandKey string(32) The string to return in the CommandKey element of the InformStruct when the CPE
calls the Inform method.

The value of the CommandKey is entirely at the discretion of the ACS and MAY be
an empty string.

Table 471 SchedulelnformResponse arguments

Argument Type Description

- void This method response has no arguments.

The following fault codes are defined for this method: 9000, 9001, 9002, 9003.

A.4.1.3 SetVouchers

Noteit hi s met hod, as part of the Avoucher me:
DEPRECATED in favor of the fASoftware Modul
descriled in Appendix Il / TR57 Amendment[29].

This method MAY be used by an ACS to set one or more option Vouchers in the CPE.
The calling arguments for this method are definetiable48. The argumets in the
response are defined Trable49.

Table 481 SetVouchers arguments

Argument Type Description

VoucherList base64[] | Array of Vouchers, where each Voucher is represented as a Base64 encoded octet string.
The detailed structure of a Voucher is defined in Annex C.
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Table 491 SetVouchersResponse arguments

Argument Type Description

- void This method response has no arguments.

The following fault ©des are defined for this method: 9000, 9001, 9002, 9003, 9004.

GetOptions

Noteit hi s met hod, as part of the Avoucher me
DEPRECATED in favor of the ASoftware Modul
described in Appendix Il / TB®7 Amendment [29].

This method MAY be used by an ACS to obtain a list of the options currently set in a
CPE, and their associated state information. The calling arguments for this method are
defined inTable50. The arguments in the response are defind@bie51.

Table 501 GetOptions arguments

Argument Type Description

OptionName string(64) | A string representing either the name of a particular Option, or an empty string indicating
the method SHOULD return the state of all Options supported by the CPE (whether or not
they are currently enabled).

Table 511 GetOptionsResponse arguments

Argument Type Description

OptionList OptionStruct[] | Array of OptionStructs as defined in Table 52, containing either a single OptionStruct if
information about a particular Option was requested, or a list of OptionStructs, one for
each option supported by the CPE.

Table 521 OptionStruct definition

Name Type Description

OptionName string(64) Identifying name of the particular Option.

VoucherSN unsignedint Identifying number of the particular Option.

State unsignedint A number formed by two bits, defined as follows:
Bit 0 (LSB):

0 = Option is currently disabled

1 = Option is currently enabled
Bit 1:

0 = Option has not been setup

1 = Option has been setup

The interpretation of the setup state of an Option is Option-specific, but in
general is to be interpreted as indicating whether the end-user has
actively performed any actions required to make the Option fully
operational.

Mode int[0:2] This element specifies whether the designated Option is enabled or
disabled; and if enabled, whether or not an expiration has been specified.
The defined values are:

0 = Disabled
1 = Enabled with expiration
2 = Enabled without expiration
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Name Type Description

StartDate dateTime The specified start date for the Option in UTC. If in the future, this is the
date the Option is to be enabled. If in the past, this is the date the Option
was enabled.

This element applies only when the value of the Mode element is 1
(Enabled with expiration). When the Mode element has any other value,
StartDate MUST be set to the Unknown Time value.

ExpirationDate dateTime The specified date the Option is to expire in UTC, if any.

This element applies only when the value of the Mode element is 1
(Enabled with expiration). When the Mode element has any other value,
ExpirationDate MUST be set to the Unknown Time value.

IsTransferable boolean Indicates whether or not the Option has been designated transferable or
non-transferable (see Annex C). Defined values are:

0 = Non-transferable
1 = Transferable

The following fault cales are defined for this method: 9000, 9001, 9002, 9003.

A.4.15 Upload

This method MAY be used by the ACS to cause the CPE to upload a specified file to the
designated location. The calling arguments for this method are defimedl#b3. The
arguments in the response are definetlahle54.

If the file cannot be successfully uploaded, the CPE MUST NOT attempt to retry the file
upload on its own initiative, but instead MUST report the failure of the uplote tACS

via either the Upload response (if it has not yet been sent) or the TransferComplete
method. Upon the ACS being informed of the failure of an upload, the ACS MAY
subsequently attempt to reinitiate the upload by issuing a new Upload request.

If the CPE receives one or more Upload requests before performing a previously
requested upload, the CPE MUST queue all requested uploads and perform each of them
as closely as possible to the requested time (based on the value of the DelaySeconds
argument andhie time of the request). Queued uploads MUST be retained across reboots
of the CPE. The CPE MUST be able to queue a minimum of three file transfers
(downloads and uploads).

For each upload performed, the CPE MUST send a distinct TransferCompletehatiote
the order in which a series of requested uploads will be performed might differ from the
order of the corresponding requests due to differing values of DelaySeconds. For
example, an ACS could request an upload with DelaySeconds equal to onedrour, th
five minutes later request a second upload with DelaySeconds equal to one minute. In
this case, the CPE would perform the second upload before the first.

Table 531 Upload arguments

Argument Type Description

CommandKey string(32) The string the CPE uses to refer to a particular upload. This argument is referenced
in the methods Inform, TransferComplete, GetQueuedTransfers,
GetAllQueuedTransfers and CancelTransfer.

The value of the CommandKey is entirely at the discretion of the ACS and MAY be
an empty string.
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Argument

Type

Description

FileType

string(64)

An integer followed by a space followed by the file type description. Only the
following values are currently defined for the FileType argument:

1 Vendor Configuration Fileo [DEPRE
2 Vendprirl o gl DEPRECATED]

3 Vendor Configuration File <i>0

4 Vendor Log File <i>o0

jum 1 S 1 S | S 1

For A3 Vendor Confi gur at i oninstarncé Numbei >
from the Vendor Config File object as defined in the appropriate Root Data
Model. The CPE uploads the file that corresponds to that entry in the vendor
config file table.

For A4 Vendor Log Fi |l e InstaneedNumberifrom thes
Vendor Log File object as defined in the appropriate Root Data Model. The
CPE uploads the file that corresponds to that entry in the vendor log file table.

The following format is defined to allow the unique definition of vendor-specific file
types:
"X <VENDOR> <Vendor-specific identifier>"

<VENDOR?> is replaced by a unique vendor identifier, which MAY be either an OUI or
a domain name. The OUI or domain name used for a given vendor-specific file type
MUST be one that is assigned to the organization that defined this method (which is
not necessarily the same as the vendor of the CPE or ACS). An OUl is an
organizationally unique identifier as defined in [10], which MUST be formatted as a 6
hexadecimal-digit OUI (organizationally unique identifier), with all upper-case letters
and any leading zeros included. A domain name MUST be upper case with each dot
(A.0) replaced with a hyphen or under sg
The FileType argument is intended to fully identify the file to be uploaded. If the
standard values listed above are insufficient to uniquely identify the file, then vendor-
specific file types MAY be used that provide more specific information to allow the
intended file to be identified.

URL

string(256)

URL, as defined in [12], specifying the destination file location. HTTP and HTTPS
transports MUST be supported. Other optional transports, as specified in Section
2.3.2, MAY be supported. When performing an upload to the URL specified by this
argument, the CPE MUST make use of the HTTP PUT method.

This argument specifies only the destination file location, and does not indicate in any
way the name or location of the local file to be uploaded. The local file to be
uploaded MUST be determined only by the FileType argument.

This URL MUST NOT include the fAl3erinfaqg

Username

string(256)

Username to be used by the CPE to authenticate with the file server. This string is
set to the empty string if no authentication is required.

Password

string(256)

Password to be used by the CPE to authenticate with the file server. This string is
set to the empty string if no authentication is required.

DelaySeconds

unsignedint

The number of seconds from the time this method is called to the time the CPE is
requested to initiate the upload. A value of zero indicates that no delay is requested.
If a non-zero delay is requested, the upload MUST NOT occur in the same
transaction session in which the request was issued.

The CPE MUST perform the upload immediately after the time indicated by
DelaySeconds, unless this is not possible
which case the CPE MUST attempt to perform the upload within one hour after the
time indicated by DelaySeconds. If the CPE cannot begin the upload within this time
window, the CPE MUST consider the upload to have failed and report this failure to
the ACS using the TransferComplete method.

The CPE MUST attempt to perform the upload within the time window specified
above even if the CPE reboots one or more times prior to that time.
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Table 541 UploadResponse arguments

Argument Type Description
Status int[0:1] A successful response to this method returns an integer enumeration defined as
follows:

0 = Upload has completed.

1 = Upload has not yet completed (for example, if the upload needs to wait until after
the session has been terminated).

If the value of this argument is non-zero, the CPE MUST subsequently call the

TransferComplete method to indicate the completion status of this upload (either

successful or unsuccessful) either later in the same session or in a subsequent session.

StartTime dateTime | The date and time upload was started in UTC. This need only be filled in if the upload
has been completed. Otherwise, the value MUST be set to the Unknown Time value.

CompleteTime dateTime | The date and time the upload was fully completed and applied in UTC. This need only
be filled in if the upload has been completed. Otherwise, the value MUST be set to the
Unknown Time value.

The following fault codes ardefined for this method: 9000, 9001, 9002, 9003, 9004,
9011, 9012, 9013.

If an attempt is made to queue an upload when the file transfer queue is already full, the

CPE MUST respond with fault 9004 (Resources exceeded). If the CPE detects the
presencedf he Auserinfoo component in the file de
Upload request with the fault code 9003 (Invalid arguments).

A.4.1.6 FactoryReset

This method resets the CPE to its factory default state, and calls for use with extreme
caution. The CPBIUST initiate the factory reset procedure only after successful
completion of the session. The calling arguments for this method are defihaol@®5.
The arguments in the response are defindichbiie56.

Table 551 FactoryReset arguments

Argument Type Description

- void This method has no arguments.

Table 56 1 FactoryResetResponse arguments

Argument Type Description

- void This method response has no arguments.

The following fault codes are defined for this method: 9000, 9001, 9002, 9003.

A.4.1.7 GetAllQueuedTransfers

This method MAY be used by an ACS to determine the status of all queued downloads
and uploads, including any that were not specifically retpaeby the ACS, i.e.
autonomous transfers. The calling arguments for this method are defifalolé®7.

The arguments in the response are definddabie58.

Table 571 GetAllQueuedTransfers arguments

Argument Type Description

- void This method has no calling arguments.
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Table 581 GetAllQueuedTransfersResponse arguments

Argument

Type

Description

TransferList

AllQueuedTransferStruct[16] | Array of structures as defined in Table 59, each describing the state

of one transfer that has not yet been fully completed.

Table 591 AllQueuedTransferStruct definition

Name

Type

Description

CommandKey

string(32)

Set to the value of the CommandKey argument passed to CPE in the Download,
ScheduleDownload or Upload method call that initiated the transfer, or an empty
string for an autonomous transfer.

State

int[1:3]

The current state of the transfer. Defined values are:
1 = Not yet started
2 = In progress
3 = Completed, finishing cleanup

All other values are reserved.

IsDownload

boolean

Indicates whether the transfer is a download (true) or an upload (false).

FileType

string(64)

An integer followed by a space followed by the file type description. Only the
following values are currently defined for the FileType argument:

"1 Firmware Upgrade Image" (download only)

"2 Web Content" (download only)

i3 Vendor Configuration Fileo (down
upload]

4 Vendor Log Fileo (upload only) [
4 Tone Fileo ( (2B)AppéndxeBJ onl y; see
5 Ringer Fileo [e5iAppendixBad only; see
6 Vendor Configurathon File <i>0 (
7 Vendor Log File <i>0 (upload onl

jum 1 B 1 Jien 1§

jun 1 B 13

For fi6 Vendor Confi gur at i o nlnstancé Number
from the Vendor Config File object as defined in the appropriate Root Data
Model. The Instance Number corresponds to that of the entry in the vendor
config file that the CPE had been instructed to upload.

For A7 Vendor Log Fi |l e InstaneedNumberifrom thes
Vendor Log File object as defined in the appropriate Root Data Model. The
Instance Number corresponds to that of the entry in the vendor log file table
that the CPE had been instructed to upload.

The following format is defined to allow the unique definition of vendor-specific file
types:
"X <VENDOR> <Vendor-specific identifier>"

<VENDOR> is replaced by a unique vendor identifier, which MAY be either an

OUI or a domain name. The OUI or domain name used for a given vendor-
specific file type MUST be one that is assigned to the organization that defined
this method (which is not necessarily the same as the vendor of the CPE or ACS).
An OUl is an organizationally unique identifier as defined in [10], which MUST be
formatted as a 6 hexadecimal-digit OUI (organizationally unique identifier), with all
upper-case letters and any leading zeros included. A domain name MUST be
upper case with each dot (f.0) replac

FileSize

unsignedint

The size of the file in bytes, or zero if this information is not available or if the CPE
chooses not to make it available.

Targ etFileName

string(256)

The name of the file on the target (CPE) file system, or an empty string if this
information is not available or if the CPE chooses not to make it available.

The following fault codes are defined for this method: 9000, 9001, 9002.
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A.4.1.8 ScheduleDownload

Notei the functionality provided by this method overlaps that of the Download method [Section
A.3.2.8]. Unlike Download, this method provides fgrained control over when the download

can be performed and applied. Also, this methaesdwt permit a file to be downloaded and
applied within the same session.

This method MAY be used by the ACS to cause the CPE to download a specified file
from the designated location and applwithin either one or two specified time
windows. The CPE MST support two time windows. The calling arguments for this
method are defined ihable60. The arguments in the response are defindéioie61.

When a download is initiated using this method, th& ®RJST indicate successful or
unsuccessful completion of the download via a TransferComplete message sent in a
subsequent session.

The CPE MUST only indicate successful completion of the download after the

downloaded file has been both successfully trarefleand applied. While the criterion

used to determine when a file has been succe
implementation, the CPE SHOULD consider a downloaded file to be successfully applied

only after the file is installed and in use atended.

In the particular case that the downloaded file is a software image, the CPE MUST
consider the downloaded file to be successfully applied only after the new software image
is actually installed and operational. If the software image replacesé¢nal software

of the CPE (which would typically require a reboot to install and begin execution), the
software version represented in ata ModelMUST already reflect the updated

software image in the session in which the CPE sends a TransferComgileténg

successful download.

If the file cannot be successfully downloaded or applied within the boundaries of the
specified time windows, the CPE MUST NOT attempt to retry the file download on its
own initiative, but instead MUST report the failuretioé download to the ACS. Upon
the ACS being informed of the failure of a download, the ACS MAY subsequently
attempt to reinitiate the download by issuing a new ScheduleDownload request.

If an unrecoverable error occurs during a download, e.g. the fi® @ccessible or is
corrupted, the file transfer MUST be aborted, even if the failure occurred on the first of
two time windows.

If the CPE receives one or more Download or ScheduleDownload requests before
performing a previously requested download,@RE MUST queue all requested

downloads and perform each of them as closely as possible to the requested time (based
on the values of WindowStart in the time windows and the time of the request). Queued
downloads MUST be retained across reboots and firmwageades of the CPE. The

CPE MUST be able to queue a minimum of three file transfers (downloads and uploads).

For each download performed, the CPE MUST send a distinct TransferComplete. Note
that the order in which a series of requested downloads eviebformed might differ

from the order of the corresponding requests due to differing time windows. For
example, an ACS could request a download with a time window starting in one hour, then
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five minutes later request a second download with a time wirstiaiing in one minute.

In this case, the CPE would perform the second download before the first.

Al | modi fications to a CPEOGs conf

method MUST be retained across reboots of the CPE.

gur atii

If (and only if) the file transfer does not impact subscriber services, a CPE MAY transfer
the file outside of a time window. For example, this might be the case for CPE which use
Multicast streams for downloads. However, the CPE MUST never apply a downloaded

file outside @ a time window.

Table 601 ScheduleDownload arguments

Argument

Type

Description

CommandKey

string(32)

The string the CPE uses to refer to a particular download. This argument is
referenced in the methods Inform, TransferComplete, GetQueuedTransfers,
GetAllQueuedTransfers and CancelTransfer.

The value of the CommandKey is entirely at the discretion of the ACS and MAY be
an empty string.

FileType

string(64)

An integer followed by a space followed by the file type description. Only the
following values are currently defined for the FileType argument:

"1 Firmware Upgrade Image"

"2 Web Content”

A3 Vendor Configuration Fileo

A4 Tone 2b6]AgendiXB) e e

i5 Ri nger[29FApbeadixB) s e e
The following format is defined to allow the unique definition of vendor-specific file
types:

"X <VENDOR> <Vendor-specific identifier>"

<VENDOR> is replaced by a unique vendor identifier, which MAY be either an OUI
or a domain name. The OUI or domain name used for a given vendor-specific file
type MUST be one that is assigned to the organization that defined this method
(which is not necessarily the same as the vendor of the CPE or ACS). An OUl is an
organizationally unique identifier as defined in [10], which MUST be formatted as a 6
hexadecimal-digit OUI (organizationally unique identifier), with all upper-case letters
and any leading zeros included. A domain name MUST be upper case with each
dot ¢épfacedwith a hyphen or underscore.

If and only if the CPE supports downloading of firmware images using the
ScheduleDownload method, the CPE MUST support the "1 Firmware Upgrade
Image" FileType value. All other FileType values are OPTIONAL.

The FileType value of "2 Web Content" is intended to be used for downloading files
that contain only we bbasedusdr iatarface.f ~OGPE that C P
supports a web-based user interface and allows the content to be downloaded from
the ACS via the ScheduleDownload method as a distinct file containing only web
content SHOULD use the FileType value of "2 Web Content" when performing such
a download. A CPE that supports a web-based user interface and allows the

content to be downloaded from the ACS MAY instead include web content as part of
its firmware upgrade image, or use some other means to update the web content in
the CPE. Such a CPE need not support the FileType value of "2 Web Content".

URL

string(256)

URL, as defined in [12], specifying the source file location. HTTP and HTTPS
transports MUST be supported. Other optional transports, as specified in Section
2.3.2, MAY be supported.

If the CPE receives multiple ScheduleDownload requests with the same source
URL, the CPE MUST perform each download as requested, and MUST NOT
assume that the content of the file to be downloaded is the same each time.

This URL MUST NOT include the fAf3.erinf

Username

string(256)

Username to be used by the CPE to authenticate with the file server. This string is
set to the empty string if no authentication is required.

Password

string(256)

Password to be used by the CPE to authenticate with the file server. This string is
set to the empty string if no authentication is required.
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Argument Type Description

FileSize unsignedint | The size of the file to be downloaded in bytes.

The FileSize argument is intended as a hint to the CPE, which the CPE MAY use to
determine if it has sufficient space for the file to be downloaded, or to prepare space
to accept the file.

The ACS MAY set this value to zero. The CPE MUST interpret a zero value to
mean that that the ACS has provided no information about the file size. In this case,
the CPE MUST attempt to proceed with the download under the presumption that
sufficient space is available, though during the course of download, the CPE might
determine otherwise.

The ACS SHOULD set the value of this Parameter to the exact size of the file to be
downloaded. If the value is non-zero, the CPE MAY reject the ScheduleDownload
request on the basis of insufficient space.

If the CPE attempts to proceed with the download based on the value of this
argument, but the actual file size differs from the value of this argument, this could
result in a failure of the download. However, the CPE MUST NOT cause the
download to fail solely because it determines that the value of this argument is

inaccurate.
TargetFile - string(256) The name of the file to be used on the target file system. This argument MAY be left
Name empty if the target file name can be extracted from the downloaded file itself, or from

the URL argument, or if no target file name is needed. If this argument is specified,
but the target file name is also indicated by another source (for example, if it is
extracted from the downloaded file itself), this argument MUST be ignored. If the
target file name is used, the downloaded file would replace any existing file of the
same name (whether or not the CPE archives the replaced file is a local matter).

If present, this Parameter is treated as an opaque string with no specific
requirements for its format. That is, the TargetFileName value is to be interpreted
based on t he -spekifie flesnamimgrcahwentions. Note that this
specification does not preclude the wus
path can be specified as part of the file name.

TimeWindow - TimeWin- This structure defines the time window(s) during which the CPE MUST perform and
List dowsStr- apply the download. As noted earlier, if a file transfer does not generate additional
uct[1:2] network traffic and does not impact subscriber services, the CPE is permitted to

perform (but not apply) the download outside of a time window.

A CPE MUST be able to accept a request with either one or two TimeWindowStruct
elements.

The time windows MUST NOT overlap, i.e. if there are two time windows, the
second windowdés WindowStart value has
windowbs Wi ndowEnd value.

Table 611 ScheduleDownloadResponse arguments

Argument Type Description

- void This method response has no arguments.

Table 6217 TimeWindowStruct definition

Name Type Description

WindowStart unsignedint Start of this time window as an offset in seconds after receiving the
download request. An offset is used in order to avoid a
dependence on absolute time.

WindowEnd unsignedint End of this time window as an offset in seconds after receiving the
download request. An offset is used in order to avoid a
dependence on absolute time.
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Name Type Description

WindowMode string(64) An integer followed by a space followed by the time window mode
description. The following values are currently defined:

1 At A:ny Ti me

2 | mmedi atelyo

3 When Idl eo

4 Confirmation Neededo

The following format is defined to allow for the unique definition of
vendor-specific time window modes:

AiX <VENDOR> <Vendor specific

<VENDOR> is replaced by a unique vendor identifier, which MAY
be either an OUI or a domain name. The OUI or domain name
used for a given vendor-specific file type MUST be one that is
assigned to the organization that defined this method (which is not
necessarily the same as the vendor of the CPE or ACS). An OUI

is an organizationally unique identifier as defined in [10], which
MUST be formatted as a 6 hexadecimal-digit OUI (organizationally
unique identifier), with all upper-case letters and any leading zeros
included. Adomainname MUST be upper ca
replaced with a hyphen or underscore.

WindowMode specifies when within this time window the CPE is
permitted to perform and apply the download. As noted earlier, if a
file transfer does not impact subscriber services, the CPE is
permitted to perform (but not apply) the download outside of a time
window.

The CPE MUST support Al At Any
CPE MAY perform and apply a download at any time during the
time window even if this results in interruption of service for the
subscriber.

The CPE MUST support fA2 | mmedi
CPE MUST perform and apply a download immediately at the start
of the time window even if this results in interruption of service for
the subscriber.

The CPEMUST support A3 When | dl eo.
interruption of service from the subscriber standpoint MUST NOT
occur during the time window. How the CPE determines this is
outside the scope of this specification.

The CPE MAY support 04 THsanedns thamé
the CPE MUST ask for and receive confirmation before performing
and applying the download. It is outside the scope of this
specification how the CPE asks for and receives this confirmation.
If confirmation is not received, this time window MUST NOT be

ot Dt

jm 1 Jien 1§

used.

UserMessage string(256) A message to the user of the CPE, to inform him about a download
request. The CPE MAY use this message when seeking
confirmation from the user, e.

Confirmation Neededo.

When there is no need for such a message, it SHOULD be empty
and MUST be ignored.

The maximum number of retries for downloading and/or applying
the file before regarding the transfer as having failed. Refers only
to this time window (each time window can specify its own value).
A value of O means fANo ret-ties
means fAthe CPE determines the
CPE can use its own retry policy, not that it has to retry forever.

MaxRetries int

The following fault codes are definéal this method: 9000, 9001, 9002, 9003, 9004,
9010, 9013.

I f an attempt i s made to queue an addi
is already full, the CPE MUST respond with fault 9004 (Resources exceeded). If the
CPE detectsthepresered t he Auseri nf oo component
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overlapping or otherwise invalid time windows (including zero windows supplied, or
unsupported time window modes), it SHOULD reject the Sch&dwimload request

with the fault code 9003 (Inlid arguments). If the CPE rejects the ScheduleDownload
request because the FileSize argument exceeds the available space on the device, it
MUST use the Download Failure (9010) fault code.

CancelTransfer

This method MAY be used by the ACS to cause the oR&ncel a file transfer initiated
by an earlier Download, ScheduleDownload or Upload method call. The
TransferComplete method is not called for a file transfer that has successfully been
canceled. The calling arguments for this method are definEahie63. The arguments
in the response are definedTiable64.

Table 631 CancelTransfer arguments

Name Type Description
CommandKey string(32) IThe command key that was provided in the original Download,
Upload or ScheduleDownload RPC.

Table 641 CancelTransferResponse arguments

Name Type Description
oid 'This method response has no arguments

The following fault codes are defined for this method: 9@UM1, 9004, 9021.

The CPE might be unable to cancel an active transfer, e.g. the file might currently be
being downloaded in an uninterruptible way, or the CPE might be just about to apply the
downloaded file. In this case, the CPE MUST respond witlh $821 (Cancelation of

file transfer not permitted in current transfer state). If the ACS is planning to cancel
transfers, it SHOULD use a unigue command key for each transfer. However, if the
command key matches more than one transfer, the CPE MUSTipatio cancel all the
matching transfers, and MUST respond with fault 9021 (described above) if it is unable
to cancel all of them, in which case it SHOULD cancel as many matching transfers as it
can. Itis not an error to specify an invalid command key.

A.4.1.10 ChangeDUState

Appendix Il / TR157 Amendment [29] details a Theory of Operation for Software Module
Management, including defining the implicit and explicit state transitions for a DU.

This method MAY be used by an ACS tager the explicit state transitions of Install,
Update, and Uninstall for a Deployment Unit (DU), i.e. installing a new DU, updating an
existing DU, or uninstalling an existing DU. The calling arguments for this method are
defined inTable65. The arguments in the response are defind@bie66.

When a DU state change is initiated using this method the CPE MUST indicate
successful or unsuccessful completion of the state change via the
DUStateChangeCoptete method sent in a subsequent session or via a CWMP fault sent
within the same session.
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The ChangeDUState method MUST include one or more DU operations within a single
method call, where a DU operation is described by one of the three types of aperatio
structures (OperationStruct) that are define@iable67. There MUST, however, be only

one resultant DUStateChangeComplete method for each ChangeDUState method issued
by the ACS, and the DUStateChangeComplete MUST contagastt bne result for each
operation, including both successful and unsuccessful operations. The CPE MAY apply
the operations in any order it chooses, but it MUST report the results for each operation
in the same order as they were sent in the requetste KCS wants to effect multiple

state transitions for the same DU, then it SHOULD utilize multiple ChangeDUState

RPCs to do so.

Regardless of the order in which the operations are applied, the CPE MUST complete
each operation within one hour. If the CBEInable to do so, it MUST consider that
specific operation in error and send the appropriate FaultStruct in the resulting
DUStateChangeéomplete method call.

The CPE MUST send the related DUStateChangeComplete RPC within 24 hours of
responding to the ChgeDUState method. If the CPE has not been able to complete all
of the operations within that 24 hour time window, it MUST consider the remaining
operations in error and send the appropriate FaultStruct within the resulting
DUStateChangeComplete RPC.

If the ACS sends a request that contains more operation structures than the CPE can

handl e, the CPE MAY respond with a AResource
CPE MUST, however, be able to accept a minimum of sixteen (16) operation structures
withinasigl e request without issuing a AResource

If a DU state change fails, the CPE MUST NOT attempt to retry the state change on its
own initiative, but instead MUST report the failure of the operation to the ACS using the
DUStateChageComplete method. Upon the ACS being informed of operation failure
the ACS MAY subsequently attempt to reinitiate the DU state change by issuing a new
ChangeDUState request.

Each DU operation contains an argument called UUID, which enables an ACS to

uniquely identify a DU across CPE. The UUID is also a part of the Deployment Unit
tableds unique key, along with the version o
the DU is installed against. The format of the UUID and rules for generating the UUID

are defined in RFC 412[34]. Additional rules for generating the UUIDs for Software

Module Management are defined in Annex H. If the rules defined in RFC 4122 and

Annex H are adhered to, both an ACS and a CPE will generaguaralent UUID.

Al | modi fications to a CPE6s configuration r
method MUST be retained across reboots of the CPE.

Table 651 ChangeDUState Arguments

Argument Type Description

Operations OperationStruct[] | The set of DU-related operations to be performed. The argument can contain any
combination of the various OperationStruct types.

CommandKey | string(32) The string the CPE uses to refer to a particular ChangeDUState. This argument is
referenced in the methods Inform and DUStateChangeComplete. The value of the
CommandKey is entirely at the discretion of the ACS and MAY be an empty string.

July 2011 © The Broadband ForunAll rights reserved. Pagell2 of 190



CPE WAN Management Protocol

TR-0691ssuel Amendment 4

Table 66 1 ChangeDUStateResponse Arguments

Argument

Type

Description

void

This method response has no arguments.

Table 67 1 OperationStruct Types

Name Type Description

InstallOpStruct OperationStruct | This is a type of OperationStruct used to Install new DUs on an Execution
Environment.

UpdateOpStruct OperationStruct | This is a type of OperationStruct used to Update existing DUs on an
Execution Environment.

UninstallOpStruct OperationStruct | This is a type of OperationStruct used to Uninstall existing DUs from an
Execution Environment.

The three Operation$ict types in this table correspond to the three different explicit
actions defined in the State Diagram in Appendix Il £T3%¥ Amendment £9]. These
are the structures that are allowed to appear in the Operations argtithent o

ChangeDUState RPC.

Table 681 InstallOpStruct Definition

Name

Type

Description

URL

string(1024)

The URL, as defined in RFC 3986 [12], that specifies the location of the DU to
be installed. HTTP and HTTPS transports MUST be supported. Other optional
transports, as specified in Section 2.3.2, MAY be supported. If the CPE receives
multiple Install requests with the same source URL, the CPE MUST perform
each Install as requested, and MUST NOT assume that the content of the file to
be downloaded is the same each time.

This URL MUST NOT
[12].

include the i RECES986 1

UuID

string(36)

The UUID (see RFC 4122 [34] and Annex H) of the DU to be installed. The ACS
MAY send down an empty string in which case the CPE MUST generate the
UUID based on the rules defined in RFC 4122 [34] and Annex H.

Username

string(256)

Username to be used by the CPE to authenticate with the file server, if
authentication is required.

Password

string(256)

Password to be used by the CPE to authenticate with the file server, if
authentication is required.

ExecutionEnvRef

string(256)

A reference to the Execution Environment upon which the DU is to be installed.
This argument is the Path Name of the Execution Environment Object instance,
including its Instance Identifier. The PathNameMUST end wit h a
the Instance Identifier of the Object.

If this string is either not provided or sent in as an empty string, the CPE MUST
choose which Execution Environment to use.

Table 691 UpdateOpStruct Definition

Name Type Description

UuID string(36) The UUID (see RFC 4122 [34] and Annex H) of the existing DU that is to be updated.

Version string(32) The Version indicates which version of the DU to update when there are multiple versions
available. If there are multiple versions available, this argument MUST be specified.
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Name Type Description

URL string(1024) | The URL, as defined in RFC 3986 [12], that specifies the location of the update to be
applied to the existing DU(s). HTTP and HTTPS transports MUST be supported. Other
optional transports, as specified in Section 2.3.2, MAY be supported. If the CPE receives
an Update request with the same source URL as a previous Update or Install, the CPE
MUST perform each Update as requested, and MUST NOT assume that the content of the
file to be downloaded is the same each time.

This URL MUST NOT include the i RRCS986[dX.00

Username | string(256) Username to be used by the CPE to authenticate with the file server, if authentication is
required.

Password string(256) Password to be used by the CPE to authenticate with the file server, if authentication is
required.

The combination of the UUID and URL determine which DU(s) will be updated. There
are four possibilities (NOTE: if the URL is empty then the Username and Password
SHOULD also be empty):

1 UUID populated, URL empty: The CPE MUST Update the DU with the matching UUID based on
its internal URL (the CPE SHOULD use the credentials that weteitsed to Install or Update
this DU)

1 UUID empty, URL populated: The CPE MUST Update the DU that last used the URL at either
Install or Update (i.e. matches the URRrametein the DeploymentUnit.{i}. table)

1 UUID populated, URL populated: The CPE MUST Upelithe DU with the matching UUID and
update its internal URL

1 UUID empty, URL empty: The CPE MUST Update all DUs based on their internal URL (the CPE
SHOULD use the credentials that were last used to Install or Update the DU)

Note that because this optifldUID empty, URL empty] is intended to update all DUs, the
Version MUST NOT be specified. If the Version is specified, the CPE SHOULD consider this
operation in fault using 9003 as the fault code.

Table 701 UninstallOpStruct Definition

Name Type Description

uUuiD string(36) The UUID (see RFC 4122 [34] and Annex H) of the existing DU that is to be
uninstalled.

Version string(32) The version of the DU to be uninstalled. If this argument is not provided or is an

empty string, all versions of the DU with the corresponding UUID are uninstalled.

ExecutionEnvRef string(256) | A reference to the Execution Environment that the DU is to be uninstalled from.
This argument is the Path Name of the Execution Environment Object instance,
including its Instance Identifier. The PathName MUST end wi t h a
the Instance Identifier of the Object.

If this string is either not provided or sent in as an empty string, the CPE MUST
uninstall this DU from all Execution Environments that it is installed on.

The following fault codes are defined for this method: 9000, 9001, 9002, and 9004.

These are the fault codes for the RPC as a whole; there can also be faults reported against
specific operations contained imet DUStateChangeComplete FaultStruct &de2.3for

more details regarding the faults related to the individual operations). Appendix 1.5/
TR-157 Amendment 89] provides a description of ttf&oftware Module Management

faults.

If the ACS sends a request that contains more operation structures than the CPE can
handle, the CPE MAY respond with a 9004 (Resources Exceeded) CWMP Fault. Note
that this scenario is differentiated from the 9027 (Syskesources Exceeded) fault
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described in A.4.2.3, in which the CPE does not have the resources to perform the install
or update of the DU.

ACS Methods

The methods listed in this Section MAY optionally be supported on an ACS. Only a
CPE can call these meitts.

Kicked

Notei this method is DEPRECATED due to the deprecatiohnoiex D which defined the usage
of this RPC.

The

CPE

call s

this method

are defined imable72.
Table 711 Kicked arguments

wh e nfeneeDd The h e
calling arguments for this method are definedable71l. The arguments in the response

Argument | Type Value

Command string(32) Generic argument that MAY be used by the ACS for identification or other purposes.
Referer string(64) The content of the fiReferero HTTP header
Arg string(256) Generic argument that MAY be used by the ACS for identification or other purposes.
Next string(1024) | The URL the ACS SHOULD return in the method response under normal conditions.

Table 721 KickedResponse arguments

Argument | Type Value

NextURL string(1024) | The next URL tsdr 8HOUIDebe rédirectbdrtad Whis URL MAY include CGI
arguments (for example, to maintain session state).
I'f the ACS wishes to send the userod6s brow
path portion of the URL isrreylUrnedxabkt ml ¢

CPE to use its canonical hostname in the HTTP 302 response. Note that this would require
the ACS to have previous knowledge of available URLs on the CPE device through some

mechanism outside the scope of this specification.

If this method returns a fault, the CPE SHOULD redirect the browser to an error page

resident on the CPE device.

The following fault codes are defined for this method: 8000, 8001, 8002, 8003, 8005.

RequestDownload

This method allows the CPE to rexpi a file download from the ACS. On reception of
this request, the ACS MAY call tigownload method to initiate the download. The

calling arguments for this method are define@atle73. The arguments in the response

are defned inTable74.

Table 731 RequestDownload arguments

Argument

Type

Value

FileType

string(64)

This is the FileType being requested (see Table 30 for the list of allowed file types).
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Argument Type Value

FileTypeArg ArgStruct[16] | Array of zero or more additional arguments, where each argument is a structure of
name-value pairs as defined in Table 75. The use of the additional arguments
depend on the FileType specified.

The following arguments are defined for each of the currently defined file types.

FileType FileTypeArg Names
1 Firmware Upgrade (none)
2 Web Content iversiono
3 Vendor Configuration File (none)
4 Tone File (none)

(see [25] Appendix B)
5 Ringer File (none)

(see [25] Appendix B)

If the ACS receives arguments that it does not understand, it MUST ignore the
unknown arguments, but process the request using the arguments that it does
understand.

Table 741 RequestDownloadResponse arguments

Argument Type Description

void This method response has no arguments.

Table 751 ArgStruct definition

Name Type Description
Name string(64) Argument name.
Value string(256) Argument value.

The following fault codes are defined for this method: 8000, 8001, 8002, 8003, 8005.

DUStateChangeComplete

This method informs the ACS of the completion of an earlier requested ThaStee
method call, including both successful and unsuccessful operations. This method MUST
be called only after the CPE has completed any file transfers related to the
ChangeDUState request and attempted all of the operations specified in the
ChangeDUSt# request, or if the ChangeDUState request times out. If the ACS fails the
DUStateChangeComplete method, the CPE MUST NOT regard the ACS as having been
informed of the completion of the file transfer, and MUST attempt to call the method
again, either ithe current session or in a new session, subject to the event delivery rules
of Section3.7.1.5

There MUST be exactly one DUStateChangeComplete method for each ChangeDUState
method called. The DUStateChangeComplete method Mtd&tain the results,

whether success or failure, for each of the requested operations in the ChangeDUstate
request. The entries in the Results argument MUST be in the same order as in the
requesting ChangeDUState method, although the order in whi€@Pectually applies

the changes is up to the CPE implementation. There are situations in which a single
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ChangeDUState operation affects multiple Deployment Units. In this case there MUST
be an OpResultStruct entry for each affected DU contained withiRésults argument.

The calling arguments for this method are define@iahle76. The arguments in the
response are defined Trable79.

Table 76 1 DUStateChangeComplete Arguments

Name Type Description

Results OpResultStruct(] The results of Operations performed against DUs.

CommandKey | string(32) The value of the CommandKey argument passed to the
CPE in the corresponding ChangeDUState method call.

Table 771 OpResultStruct Definition

Name Type Description

UuID string(36) The UUID as defined in RFC 4122 [34] of the DU that was affected. In
the case of an Install, this will be the UUID of the DU that was created. In
the case of an Update or Uninstall, it will be the existing UUID of the DU
that was either updated or uninstalled.

DeploymentUnitRef string(256) | A reference to the DU affected. In the case of an Install, this is the DU
that was created. In the case of an Update, this is the DU that was
updated. In the case of an Uninstall, this is the DU that was removed.

The DU reference is a full Path Name of the DeploymentUnit Object
instance, including its Instance Identifier. The Path Name MUST end with
a fA. o0 (tdednstinceddertifeerof the Object.

Version string(32) The version of the DU affected. This MUST match the Version Parameter
contained within the instance of the DeploymentUnit that is contained
within the DeploymentUnitRef argument. In the case of an Install, this will
be the version of the DU created. In the case of an Update, it will be the
updated version of the DU. In the case of an Uninstall, it will be the
version of the uninstalled DU.

CurrentState string The current state of the affected DU. This state was attained either by
completing a requested Operation in the ChangeDUState method or
reflects the state of the DU after a failed attempt to change its state.

The following values are defined:

* Installed: The DU is in an Installed state due to one of the following:
successful Install, successful Update, failed Update, or failed Uninstall. In
the case of a failed Update or failed Uninstall the Fault argument will
contain an explanation of the failure.

* Uninstalled: The DU was successfully Uninstalled from the device.

* Failed: The DU could not be installed in which case a DU instance
MUST NOT be created in the Data Model.

Resolved boolean Whether or not the DU operation resolved all of its dependencies. In the
case of an Uninstall, this value is meaningless and SHOULD be true.

ExecutionUnitRefList string A comma-separated list of the Execution Units related to the affected DU.
Each Execution Unit (EU) in the list is a full Path Name of the
ExecutionUnit Object instance, including its Instance Identifier. The Path
NameMUST end wi t h a Instange Idemtifiet of thecObjece r
In the case of an Install, this will be the list of EUs that were created as a
result of the DU6s installation.
In the case an Update, this will be the list of all EUs currently associated
with the updated DU, including those that were created through the initial
DU installation and any updates that had already occurred but not
including any EUs that no longer exist on the device because of this or
previous updates.

In the case of an Uninstall, this will be the list of the EUs removed from
the device due to the DU being removed.
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Name

Type

Description

StartTime

dateTime

The date and time the operation on the DU was started in UTC. The CPE
SHOULD record this information and report it in this argument, but if this
information is not available, the value of this argument MUST be set to the
Unknown Time value, as defined in Section 3.2 / TR-106 [13].

CompleteTime

dateTime

The date and time the operation on the DU was fully completed and
applied in UTC. The CPE SHOULD record this information and report it in
this argument, but if this information is not available, the value of this
argument MUST be set to the Unknown Time value, as defined in Section
3.2/ TR-106 [13].

Fault

FaultStruct

A FaultStruct as defined in Table 78. If the operation was successful, the
FaultCode MUST be zero. Otherwise a non-zero FaultCode is specified
along with a FaultString indicating the failure reason.

Table 78 1 FaultStruct Definition

Name Type Description

FaultCode unsignedint | The numerical fault code as defined in Section A.5.1. In the case of a fault, allowed
values are: 9001, 9003, 9012, 9013, 9015, 9016, 9017, 9018, 9022, 9023, 9024, 9025,
9026, 9027, 9028, 9029, 9030, 9031 and 9032.
A value of 0 (zero) indicates no fault.

FaultString string(256) | A human-readable text description of the fault. This field SHOULD be empty if the

FaultCode equals 0 (zero).

Appendix 1.5 / TR157 Amendment 89] provides a description of the Software

Module Management faults. The following error conditions are some examples of how a

CPE could fdia specific operation:

1 If the CPE cannot complete the operation for some unknown reason, it SHOULD

reject the operation with a 9001 (Request Denied) fault code.

T 1 f

code.

t he

CPE detects the presence of
URL, it SHOULDreject the operation with a 9003 (Invalid Arguments) fault

1 If the CPE cannot find the Execution Environment specified in the Install
operation, it SHOULD reject the operation with a 9023 (Unknown Execution

Environment) fault code.

1 If the CPE determies that the Deployment Unit being instaltibsnot match

either the Execution Environment specified or any Execution Environment on the

device, it SHOULD reject the operation with a 9025 (Deployment Unit to
Execution Environment Mismatch) fault code

1 If the CPE determines that the Deployment Unit being upditeshot match the

type of Execution Environment that it was previously installed against, it
SHOULD reject the operation with a 9025 (Deployment Unit to Execution
Environment Mismatch) fault code.

1 If the CPE detects that the Deployment Unit being installed already has the same
version as one already installed on the same Execution Environment, it SHOULD

reject the operation with a 9026 (Duplicate Deployment Unit) fault code.
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1 If the CPE detects thatat there are no more system resources (disk space,
memory, etc.) to perform the Install or Update of a Deployment Unit, it SHOULD
reject the operation with a 9027 (System Resources Exceeded) fault code.

1 If the CPE cannot find the Deployment Unit specifiedhe Update operation, it
SHOULD reject the operation with a 9028 (Unknown Deployment Unit) fault
code.

1 If a requested operation attempts to alter the State of a Deployment Unit in a
manner that conflicts with the Deployment Unit State Machine Diagram
(Appendix 1l / TR157 Amendment 89]), the CPE SHOULD reject the
operation with a 9029 (Invalid Deployment Unit State) fault code.

1 If a requested operation attempts to Uninstall a DU that caused an EE to come
into existence, Were that EE has at least 1 installed DU or at least 1 child EE,
then the CPE SHOULD reject the operation with a 9029 (Invalid Deployment
Unit State) fault code.

Table 791 DUStateChangeCompleteResponse Arguments

Argument Type Description

void This method response has no arguments.

The following fault codes are defined for this method: 8000, 8001, 8002, 8003, 8004,
8005.

AutonomousDUStateChangeComplete

This method informs the ACS of the completion (successful or unsucce$siullb

state change that was not specifically requested via CWMP using the ChangeDUState
RPC. When used, this method MUST be called only after the CPE has completed any file
transfers and carried out all operations related to the Autonomous DU State .Change

This method MAY contain the results from multiple autonomous DU state changes; it is
implementation specific how the CPE chooses to aggregate the autonomous DU state
changes, although the CPE MUST notify the ACS of any autonomous DU state changes
within 24 hours of the time the operations were completed by the CPE. The CPE

SHOULD make every attempt to aggregate, as much as possible, the autonomous change
notifications to the ACS in the interest of scalability.

If the ACS fails this method, the CPE MUST N@egard the ACS as having been

informed of the completion of the file transfer, and MUST attempt to call the method
again, either in the current session or in a new session, subject to the event delivery rules
of Section3.7.1.5

The calling arguments for this method are definetiable80. The arguments in the
response are defined Trable83.
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Table 801 AutonomousDUStateChangeComplete Arguments

Name Type

Description

Results AutonOpResultStruct[]

The results of Autonomous Operations performed against
DUs.

Table 811 AutonOpResultStruct Definition

Name

Type

Description

uulID

string(36)

The UUID as defined in RFC 4122 [34] of the DU that was affected by the
autonomous state change. In the case of an Install, this will be the UUID
of the DU that was created. In the case of an Update or Uninstall, it will
be the existing UUID of the DU that was either updated or uninstalled.

DeploymentUnitRef

string(256)

A reference to the DU affected by the autonomous state change. Inthe
case of an Install, this is the DU that was created. In the case of an
Update, this is the DU that was updated. In the case of an Uninstall, this
is the DU that was removed.

The DU reference is a full Path Name of the DeploymentUnit Object
instance, including its Instance Identifier. The Path Name MUST end with
a fA. o0 ( ddnstanceddertifesrof thelDbject.

Version

string(32)

The version of the DU that was affected by the autonomous state change.
This MUST match the Version Parameter contained within the instance of
the DeploymentUnit that is contained within the DeploymentUnitRef
argument. In the case of an Install, this will be the version of the DU
created. In the case of an Update, it will be the updated version of the
DU. In the case of an Uninstall, it will be the version of the uninstalled DU

CurrentState

string

The current state of the affected DU. This state was attained either by
completing an autonomous Operation or reflects the state of the DU after
a failed attempt to autonomously change its state.

The following values are defined:

* Installed: The DU is in an Installed state due to one of the following:
successful Install, successful Update, failed Update, or failed Uninstall. In
the case of a failed Update or failed Uninstall the Fault argument will
contain an explanation of the failure.

* Uninstalled: The DU was successfully uninstalled from the device.

* Failed: The DU could not be installed in which case the DU instance
MUST NOT be created in the Data Model.

Resolved

boolean

Whether or not the autonomous DU operation resolved all of its
dependencies. In the case of an Uninstall, this value is meaningless and
SHOULD be true.

ExecutionUnitRefList

string

A comma-separated list of the Execution Units related to the affected DU.

Each Execution Unit (EU) in the list is a full Path Name of the
ExecutionUnit Object instance, including its Instance Identifier. The Path
NameMUST end wi t h a Instange Idewtifiet of thesObjece r

In the case of an Install, this will be the list of EUs that were created as a
resul t of the DUG6s installation.

In the case an Update, this will be the list of all EUs currently associated
with the updated DU, including those that were created through the initial
DU installation and any updates that had already occurred, but not
including any EUs that no longer exist on the device because of this or
previous updates.

In the case of an Uninstall, this will be the list of the EUs removed from
the device due to the DU Un-Installation.

StartTime

dateTime

The date and time the autonomous operation on the DU was started in
UTC. The CPE SHOULD record this information and report it in this
argument, but if this information is not available, the value of this
argument MUST be set to the Unknown Time value, as defined in Section
3.2/ TR-106 [13].
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Name

Type

Description

CompleteTime

dateTime

The date and time the autonomous operation on the DU was fully
completed and applied in UTC. The CPE SHOULD record this
information and report it in this argument, but if this information is not
available, the value of this argument MUST be set to the Unknown Time
value, as defined in Section 3.2/ TR-106 [13].

Fault

FaultStruct

A FaultStruct as defined in Table 82. If the autonomous operation was
successful, the FaultCode MUST be zero. Otherwise a non-zero
FaultCode is specified along with a FaultString indicating the failure
reason.

OperationPerformed

string

The operation that was performed against the DU via the autonomous
state change. The following values are defined:

Install i The autonomous Operation attempted was the Installation of a
DU.

Update i The autonomous Operation attempted was the Update of an
existing DU.

Uninstall i The autonomous Operation attempted was the Un-Installation
of an existing DU.

Table 821 FaultStruct Definition

Name Type Description

FaultCode unsignedint | The numerical fault code as defined in Section A.5.1. In the case of a fault, allowed
values are: 9001, 9003, 9012, 9013, 9015, 9016, 9017, 9018, 9022, 9023, 9024, 9025,
9026, 9027, 9028, 9029, 9030, 9031 and 9032.
A value of 0 (zero) indicates no fault.

FaultString string(256) | A human-readable text description of the fault. This field SHOULD be empty if the

FaultCode equals 0 (zero).

Appendix 1.5 / TR157 Amendment 89] provides a description of the Software

Module Management faults. The following error conditions are some examples of how a

CPE could fail a specific operation:

1 If the CPE cannot complete the operation for some unknown reason, it SHOULD

reject the operation with a 9001 (Request Denied) fault code.

T 1 f

code.

t he

CPE detects the presence of
URL, it SHOULD reject the operation with a 9003 (Invalid Arguments) fault

1 If the CPE cannot find the Executiom&ronment specified in the Install
operation, it SHOULD reject the operation with a 9023 (Unknown Execution

Environment) fault code.

1 If the CPE determines that the Deployment Unit being instdibednot match

either the Execution Environment specifiadaoy Execution Environment on the

device, it SHOULD reject the operation with a 9025 (Deployment Unit to
Execution Environment Mismatch) fault code

1 If the CPE determines that the Deployment Unit being updideanot match the
type of Execution Environnme that it was previously installed against, it
SHOULD reject the operation with a 9025 (Deployment Unit to Execution
Environment Mismatch) fault code.
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If the CPE detects that the Deployment Unit being installed already has the same
version as one alreadlystalled on the same Execution Environment, it SHOULD
reject the operation with a 9026 (Duplicate Deployment Unit) fault code.

If the CPE detects that that there are no more system resources (disk space,
memory, etc.) to perform the Install or Update ®feployment Unit, it SHOULD
reject the operation with a 9027 (System Resources Exceeded) fault code.

If the CPE cannot find the Deployment Unit specified in the Update operation, it
SHOULD reject the operation with a 9028 (Unknown Deployment Unit) fault
code.

If a requested operation attempts to alter the State of a Deployment Unit in a
manner that conflicts with the Deployment Unit State Machine Diagram
(Appendix 1l / TR157 Amendment 89]), the CPE SHOULD reject the
operatiom with a 9029 (Invalid Deployment Unit State) fault code.

If a requested operation attempts to Uninstall a DU that caused an EE to come
into existence, where that EE has at least 1 installed DU or at least 1 child EE,
then the CPE SHOULD reject the opevatiwith a 9029 (Invalid Deployment

Unit State) fault code.

Table 831 AutonomousDUStateChangeCompleteResponse Arguments

Argument Type Description

void This method response has no arguments.

The following fault codes are defiddor this method: 8000, 8001, 8002, 8003, 8004,

8005.

Fault Handling

CPE Fault Codes

Table84 lists the fault codes that can be returned by a CPE. Note that the fault code
values are shown ilecimalrepresentatio.

Table 841 Fault codes

Fault code Description Type24

9000 Method not supported Server

9001 Request denied (no reason specified) Server

9002 Internal error Server

9003 Invalid arguments Client

9004 Resources exceeded (when used in association with SetParameterValues, this Server
MUST NOT be used to indicate Parameters in error)

24 The specified Type MUST be used to determine the value of the SOAP faultcode element as described in Section

3.5
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Fault code Description Type*
9005 Invalid Parameter name (associated with Set/GetParameterValues, Client
GetParameterNames, Set/GetParameterAttributes, AddObject, and DeleteObject)
9006 Invalid Parameter type (associated with SetParameterValues) Client
9007 Invalid Parameter value (associated with SetParameterValues) Client
9008 Attempt to set a non-writable Parameter (associated with SetParameterValues) Client
9009 Notification request rejected (associated with SetParameterAttributes method). Server
9010 File transfer failure (associated with Download, ScheduleDownload, Server

TransferComplete or AutonomousTransferComplete methods).

9011 Upload failure (associated with Upload, TransferComplete or AutonomousTrans- Server
ferComplete methods).

9012 File transfer server authentication failure (associated with Upload, Download, Server
TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or
AutonomousDUStateChangeComplete methods).

9013 Unsupported protocol for file transfer (associated with Upload, Download, Server
ScheduleDownload, DUStateChangeComplete, or
AutonomousDUStateChangeComplete methods).

9014 File transfer failure: unable to join multicast group (associated with Download, Server
TransferComplete or AutonomousTransferComplete methods).

9015 File transfer failure: unable to contact file server (associated with Download, Server
TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or
AutonomousDUStateChangeComplete methods).

9016 File transfer failure: unable to access file (associated with Download, Server
TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or
AutonomousDUStateChangeComplete methods).

9017 File transfer failure: unable to complete download (associated with Download, Server
TransferComplete, AutonomousTransferComplete, DUStateChangeComplete, or
AutonomousDUStateChangeComplete methods).

9018 File transfer failure: file corrupted or otherwise unusable (associated with Server
Download, TransferComplete, AutonomousTransferComplete,
DUStateChangeComplete, or AutonomousDUStateChangeComplete methods).

9019 File transfer failure: file authentication failure (associated with Download, Server
TransferComplete or AutonomousTransferComplete methods).

9020 File transfer failure: unable to complete download within specified time windows Client
(associated with TransferComplete method).

9021 Cancelation of file transfer not permitted in current transfer state (associated with Client
CancelTransfer method).

9022 Invalid UUID Format (associated with DUStateChangeComplete or Server
AutonomousDUStateChangeComplete methods: Install, Update, and Uninstall)

9023 Unknown Execution Environment (associated with DUStateChangeComplete or Server
AutonomousDUStateChangeComplete methods: Install only)

9024 Disabled Execution Environment (associated with DUStateChangeComplete or Server
AutonomousDUStateChangeComplete methods: Install, Update, and Uninstall)

9025 Deployment Unit to Execution Environment Mismatch (associated with Server
DUStateChangeComplete or AutonomousDUStateChangeComplete methods:
Install and Update)

9026 Duplicate Deployment Unit (associated with DUStateChangeComplete or Server
AutonomousDUStateChangeComplete methods: Install only)

9027 System Resources Exceeded (associated with DUStateChangeComplete or Server
AutonomousDUStateChangeComplete methods: Install and Update)

9028 Unknown Deployment Unit (associated with DUStateChangeComplete or Server
AutonomousDUStateChangeComplete methods: Update and Uninstall)

9029 Invalid Deployment Unit State (associated with DUStateChangeComplete or Server
AutonomousDUStateChangeComplete methods: Install, Update and Uninstall)
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Fault code Description Type*
9030 Invalid Deployment Unit Update i Downgrade not permitted (associated with Server
DUStateChangeComplete or AutonomousDUStateChangeComplete methods:
Update only)
9031 Invalid Deployment Unit Update i Version not specified (associated with Server
DUStateChangeComplete or AutonomousDUStateChangeComplete methods:
Update only)
9032 Invalid Deployment Unit Update i Version already exists (associated with Server
DUStateChangeComplete or AutonomousDUStateChangeComplete methods:
Update only)
9800 i 9899 Vendor defined fault codes -

A.5.2 ACS Fault Codes
Table85 lists the fault codes that can be returned by an ACS. Note that the fault code

values are shown idecimalrepresentation.
Table 857 Fault codes

Fault code Description Type®
8000 Method not supported Server
8001 Request denied (no reason specified) Server
8002 Internal error Server
8003 Invalid arguments Client
8004 Resources exceeded Server
8005 Retry request Server
8800 i 8899 Vendor defined fault codes -

A.6 RPC Method XML Schema

The XML schema, which is the normative definition for all RPC methods defined for the
CPE WAN Management Protocas,specifiedin the referenced filelselow:

Protocol | Namespace XSD

Version

1.0 urn:dslforum-org:cwmp-1-0 http://www.broadband-forum.org/cwmp.php/cwmp-1-0.xsd
1.1 urn:dslforum-org:cwmp-1-1 http://www.broadband-forum.org/cwmp.php/cwmp-1-1.xsd
1.2 urn:dslforum-org:cwmp-1-2 http://www.broadband-forum.org/cwmp.php/cwmp-1-2.xsd
1.3 urn:dslforum-org:cwmp-1-2 http://www.broadband-forum.org/cwmp.php/cwmp-1-3.xsd
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Annex B. Removed

Annex Removed.
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Annex C. Signed Vouchers

Notei the mechanism defined in this Annex is DEPRECATED in favor of the
ASoftware Modul e Management mechkEnhi smo as
Amendrent 3[29].

Overview

The CPE WAN Management Protocol defines an optional mechanism for securely
enabling or disabling optional CPE capabilities. Unlike Parameters, the Voucher
mechanism provides an additional layer of secdioityoptional capabilities that require
secure tracking (such as those involving payment).

A Voucher is a digitally signed data structure that instructs a CPE to enable or disable a
set of Options. An Option is any optional capability of a CPE. WheDydion is

enabled, the Voucher can specify various characteristics that determine under what
conditions that Option persists.

Control of Options Using Vouchers

An Option can be disabled, enabled, or enabled with expiration. An Option that is
enabled witmo expiration stays enabled until the ACS explicitly disables it. An Option
that is enabled with expiration stays enabled only for the duration specified in the
Voucher. After the specified duration period, the CPE MUST disable the Option itself.

An Option can also be defined as either transferable otnamsferable. If not otherwise
specified, an Option enabled by a Voucher is-transferable. A notfransferable

Option is automatically disabled if the CPE becomes associated with a different
broadbad service provider than was in use at the time the Option was enabled. A
transferable Option is one that is maintained with the CPE regardless of any subsequent
changes of service provider.

Each Voucher, which can contain instructions to enable or disabler more Options,
MUST be digitally signed using theéML -Signatureformat[15]. Before applying the
instructions in the Voucher, a CPE MUST validate the sigeaand authenticate the
signer.

A Voucher is specific to a single CPE and cannot be used on a CPE other than the one
indicated in the Voucher. This ensures that the mechanism used to distribute Vouchers
can be used to ensure that only those CPEs thatgraperly appropriated an Option can
enabled that Option.

A CPE supporting the use of Vouchers MUST support a network time synchronization
protocol such as NTP or SNTP to ensure access to accurate time and date information.
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Application of a received valner by the CPE, or comparison of an existing voucher
against its expiration date, SHOULD only occur once the CPE has established network
time.

The following Vouchertrelated methods are definedAnnex A of this specification:

1 SetVouchers Allows an ACS to download a list of Vouchers to a CPE. Each
Voucher MAY enable or disable the Options defined within that Voucher.

1 GetOptions: Allows an ACS to query the state of any or all Options supported by the
CPE.

Voucher Definition

The RPC method SetVouchers allows an ACS to enable, disable, or modify the state of
one or more Options. The SetVouchers method takes as an argument an array of
Vouchers. Each Voucher in the array is separately Base64 encoded.

Prior to Base8 encoding, each Voucher is a signed XML structure utilizingktidé -
Signaturdformat[15]. Each independently signed Voucher MAY include one or more
Option spedications. Each Option specification is a structure that specifies the intended
state for the specified Option.

The elements of the Option specification are defin€thinle86. An Option MAY

contain additional XNL elements specific to the particular Option. An example Option
specification structure is shownkiigure5. An example of an entire signed Voucher is
shown inFigure6. In this example, two separate Options are enabled in the same
Voucher.

Table 861 Option specification definition

Name Type Description

VSerialNum string(64) Unique serial number identifying the particular Voucher. For a given
ACS, each new Voucher created MUST be assigned a distinct
Voucher serial number. This value MUST be unique across all CPE
managed by that ACS and all Vouchers issued to a given CPE at
different times.

Deviceld DeviceldStruct A structure that uniquely identifies the particular CPE for which the
Voucher is to apply. This structure is defined in Table 87.

On receipt of a Voucher, a CPE MUST ensure that the information in
the device ID matches its actual identity. If not, it MUST ignore the
Voucher and respond with a Request Denied fault.

Optionldent string(64) Identifying name of the particular Option to be enabled or disabled.
OptionDesc string(256) Text description of the Option.
StartDate dateTime Optional element. The date and time in UTC that the Option is to be

enabled (only meaningful if Mode = EnableWithExpiration or
EnableWithoutExpiration). If this element is not present, or if the
specified time has already passed, an Option to be enabled is
enabled immediately.

Duratio n unsignedint Required if Mode = EnableWithExpiration. For an Option enabled
with expiration, this element specifies the duration the Option will
remain enabled in units of DurationUnits. If a start date is specified,
the duration is relative to that start date.
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Name

Type

Description

DurationUnits

string

Required if Mode = EnableWithExpiration. This element specifies the
units in which the duration element is specified. The allowed values
are:

=

Dayso
iMont hso

Mode

string

This element specifies whether the designated Option is to be
enabled or disabled, and if enabled, whether or not an expiration is
specified. The allowed values are:

Disabl eo

Enabl eWithExpiration

AEnabl eWithout Expiration

ju 1 B 1§

Transferable

boolean

Optional element. A value of true (1) indicates that the Option is
considered transferable, meaning that Option is to remain enabled
until any specified expiration date regardless of any changes in
service provider.

If this element is false (0) or not present, the Option is considered
non-transferable, requiring the Option be disabled upon change in
service provider, associated with any change to the ProvisioningCode
as defined in [24], [31], and [32].

Table 87 1 DeviceldStruct definition

Name Type Description

Manufacturer string(64) The manufacturer of the device. This parameter is for display only and
need not be checked as part of the validation.

Ooul string(6) Organizationally unique identifier of the device manufacturer. Represented
as a six hexadecimal-digit value using all upper-case letters and including
any leading zeros. The value MUST be a valid OUI as defined in [10].

ProductClass string(64) Identifier of the class of product for which the serial number applies. That
is, for a given manufacturer, this parameter is used to identify the product
or class of product over which the SerialNumber parameter is unique.

SerialNumber string(64) Identifier of the particular device that is unique for the indicated class of

product and manufacturer.

Figure 57 Example Option specification

<dsig:Object xmIns="" xmIns:dsig="http://www.w3.0rg/2000/09/xmldsig#" Id="option0">

<Option>

<VSerialNum>987 654321</VSerialNum>

<Deviceld>

<Manufacturer>Example</Manufacturer>
<0UI>012345</0UI>
<ProductClass>Gateway</ProductClass>

<SerialNumber>123456789</SerialNumber>

</Deviceld>

<Optionldent>Option Name</Optionldent>
<OptionDesc>Option Description</OptionDesc>
<StartDate>20021025T12:06:34</StartDate>
<Duration>280</Duration>

<DurationUnits>Days</DurationUnits>
<Mode>EnableWithExpiration</Mode>

</Option>
</dsig:Object>

Figure 6 i1 Example signed Voucher

<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<SignedInfo>

<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC - xml - cl4n -
20010315"></CanonicalizationMethod>
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<SignatureMethod Algorithm="http://www.w3.or g/2000/09/xmldsig#dsa -
shal"></SignatureMethod>
<Reference URI="#option0">

<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/REC - xml - c14n -
20010315"></Transform>
</Transforms>
<DigestMethod Algorithm="http://www.w3.or 0/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>TUuSqr2utLtQM5tY2DB1jL3nV00=</DigestValue>
</Reference>
<Reference URI="#option1">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/REC - xml - c14n -
20010315"></Transf ~ orm>
</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"></DigestMethod>
<DigestValue>/YX1C/E6zNfO+w4IG66NeXGOQB0=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>
KAMfgOSnmGH52gRVGLNFEEM48BSmMUGr2D8E3vww\W280e1Bn5pwQ==
</SignatureValue>
<Keylnfo>
<KeyValue>
<DSAKeyValue>
<pP>
/X9TgR11EilS30qcLuzk5/YRt11870QAwx4/gLZRIMIFXUAIUftZPY1Y+r/F9bow9s
ubVWzXgTuAHTRV8MZgt2uZUKWKn5/0BHsQIsJPubnX/rfGG/g7V+GaKYVD wT7g/bT
XR7DAjVUE10WKTL2dfOUK2HXKu/lylgMZndFIAcc=
</P>
<Q>I2BQjxUjC8yykrmCouuEC/BYHPU=</Q>
<G>
9+GghdabPd7LvKtcNrhXuXmUr7v60ugC+VdMCzOHgmdRWVeOutRZT+ZxBxCBgLRJFn
Ej6EwoFhO3zwkyjMim4TwWeotUfloo4KOuHiuzpnW  RbgN/C/ohNWLx+2J6ASQ7zKTx
vghRklmog9/hWuWiBpKLZI6Ae1UIZAFMO/7PSSo=
</G>
<Y>
TBASA/mjLIBbc2KM7u9X6nHHVjmPgZtTBhrl/Fzs2AkdYCYMwyy+v+OXU7u5e18JuK
G7/uolVhjXNSn6ZgObF+wuMoyP/OUmNbSkdN1aRXXHPRsW2CcG3vjfV+Csg/LP3zfD
XDkimsC8LuKXht/g4+nksA/3icRQXWagQJU9pUQ=
</Y>
</DSAKeyValue>
</KeyValue>
<X509Data>
<X509IssuerSerial>
<X509IssuerName>
EMAILADDRESS=name@example.com,CN=Example,OU=CMS,0O=Example,L=San \ 20Jose,
ST=Calif ornia,C=US
</X509IssuerName>
<X509SerialNumber>4</X509SerialNumber>
</X509IssuerSerial>
<X509SubjectName>
CN=eng.bba.certs.example.com,0U=CMS,0=Example,L=San \ 20Jose,ST=CA,C=US
</X509SubjectName>
<X509Certific  ate>
MIIEUjCCA7ugAwIBAgIBBDANBgkghkiGOWOBAQUFADCBhDELMAKGALUEBhMCVVMXEzZARBgNVBAQT
CkNhbGImb3JuaWEXETAPBgNVBACTCFNhbiBKb3NIMQ4wDAYDVQQKEwWUYV2lyZTEMMA0GA1UECXMD
QO01TMQ4wDAYDVQQDEwWUyYV2lyZTEfMBOGCSqGSIb3DQEJARYQZWJyb3duQDJ3aXJILmNvbTAeFwOw
MjASMDUyMDU4MTZaFw0#jASMDIyMDU4MTZaMGO0xCzAJBgNVBAYTAIVTMQswCQYDVQQIEWIDQTER
MABGA1UEBxMIU2FulEpvc2UxDjAMBgNVBA0OTBTIXaXJIMQwwCgYDVQQLEWNDTVMxIDAeBgNVBAMT
F2Vuzy5iYmEuY2VydHMuMndpcmUuY 29tMIIBtzCCASWGBYqGSM44BAEwggEfA0GBAP1/U4EddRIp
Ut9KnC7s50f2EbdSPO9EAMMeP4C2USZpRV1AIIH7WT2NRG/XFWEMPbLmM1Vs14E7gB00b/ImYLdr
mVClpJ+f6AR7ECLCT7up1/63xhv401fnxgimFQ8E+4P208Uewwl1VBNaFpEy9nXzrithlyrv8ilD
GZ3RSAHHAhUAI2BQjxUjC8yykrmCouuEC/BYHPUCgYEA9+GghdabPd7LvKtcNrhXuXmUr7v60OuqC
+VdMCzOHgMdRWVeOutRZT+ZxBxCBgLRJIFnEj6EWoFhO3zwkyjMim4TwWeotUfl0o4KOuHi uzpnWR
bgN/C/ohNWLx+2J6ASQ7zKTxvghRkimog9/hWuWfBpKLZI6Ae1UIZAFMO/7PSSoDgYQAA0GATBAS
A/mjLI8bc2KM7u9X6nHHVjMmPgZtTBhrl/Fzs2AkdYCYMwyy+v+OXU7u5e18JuKG7/uclVhjXNSn6
ZgObF+wuMoyP/OUmNbSkdN1aRXXHPRsW2CcG3vjfV+Csg/LP3zfDxDkimsC8LuKXht/g4+nksA/3
iCRQXWagQJU9pUSjgdAwgcOwWHQYDVROOBBYEFMTI/ebdHLjaEoSS1PcLCAdFX32gMIGbBgNVHSME
gZMwgZChgYqgkgYcwgYQxCzAJBgNVBAYTAIVTMRMWEQYDVQQIEwpDYWxpZm9ybmlIhMREwWDwWYDVQQH
EwhTYW4gSm9zZTEOMAWGA1UEChMFMIdpcmUXDDAKBgNVBAsTAONNUzEOMAWGALUEAXMFMIdpcmUx
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HzAdBgkghkiGOWOBCQEWEGVicm93bkAyd2lyZS5jp22 CAQAwDgYDVROPAQH/BAQDAgeAMAOGCSqG
SIb3ADQEBBQUAA4GBAF1PGAbyvAOp+607nXfF3jzAdoHdaZzh55C8s0Q9J62IF8D1jlI6IxR7pjcCp2
1'YmMWkwQMncGfg+X8xP7BIgntDmIlY XuDTIXbyxXsu6InT7nCbJwMwILOXFwWN+Axy7BM3NKAFE5Mb
aaoJWtmD1QrvcAFfDhLeBT+tIRueK7Pq9LDS
</X509Certificate>
<X509Certificate>
MIICeTCCAelCAQAWDQYJKoZIhveNAQEEBQAwgYQxCzAJBgNVBAYTAIVTMRMwWEQYDVQQIEwpDYWxp
Zm9ybmlIhMREwDwWYDVQQHEWhTYW4gSm9zZTEOMAWGA1UEChMFMIdpcmUxDDAKBgNVBASTAONNUzEO
MAwWGA1UEAXMFMIdpcmUxHzAdBgkghkiGOwOBCQEWEGVicm93bkAyd2lyZS5jb20wHhcNMDEwWNzMx
MDMwNj@WhcNMDcwMTIXMDMwNjQ5WjCBhDELMAKGALIUEBhMCVVMXEzZARBgNVBAgTCKNhbGImb3Ju
aWEXETAPBgNVBACTCFNhbiBKb3NIMQ4wDAYDVQQKEwUYV2lyZTEMMA0GALUECXMDQO1TMQ4wDAYD
VQQDEwWUyYV2lyZTEfMBOGCSgGSIb3DQEJARYQZWJyb3duQDJ3aXJILmNvbTCBnzANBgkghkiGOwOB
AQEFAAOBjJQAWgYKCgYEA1ISJIbL6i0J/6 SBoet3aA8fki8s7pb/QUZueWj+0YKoDaQWh4MUCTOKO06
N/0Z2cLMVg8JyezEpdnh3IVM/Ni5ow2Mst4dpdccQQEHougwNUWIBFU196/LPRyLjoM2NelXSKMj
AdPwvcenxmqgeVBr/ZUmr4JQpdSI2AZJuHvCIljUsCAWEAATANBgkghkiGOWOBAQQFAAOBgQBa3CCX
ga9L0grGWxpNj312Az+tYz8bpEp2e2pAVrJHAW/CJOURIE3410TkhfYFa 5CuuieF7JcwflB3+cGo
JrLWqeKgsNnrbmMFC/9hnrLIgZKEKiIOPOaGSFS/Pw9nodGWFZCiaQmeG+J6CWeASiIFMdwgRGVESW
axfzzIKiXsXwkA==
</X509Certificate>
</X509Data>
</KeylInfo>
<dsig:Object xmIns="" xmIns:dsig="http://www.w3.0rg/2000/09/xmldsig#" Id="option0">
<Option>
<VSerialNum>987654321</VSerialNum>
<Deviceld>
<Manufacturer>Example</Manufacturer>
<0UI>012345</0UI>
<ProductClass>Gateway</ProductClass>
<SerialNumber>123456789</SerialNumber>
</Deviceld>
<Optionldent>First option name</Optionldent>
<OptionDesc>First option description</OptionDesc>
<StartDate>20021025T12:06:34</StartDate>
<Duration>280</Duration>
<DurationUnits>Days</DurationUnits>
<Mode>EnableWithExpiration</M ode>
</Option>
</dsig:Object>
<dsig:Object xmIns="" xmIns:dsig="http://www.w3.0rg/2000/09/xmldsig#" Id="option1">
<Option>
<VSserialNum>987654322</VSerialNum>
<Deviceld>
<Manufacturer>Example</Manufacturer>
<OUI>00D09E</OUI>
<ProductClass>Gateway</ProductClass>
<SerialNumber>123456789</SerialNumber>
</Deviceld>
<Optionldent>Second option name</Optionldent>
<OptionDesc>Second option description</OptionDesc>
<StartDate>20021025T12  :06:34</StartDate>
<Duration>280</Duration>
<DurationUnits>Days</DurationUnits>
<Mode>EnableWithExpiration</Mode>
</Option>
</dsig:Object>
</Signature>
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Annex D.Web ldentity Management

Notd the mechanism defined in this Annex is DEPRECAamMDmight be

removed from a future version of this document. This is because, considering
CSRF (crosssite request forgery) and XSS (cr@$® scripting), the home

network is no longer a trusted environment. JavaScript downloaded from the
Internet couldallow a malicious script to perform redirects and connect to a web

site or portal with the Aunknowingo subsc
Overview
To support wekbased applications or other Clp&lated web pages on a baskd web
site for access from a browserwitm t he CPE&s | oc al net wor k, th

Management Protocol provides an optional mechanism that allows such web sites to

customize their content with explicit knowledge of the customer associated with that

CPE. That is, the location of users browsingfiomsi de t he CPEGO6s LAN cal
automatically identified without any manual login process.

The protocol defines a set of optional interfaces that allow the web site to initiate
communication between the CPE and ACS, which allows a web site in communication
with that ACS to identify which CPE the user is operating behind. This allows the web
site to customize its content to be specific to the associated broadband account, the
particular type of CPE, or any other characteristic that is known to the ACS.

Noted this identification mechanism does not distinguish among different users on the same

network behind a single CPE. In situations where identification of a specific user is required, a
separate identity management mechanism, such as manual login, wowedss n

Use of the Kicked RPC Method

The CPE WAN Management Protocol defines an optional Kicked RPC metAoshéx
A, which can be used to support web identity management functionality.

The CPEOGs 1 akKidked snethodisinit@ted by dn external stimulus to the
CPE. This external stimulus is assumed to be-las®d, and thus the associated method
provides a means to communicate information that would be useful in-bageld
transaction. A suggestedfomtion of the stimulus interface is given in Sectiom.

The information contained in the Kicked method call includes both the information
needed to uniquely identify the CPE, but gisoametes that can besed to associate the
method call with a particular web browser session.

The response to the Kicked method allows the ACS to specify a URL to which the
browser SHOULD be redirected. This URL MAY contain CGI arguments that allow the
ACS to continue to tracthe browser session.
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Web Identity Management Procedures

The Web Identity Management mechanism is based on a model in which a web server is
associated with and can communicate with an ACS. Whenever this web server wishes to
ei ther 1 dent orfcausetthe EPEwosestablisiscon@riiication with the ACS
for some other purpose, the following sequence of events will occur (under normal
conditions):

1. The userd6s browser accesses a web page tha
communication with, the useroés CPE

2. The web site redirects the browser to
privaten et wor k (LAN) interface through which t
providing the CPE via CGI arguments with information it needs to follow the
subsequent stepsegs SectiorD.4).

3. The CPE notifies the ACS that 1t has been
call defined inAnnex A In this method call, the CPE identifies itself and passes
information to uniquely identify the browser session.

4. The ACS responds to this method call by passing a URL that the CPE SHOULD
redirect the userodés browser. This URL wou
identify the session state. While the connecitsoopen, the ACS MAY also initiate
any other appropriate RPC transactions.

5. The CPE responds to the browserés HTTP req
URL indicated by the ACS.

This exchange allows the ACS to uniquely identify the CPE; potentialigrgee a
custom page based on knowledge of the particular user, their equipment, and any
associated account privileges; and then direct the user to that customized page.

The ACS MAY also initiate any other RPC transactions that are appropriate given the
paticular user action. For example, if a user requests a firmware upgrade to their CPE
from a web page, the ACS could instruct the CPE to initiate a file download over the
same connection that the ACS responds to the Kicked method call.

Figure7 shows the sequence of events associated with this mechanism. The numbers
shown correspond to the step numbers above.
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Figure7i Sequence of events for the fAkickd mechanism

Web Site

Access
Network

B-NT

ACS

D.4 LAN Side Interface

A CPE MAY support web identity management by providing a kgitle web URL
accessible from a browser operating on the local network.

The associated web server in the CPE SHOULD support CGl arguments to be passed to
corresponding arguments in the Kicked RiR€thod defined i\nnex A The
RECOMMENDED arguments are listed Tiable88.

Table 881 Recommended CGI Arguments for the kick URL

Name Type Value

command string(32) The value to be passed in the Command argument of the Kicked
method call. This CGI argument allows the ACS to identify a command
it is to perform in response to the resulting Kicked method call.

arg string(256) The value to be passed in the Arg argument of the Kicked method call.
This CGI argument MAY be used by the ACS to pass arguments for
the corresponding command. The particular uses for this argument are
not defined.

next string(1024) The value to be passed in the Next argument of the Kicked method
call. This contains the URL the web site wishes the browser be sent
after the Kicked process has completed. The ACS processing the
Kicked method MAY override this request and return a different URL in
the Kicked response.

To initiatethe kickp ocess, the browser would be sent
via an HTTP 302 redirect or via a form post. This access would include the CGI
arguments as defined Trable88. For example, the browser might bdirected to:

http://cpe - host -

name/kick.html?command=<#>&arg=<arg>&next=<url>
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After the CPE receives the corresponding HTTP GET request, the CPE SHOULD initiate
aKicked method call, using the CGI arguments to fill in the method arguments as
defined inAnnex A

The CPE SHOULD limit the number of Kicked method calls it sends to the ACS per hour
to a defined maximum value. Receiving a kick request that would result in exceeding
this maximum value is considered algdty violation and SHOULD NOT result in a call

to the Kicked method.
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Annex E. Signed Package Format

Noteit he mechani sm defined in this Annex i s DEPRECA
Management mechani smo as-157d&mendmerttf20l i n Appendi x ||

Introduction

This document specifies a signed package format that MAY be used to securely
download files into a recipient device. The format allows one or more files to be
encapsulated within a single signed package. &bkgge format allows the recipient to
authenticate the source, and contains instructions for the recipient to extract and install
the contents.

The signed package format is intended to be used for download from a server via HTTP,
HTTPS, or FTP file transfgor via other means of file transfer from a remote or local
source.

Signed Package Format Structure
The basic format of a signed package file is showkigare8.
Figure 81 Signed package format

Fixed length .

header Signatures
Command Payload
list files

A general description of each of the signed package format components is giadahein
89.

Table 891 Signed package component summary

Component Description

Header The header is a fixed-length structure including a preamble, format version, and the lengths of
the command list and payload components.

Command list The command list contains a sequence of instructions to be followed in extracting and installing
the files contained within the package.

Each command is in the form of a type-length-value (TLV).

Signatures This section of the package contains a PKCS #7 digital signature block containing a set of zero

or more digital signatures as described in Section E.5.
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Component Description

Payload files This section of the package contains one or more files to be installed following the instructions in
the command list.

This document does not define any specific payload file formats.

E.2.1 Encoding Conventions

The followingencoding conventions are used throughout this specification unless
explicitly stated otherwise:

1 Multi-octet numeric values are encoded in network byte order (big endian format).
1 File ordirectoryfPathname ar e speci fied i n WNIl>XXxftaorymat

E.3 Header Format

The signed package header is a fikmulyth 240ctet structure. The format of the header
is defined inTable90.

Table 901 Signed package header format

Field Type Description

Preamble 8 octets A fixed sequence of octets containing the following hexadecimal values:
32 57 49 52 45 5F 53 50

An interpreter of the signed package format MUST verify that the preamble
contains exactly this sequence of values for the package to be considered valid.

Major version 32-bit integer Value indicating the major component of the package format version. An
implementation conforming to this specification has a major version of 1 (one).

Changes to the major version denote incompatible changes to this format.

Minor version 32-bit integer Value indicating the minor component of the package format version. An
implementation conforming to this specification has a minor version of 0 (zero).
Changes to the minor version denote compatible changes to the package format.
An implementation implementing this version of the specification SHOULD be
capable of interpreting packages encoded using a format with a different minor
version value.

Command list | 32-bit integer Length in octets of the command list. The command list length MUST be less
length than 2.

Payload 32-bit integer Length in octets of the payload, including all files contained within it.

length

E.4 Command List Format
Each command in the command list has a format specifiédbie91.

Table 917 Command format

Field Type Description
Type 32-hit integer Specifies the particular command.
Length 32-bit integer Specifies the length in octets of the Value field. The total length of the command

is Length + 8 octets.

Value (Conditional) Zero or more octets of parameters associated with the particular command type.

If a recipient of this file format finds a Type value that is unknown to it, it MUST ignore
the command and continue parsing the remainfdétreopackage, using the Length value
to skip to the next command, if any.
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Command Types

The command list contains two types of commands: pagkagenetes and actions to

be taken. Examples of packaugrametes include the software version of a contdine
software image or a timeout for the remainder of the download. Examples of actions are
add, remove, and move. The actions taken together in the order specified in the

command list define the sequence of modifications to the file system requirecbtt ext

and install the contained files.

The file-related commands have two variants: one that operates on explicit files and
anot her

up

t hat
t o 8

oper ates

on

TR-069Issuel Amendment 4

ver si

oned fi

any existing filewith the same base name but different extension MUST be removed.

The specific commands defined by this specification are list€édbe92.

Table 9217 Command Type summary

Type Command name
0 End
1 Extract File
2 Extract Versioned File
3 Add File
4 Add Versioned File
5 Remove File
6 Remove Versioned File
7 Remove Sub-Tree
8 Move File
9 Move Versioned File
10 Version
11 Description
12 Recoverable Timeout
13 Unrecoverable Timeout
14 Initial Timeout
15 Initial Activity Timeout
16 Reboot
17 Format File System
18 Minimum Version
19 Maximum Version
20 Role
21 Minimum Non-Volatile Storage
22 Minimum Volatile Storage Size
23 Reserved
24 Reserved
25 Required Attributes
1000- Vendor-specific commands
9999
July2011
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End Command

This command gnifies the end of the command list. This command need not be present
in a command list, but if encountered a recipient MUST stop parsing the remainder of the
command list portion of the package.

The Lengthparametefor this command MUST be 0 (zero), indting that no Value
field follows.

Extract and Add Commands

The extract and add commands include Extract File, Extract Versioned File, Add File,
and Add
Versioned File.

The extract commands instruct the recipient to remove any existing file of thenaamae
and replace it with the specified file in the payload.

The add commands instruct the recipient to first check for an existing file of the same
name, and only install the new file if no existing file can be found.

For the versioned file variants of #&commands, the above operations consider an
existing file as any file that has the same base name as the specified file. That is, the
Extract Versioned File command removes all existing files with the same base name and
any extension prior to installinhe new file. Similarly, the Add Versioned File

command checks for any file with the same base name as the specified file, regardless of
extension, and only installs the new file if no such file can be found.

When a new file is to be created in a diregtihvat does not exist, the recipient MUST
create the required directory.

All of the extract and add commands include information in the Value portion of the
command. The format of this information is defined able93.

Table 931 Value format for the extract and add commands

Field Type Description

Flags 32-bit integer A bit-field defined as follows:
Bit 0 (LSB): Unsafe Flag. A 1 (one) value of this flag indicates that if this
command completes successfully, but a subsequent command in the
command list fails, the recipient device will be left in an unsafe state, and
SHOULD follow its procedures for recovery of its file system to a known
safe state.

All other bits are reserved and MUST be set to 0 (zero) and MUST be ignored by

the recipient.

Path Offset 32-bit integer The offset in octets from the beginning of the Value field to the Path field in this
command.

Path Length 32-bit integer The length of the Path field in octets.

Hash Type 32-bit integer Type of hash algorithm used in creating the Hash field. The following values are

currently defined:

1 = SHA-1. When set to this value, the Hash field contains the 20-octet SHA-1
hash of the specified file. The Hash Length value in this case MUST be set to 20
(decimal).

All other values are reserved.

Hash Offset 32-bit integer The offset in octets from the beginning of the Value field to the Hash field in this
command.
Hash Length 32-bit integer The length of the Hash field in octets.
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Field Type Description
File Offset 32-bit integer The offset in octets from the beginning of the payload portion of the package to
the beginning of the specified file.
File Length 32-bit integer The length of the file payload in octets. The actual contents of the file are found
in the file payload portion of the package.
Path String of length Path of the specified file, including the directory tree and file name.
Path Length
Hash Octet string of Hash of the payload file using the hash algorithm defined in the Hash Type field.
length Hash The hash of the payload file is included in the command because the signatures
Length validate only the package header and command list. By including the file hash in
the command, the signature ensures the validity of the file contents.

Remove Commands

The renove commands include Remove File, Remove Versioned File, and Remeve Sub
Tree.

The Remove File command removes the file with the specified path, if it exists.

The Remove Versioned File command removes all files with the same base as the
specified file, regrdless of extension.

The Remove Sufiree command removes all files and directories beneath and including
the specified path.

All of the remove commands include information in the Value portion of the command.
The format of this information is defined Trable 94.

Table 941 Value format for the remove commands

Field
Flags

Description

A bit-field defined as follows:
Bit 0 (LSB): Unsafe Flag. A 1 (one) value of this flag indicates that if this
command completes successfully, but a subsequent command in the
command list fails, the recipient device will be left in an unsafe state, and
SHOULD follow its procedures for recovery of its file system to a known
safe state.

All other bits are reserved and MUST be set to 0 (zero) and MUST be ignored by

the recipient.

Type
32-bit integer

Path Offset 32-bit integer The offset in octets from the beginning of the Value field to the Path field in this

command.
The length of the Path field in octets.

Path Length
Path

32-bit integer

String of length
Path Length

Path of the specified file or directory.

Move Commands
The move commands include Move File and Move Versioned File.

The Move File command renames a file to the name specified in this command. If the
destination pth specified indicates a different directory, the file is moved to the indicated
destination directory.

The Move Versioned File command moves a file matching the base name of the file
specified in the source path, regardless of the extension. If morertbauch file exists

in the specified directory, only one of the files is moved and the others are deleted. If the
versioned file extension string is a decimal number, then the lowest numbered file is
moved and the rest are deleted.

July2011 Pagel39of 190

© The Broadband Forumll rights reserved.



E.4.6

E.4.7

CPE WAN Management Protocol TR-0691ssuel Amendment 4

In all cases, if theris already a file with the same path as the specified destination file,
the move commands will overwrite that file.

If the source file specified in a move command does not exist, no action is taken, and the
recipient continues to process the remainimgro@ands in the command list.

All of the move commands include information in the Value portion of the command.
The format of this information is defined Trable95.

Table 9571 Value format for the move commands

Field Type Description

Flags 32-bit integer A bit-field defined as follows:

Bit 0 (LSB): Unsafe Flag. A 1 (one) value of this flag indicates that if this
command completes successfully, but a subsequent command in the
command list fails, the recipient device will be left in an unsafe state, and
SHOULD follow its procedures for recovery of its file system to a known
safe state.
All other bits are reserved and MUST be set to 0 (zero) and MUST be ignored by
the recipient.

Source Path 32-bit integer The offset in octets from the beginning of the Value field to the Source Path field
Offset in this command.
Source Path 32-bit integer The length of the Source Path field in octets.
Length
Destination 32-bit integer The offset in octets from the beginning of the Value field to the Destination Path
Path Offset field in this command.
Destination 32-bit integer The length of the Destination Path field in octets.
Path Length
Source Path String of length Path of the source file.
Source Path
Length
Destination String of length Path of the destination to which the source file is to be moved/renamed.
Path Destination Path
Length

Version and Description Commands

The Value field for both the Version and Description commands contain a singi8 UTF
string to be usetbr informational, display, or logging purposes.

The Version field is intended to indicate the overall version associated with the package.
For example, if the package contains a software upgrade (which can include many
individual files), the Version fid MAY be used to indicate the new software version
associated with the upgrade.

Timeout Commands

The timeout commands include Initial Timeout, Initial Activity Timeout, Recoverable
Timeout, and Unrecoverable Timeout.

The timeout commands specify a timewalue for the continued download of the

package file before the download SHOULD be terminated. These commands are to
accommodate the case where the command and signature portions of the package are
downloaded and interpreted prior to downloading the netea of the package file. The
timeout commands MAY be used to control the timgarametes associated with a
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download process of this type. If the package is downloaded or received as a whole prior
to interpreting the package contents, the timeoutncands MAY be ignored.

Each timeout command includes information in the Value portion of the command. The
format of this information is defined ifable96.

Table 961 Value format for the timeout commands

Field Type Description

Timeout 32-bit Integer The timeout value in seconds relative to the beginning of the package download
operation. A value of 0 (zero) indicates an infinite timeout.

Each of the timeout commands allows a distinct timeout value $pdxfied, where the
Timeout field in that command indicates the desired value. The use of each timeout
value is based on the state of the recipient as it processes commands using the state
transition model shown iRigure9. The figure shows the state transitions that occur as
each command in the command list is processed in sequence. For each command
processed, the state remains the same until one of the cases indicated by the state
transition arrows occurs.

Figure 97 Download state diagram used for timeout model

Recoverable

State End

Remove command
w/ Unsafe flag = 0

Start
download
—

Initial State

Install complete

Extract, Add, Move, or Remove
w/ Unsafe flag = 1
OR Format File System

End

Unrecoverable
State

Extract, Add, Move, or Remove
w/ Unsafe flag = 1
OR Format File System
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The above state diagram is used during a download to determine which timeout values to
use. The definition of each of the timeout types associated with the tinoeootands is
shown inTable97.

Table 97 1 Timeout command definitions

Command Description

Initial Timeout This command sets the download timeout used during the Initial State as shown in
Figure 9. This timeout is measured from the time the overall package download
began.

Initial Activity Timeout This command sets an activity timeout to be used only during the Initial State as

shown in Figure 9. The activity timeout is measured from the most recent time any
package data had been transferred to the recipient.

Note that during all states other than the Initial State, there is no activity timeout (the
activity timeout is infinite).

Recoverable Timeout This command sets the download timeout used during the Recoverable State as
shown in Figure 9. This timeout is measured from the time the overall package
download began.

Unrecoverable Timeout This command sets the download timeout used during the Unrecoverable State as
shown in Figure 9. This timeout is measured from the time the overall package
download began.

E.4.8 Reboot Command
This command indicatebat the recipient reboot in order to complete the installation
process. If used, this command MUST be the last command in the command list (other
than End, if present).

The Lengthparametefor this command MUST be 0 (zero), indicating that no Value
field follows.

E.4.9 Format File System
This command indicates that the recipient reformat its file system as part of the
installation process. If used, this command implies that all existing files in the file
system (or the portion of the file system relevantlfierinstallation process) are to be
cleared and overwritten by the new files in the package.

The Lengthparametefor this command MUST be 0 (zero), indicating that no Value
field follows.

E.4.10 Minimum and Maximum Version Commands

The Minimum Version and Maximuiersion commands are used to specify the range
of software version numbers for which the package is intended to apply.

When a minimum and/or maximum version number is specified in the package using
these commands, the recipient MUST NOT install the @iteske any other action
specified in the command list if the software version of the recipient falls outside the
indicated range.

This command MAY be used only if the format of the actual software version associated
with the recipient is in a hierarchidalrmat that can be compared numerically given the
procedures outlined below.
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The minimum and maximum version commands include information in the Value portion
of the command. The format of this information is define@iable98.

Table 981 Value format for the minimum and maximum version commands

Field Type Description
Version Array of 32-bit An array of integer elements indicating the version number. This is considered a
integers hierarchical versionnumb er (e. g. , Ail1.0.20.30), wh
represents a more minor element of the version number.

The following procedure is used to determine if a version is within the indicated range.

If a Minimum Version is given, then for each elementhaf Version array, beginning
with the first (most major element):

1.1 f this el ement of the recipientod
el ement of the minimum version, t
requirement and the procedure @srplete.

2.1 f this element of the recipientds actual
corresponding el ement of the minimum vers
not meet the requirement. In this case, the procedure is complete and the recipient
MUST NOT install the files in this package or follow any of the remaining
commands.

s actual
hen the

3. Otherwise (the values are equal),

a.lf this is the |l ast el ement in the arr
the requirement and the procedure is complete.

b. Otherwise (more elem&nremain), the procedure SHOULD continue at
stepl using the next element of the array.

If a Maximum Version is given, then for each element of the Version array, beginning
with the first (most major element):

A

1. Ifthiselementd t he reci pientds actual version i
el ement of the maxi mum version, then the
requirement and the procedure is complete.

2.1 f this element of the recipientbés actual
corresponding el ement of the maxi mum vers
not meet the requirement. In this case, the procedure is complete and the recipient
MUST NOT install the files in this package or follow any of the remaining
commands.

3. Otherwi® (the values are equal),

a.lf this is the | ast element iIin the arrtr
the requirement and the procedure is complete.

b. Otherwise (more elements remain), the procedure SHOULD continue at
stepl using the next element of the array.
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Role Command

The role command is used to indicate the target application or purpose of the package.
This is intended to indicate any side effects or{postessing that might be required for
a particular pckage.

The role commands include information in the Value portion of the command. The
format of this information is defined ifable99.

Table 991 Value format for the role command

Field Type Description

Role 32-bit integer An enumeration indicating the target application or purpose of the package. The
following values are defined:

1 = Software upgrade

2 = Software recovery

3 = Web content

4 = Vendor configuration

5 = Tone file (see [25] Appendix B)

6 = Ringer file (see [25] Appendix B)

Values with OxFF as their most significant octet are to be interpreted as a
vendor-specific Role. In this case, the subsequent three octets contain the OUI
(organizationally unique identifier) identifying the vendor as defined in [10].
When this value is used, the vendor MAY define subsequent additional
arguments to be included in this command in order to specifically identify the
role. Any additional arguments are to be interpreted in a vendor-specific
manner.

All other values are reserved.

Minimum Storage Commands

The minimum storage commands include Minimum Volatile Storage Size and Minimum
Non-Volatile Storage Size.

The minimum storage commands indicate the minimum requirement of the recipient
device to be able to install the files contained in the package. If present, each command
indicates the minimum requirement for the type of storage indicated by the command
name.

If the recipient device does not meet a specified minimum requirement, the recipient
MUST NOT install any of the files in the package or continue processing commands.

The minimum storage commands include information in the Value portion of the
command.The format of this information is defined Trable100.

Table 1007 Value format for the minimum storage commands

Field Type Description

Storage Size 32-bit Integer The minimum required storage in bytes of the type indicated by the command.

Required Attributes Command

The Required Attributes command is used to specify additional attributes of the recipient
device that are required in order for the package to be considered valid foatiostall

One or more Required Attributes commands MAY be included in a single package, each
indicating a different class of attributes required.
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The Required Attribute command includes information in the Value portion of the
command. The format of this imfoation is defined iMable101

Table 1017 Value format for the required attributes command

Field Type Description

Defining Entity | 32-bit Integer Identifier indicating the definer of the Class and Attribute values used in this
command. The following values are defined:

A value of 0 (zero) indicates standard Class and Attribute definitions. Standard
definitions are those defined by this version or future versions of this
specification.

Values with OxFF as their most significant octet indicate vendor-specific Class
and Attribute definitions. In this case, the subsequent three octets contain the
OUI (organizationally unique identifier) identifying the vendor as defined in [10].
If a recipient processes a Required Attributes command with a defining entity
value that it does not recognize, it SHOULD ignore the command and continue
processing subsequent commands.

Class 32-bit Integer An enumeration indicating the criterion for which the recipient is to be compared
to determine whether or not this package is appropriate for that device. For a
given criterion, the attribute array field indicates the particular allowed values
associated with that criterion.

In this version of the specification, no standard class values are defined. For
vendor-specific defining entities, the interpretation of class values is vendor-
specific.

If a recipient processes a Required Attributes command with a class value that it
does not recognize, it SHOULD ignore the command and continue processing
subsequent commands.

Attribute Array | Array of 32-bit A variable-length array attribute, where each attribute is an enumeration of a
Integer particular allowed value for the particular class.

If actual value associated with the recipient device matches any of the values
listed in this array, then the recipient meets the specified requirement.
Otherwise, the recipient does not meet the requirement and the package MUST
NOT be installed.

In this version of the specification, no standard attribute values are defined. For
vendor-specific defining entities, the interpretation of attribute values is vendor-
specific.

E.5 Signhatures

The signature section immediately follows the command list section of thageafile.
The signature section consists of a digital signature block using the PKCS #7 signature
syntax[16].

In particular, the signature block includes exactly one PKCS #7 SigneO@bDptet
which contains z® or more signatures with the following constraints:

T The signatures are fdexternal signatures, O

encapsulated within the SignedD&ibject Instead, the signed message data consists
of the octet string formed by the&der and the command list components of the
package.

The content Type el ement of the content

The content element of the contentinfo MUST be empty, since this is an external
signature and the message data resides outsidigtia¢use itself.

The digestAlgorithm used for each signature MUST be of type-SHA
1 The digestEncryptionAlgorithm used for each signature MUST be of type RSA.
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1 The Tag value indicating the Identifier associated with the overall Signe@Dgat
MUST be les than or equal to 30, resulting in a singt#et encoding of the
Identifier.

1 If there are no signatures in the signature block, there would be no extended
certificates or certificate revocation lists, the Signerinfo set would be empty, and the
digestAlgaithms set MAY be empty. All the other fields in SignedData MUST be
present as normal. Note that the content of an empty signature block is independent
of the content of the package and thus can be@mguted as a fixed sequence of
bytes.

If the signatire block contains more than one signature, at least one of the signatures
MUST be successfully validated for the recipient to consider the signed package as
trusted.

If one or more signatures are expected by the package recipient, the recipient MUST
validate the signature or signatures prior to processing the commands contained within
the command list. If none of the included signatures are validated, the recipient MUST
NOT process any of the commands in the command list or install any of the files
contaned in the package.

If the recipient implementation is such that command list validation and processing might
be done without having loaded the entire package file from its source, the recipient MAY
assume that the combined length of the header, comnsanand signature block is no
greater than 150 kilobytes.

Note that although the signed message data includes only the package header and
command list, the signature assures the integrity of the entire package because all
commands that refer to payloadslinclude a hash of the file contents.

Note also that additional signatures can be added to an existing signed package file
without modifying any part of the file other than the signature block itself. The package
format is structured such that the othentent (header, command list, and payload) of
the package file need not change if the length of the signature block changes.
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Annex F. Device-Gateway
Association

F.1 Introduction

The CPE WAN Management Protocol can be used to remotely manage CPE Devices that
are conneted via a LAN through a Gateway. When an ACS manages both a Device and
the Gateway through which the Device is connected, it can be useful for the ACS to be
able to determine the identity of that particular Gateway.

The procedures defined in this Anndboa an ACS to determine the identity of the
Gateway through which a given Device is connected.

As an example of when this capability might be needed, an ACS establishing QoS for a
particular service might need to provision both the Device as well asatiea/&y

through which that Device is connected. To do the latter, the ACS would need to
determine the identity of that particular Gateway.

The specific scenario that the defined mechanism is intended to accommodate is where
both the Gateway and Device an@anaged via the CPE WAN Management Protocol, and
both are managed by the same ACS (or by distinct ACSs that are appropriately coupled).
Where a Device and Gateway are managed by independent ACSs, it is assumed that there
is no requirement for either AC8 be made aware of the DeviGateway association.

The defined mechani sm r el[d0]d[85]. dtisexpécted Devi ce b s
that the vast majority of remotely managedbé&vices will use DHCP, though not

necessarily all such Devices. While the mechanism defined here for Rizaieway

association requires the use of DHCP, a Device using this mechanism need not use

DHCP for address allocation. This mechanism makes nogs®ns about the address

allocated to the Device. That is, the Device might have a private or public IP address.

F.1.1 Terminology
The following terminology is used in this Annex.

Device CPE connected via local area network through a Gateway, bridge, or
route.

Device A threetuple that uniquely identifies a Device, which includes the

Identity manufacturer OUI, serial number, and (optionally) product class.

Gateway Internet Gateway Device.

Gateway A threetuple that uniquely identifies a Gatewayhieh includes the
Identity manufacturer OUI, serial number, and (optionally) product class.
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Procedures
The procedures for DevigBateway association are summarized as follows:

1 A Device following this Annex will pass its Device Identity to the Gateway via a
vendorspecific DHCP option. When the Gateway receives this information, it
populates a table containing identity information for each Device on its LAN. This
information is made available to the ACS via the ManageableDevice table in the
Gat e wbatp Blade] defined in[24] and[32].

1 Inthe DHCP responses, the Gateway provides the Device with its Gateway Identity,
which the Device makes available to the ACS via the GatewayInfdOdgéat
defined in[31] and[32]. The Device notifies the ACS of changes to the contents of
this Object Thus a Device connecting to a previously unknown Gateway will result
in the ACS being notified ohe Gateway Identity.

1 To ensure the validity of this information, which is carried over an inherently insecure
DHCP exchange, the ACS validates the Gateway Identity provided by the Device by
crosschecking against the Device Identity provided by the Gateway.

Gateway Requirements

A Gateway conforming to this Annex MUST support the DeviceAssociation:1 profile as
defined in[24] and[32].

A Gateway conforming to this Annex MUST inspectHCPv4 or DHCPV6 requests
received on a LAN interface and determine if the requesting Device has included its
Device Identity in the request. A DHCP request is determined to include the Device
Identity if it contains a DHCPv4 ¥ VendorSpecific Informaibn Option (option number
125, as defined if22]) or DHCPv6 VendoiSpecific Information Option (option number
17, as defined if35]) that includes the Device Identity informati@s, defined in Section
F.2.5 The DHCPv4 requests for which this requirement applies are DHCPDISCOVER,
DHCPREQUEST, and DHCPINFORM. The DHCPvV6 requests for which this
requirement applies are SOLICIT, REQUESENEW, and INFORMATION

REQUEST.

If the DHCP request is determined to include the Device Identity, then the Gateway
MUST do the following:

1 The Gateway MUST include its Gateway Identity in all subsequent DHCP
responses. The Gateway Identity is carried iIrctHEPv4 -1 VendorSpecific
Information Option (option number 125, as definef?]) or DHCPv6 Vendor
Specific Information Option (option number 17, as definel@%}), as definedn
SectionF.2.5 The DHCPv4 responses for which this requirement applies are
DHCPOFFER and DHCPACK. The DHCPvV6 responses for which this
requirement applies are ADVERTISE and REPLY.

1 On successful completiorf the DHCP exchange, if an entry with a matching
Device Identity is not currently listed in the ManageableDevice table, then the
Gateway MUST add a new entry in its ManageBblace table (seR4] and
[32]) that includes the Device Identity for this Device.
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The Gateway MUST adhere to the following additional requirements:

T The Gateway MUST retain a Devicebds entry

long as the Device remains activehjnco e ct ed t o t he Gat ewayods

T The Gateway MUST remove a Devicebds entry

0o The DHCRsupplied information becomes invalid, e.g. the DHCPv4 lease
expires or is released.

0 The Gateway determines that the Device is no longer actively connected to
theGt ewayds LAN using a locally defined

1 The Gateway MUST allow the ACS to request active notification on additions

or deletions to the Manageablevice table. If the ACS has set the Notification
Attribute for theParameteManagemererverManageablBeviceNumbeOf-
Entries to Active Notification, then the Gateway MUST notify it each time a
Device entry is added or removed using the Notification mechanism defined by
the CPE WAN Management Protocol. If Active Notificatisrenabled for this
Parameterthe Gateway MUST limit the frequency of Active Notification
resulting from changes to the number of entries in the Manad®abée table

as specified by the value of the ManageBBMce\otificationLimit Parameter

in the sameDbject

F.2.2 Device Requirements

A Device conforming to this Annex MUST support the GatewaylInfo:1 profile as defined
in [31] and[32].

A Device conforming to this Annex MUST do the following:

T

In DHCP requests, the Device MUST include a DHCPvéWéndorSpecific
Information Option (option number 125, as definef?]) or DHCPv6 Vendor
Specific Information Option (option number 17, as defingf@%)) that includes
its Device Identity information, as defined in Sectted.5 The DHCPv4
requests for which this requirement applies are DHCPDISCOVER,
DHCPREQUEST, and DHCPINFORM. TERHCPV6 requests for which this
requirement applies are SOLICIT, REQUEST, RENEW, and INFORMATFION
REQUEST.

If the DHCP response includes the Gateway Identity carried in the DHC®Pv4 V
VendorSpecific Information DHCP Option (option number 125, as defined in
[22]) or DHCPV6 VendofSpecific Information Option (option number 17, as
defined in[35]), as defined in Sectidh.2.5 the Device MUSTecord the

received value in the Gatewaylnfo d&@hbjectdefined in[31] and[32]. All of the
following values MUST be recorded:

Device.GatewayInfo.ManufacturerOUI
Device.GatewaylInfo.SerialNumber

Device.GatewaylInfo.ProductClass
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1 The DHCPv4 responses for which this requirement applies are DHCPOFFER and

DHCPACK. The DHCPvV6 response for which this requirement applies are
ADVERTISE and REPLY.

If any of the elements of the Gateway Identity arepnesent in the M Vendor
Specific Information DHCP Option, the Device MUST record an empty string for
each such item (replacing the previous value, if any).

For all of theParametex in the Devic&satewaylInfoObject the Device MUST by
default set the Ndication attribute as defined iAnnex Ato Active Notification.
The Device MUST apply this default whenever the URL of the ACS is set or
subsequently modified. Whenever Active Notification is enabled feethe
Parametes, the device MUST actively notify the ACS as definedimex Aif

the value of any of thed®arametes changes.

If the DHCRdiscovered information becomes invalid, e.g. the DHCPV4 lease is
releaseabr expires without renewal, all entries in the Gateway®iigectMUST
be discarded (set to the empty string).

F.2.3 ACS Requirements

Whenever a Device is associated with a Gateway, the Device will notify the ACS,
providing the new Gateway Identity informatiowhen this occurs, the ACS SHOULD
do the following:

1

If the ACS has previously associated the Device with a Gateway, the ACS
SHOULD examine the Gateway Identity from the Device (from the GatewayInfo
Objec) and compare it to the Gateway Identity of the paissociation. If the
association is unchanged, the ACS need not take any further action.

If the Gateway Identity from the Device is different from the identity of the
Gateway previously associated with the Device, or if there was no previous
Gateway assmation for the Device, then the ACS SHOULD first validate the
information provided by the Device, and if validated, update the D&ateway
association to indicate the new Gateway Identity.

The ACS SHOULD consider the association vaindy if all elements of the

Device Identity match the Device Identity elements in at least one entry in the
ManageablBevice table of the indicated Gateway (&4 and[32]). The ACS

would deternme the current contents of the ManageBleice table either by
contacting the Gateway using a Connection Request to read the table, or receiving
Active Notifications on additions and deletions to this table (by the ACS having
previously requested Activgotifications on the ManagealideviceNumbeOf-
EntriesParametegr
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F.2.4 Device-Gateway Association Flows

Notei The examples in this Section are specific to DHCPv4. The flows for DHCPv6
would display the same logic but with DHCPv4 messages replaced with the
corresponding DHCPv6 messages.

Figure10shows the flow associated with the procedures for De@igeway association,
where the Device uses a DHCP Discover message to initiate the association as part of
DHCP addess allocation.

Figure 101 Device-Gateway Association using DHCP Discover
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